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KOHIEIIIMA
HH(POPMAIMOHHOI 0e30MacHOCTH HH(POPMAMOHHON CHCTEMbI MEPCOHAILHBIX TAHHBIX
B rOCYJapCTBEHHOM GIO/ZKETHOM YUpPexKIeHHH CONHATLHOr0 00C/IyKHBAHUS
sIpociiaBcekoii o6actu Jlom conuaibHOro obcayxuBanus «3a60Ta»

1.001mue no0KeHus.

1.1.Hacrosmas Konuemnuus ompenenseT OCHOBHBIC IEJM M 3a/aud, a TakkKe OOIIyIo
crpareruto nocrpoenust C3I1/Ta UCIITH, ucnoaszyemex B 'bY CO IO Jlom conmansHOro
obcimyxkuBanust «3aboray (manee — Yupexzaenue). KoHIENIUsS ONpenessieT OCHOBHBIC
TpeGoBanusa U 6a30BbIe TOIXOMAB K MX peau3alliu, s JOCTIKEHUS TpeOyeMOoro ypOoBHs
6e30macHOCTU UH(MOPMALIUN.

1.2.Konnenms paspaborana B COOTBETCTBHU C CUCTEMHBIM MOAXOMAOM K 00ECIICUCHUIO
uHbopMaronHoit  6e3onmacHocTH. CHCTEMHBIA  IOAXOA  MPEIOJIaraeT —IMpPOBEACHUC
KOMIUIEKCA ~MEPONPUATHHA, BKIOYAIOMNX  HCCIEJOBAHUE yIPO3  HUHPOPMAIMOHHON
0€30MacHOCTH U pa3paboTKy cucTeMbl 3amuThl [1/1H, ¢ IO3MIUH KOMITJICKCHOTO PUMEHEHUs
TEXHUYECKUX ¥ OPraHU3allMOHHBIX MEP U CPEJICTB 3allUTHI.

1.3.ITox unpopmanrorHoii 6e3onacHocTio I1/IH nmonumaercs samuiéHHocTs 1/IH u
oOpabareiBaroleli uxX WHOPACTPYKTyphl OT JIFOOBIX CIIydaWHBIX WM 3JIOHAMEPEHHBIX
BO3JEHCTBUI, pe3yJbTaTOM KOTOPBIX MOXET SBUThCA HaHeceHue yuepba camon
uHbopmanuy, €€ Biuagensiam (cyObexram I1J[H) mimm  uH@pacTpykType. 3anayu
1HGOPMALIMOHHON Ge30MacHOCTH CBOAATCS K MUHMMHM3AIMU yuiepda OT BO3MOXKHOM
peanmsain yrpo3 6esonacHoctd I1/IH, a TakKe K MPOrHO3UPOBAHUIO M MPEJOTBPAIICHHIO
TaKUX BO3JIEUCTBHIA.

1.4 KoHuenmus sSBJIIE€TCS METOA0J0TMUECKON OCHOBOM IS

e (GopMHpOBaHMS U TPOBCIACHUS €IUHON IONUTHKA B obOjactu obecrneyeHus
oesonacuoctu [1/1a B UCII/IH Yupexnenus;

e NPUHATHSA YNPABICHUYCCKUX PEIICHUH M pa3spabOTKM MPAKTUYCCKUX Mep s
peanu3anuy MoJUTHKY GezoracHocTd IIJ[H 1 BBIPaOOTKM KOMIUICKCA COITIACOBAHHBIX MEp
HOPMAaTUBHO-IIPABOBOT0, TEXHOJIOTMYECKOrO U OPraHM3allMOHHO-TEXHUYECKOIO XapakKTepa,
HAIIPABJICHHBIX Ha BBIABICHHUE, OTPaKEHME W JIMKBUJALMIO IOCIACACTBUN pealu3aliu
pa3nmyHbIX BU10B yrpos I1/1x;

e KOODJMHALWU JIESTEIbHOCTH CTPYKTYpPHBIX MNOAPA3ICICHUI YUpe)ICHUS IPU
nposejieHry pabotr o pasuthio u dkcmryatarmu UCIIIH ¢ cobmoneHneM TpeOOBaHUi
ob6ecnieuenus 6ezomacHocty 11J1H;



e pa3pabOTKU TMPELIOKEHUI IO COBEPIICHCTBOBAHUIO IPABOBOr0, HOPMATHBHOTO,
METOJMYECKOr0, TeXHUUECKOr0 M OpraHu3allMoHHOro obecredeHus OesomacHoctu [I/[H B
NCII/In YupexaeHus.

1.5.C3I1/Ia npezactaBisieT coOOH COBOKYIIHOCTh OpPTaHM3AalMOHHBIX W TEXHHYCCKUX
MEpONpHUATHH Juist 3aiuTsl II/[H OT HENPaBOMEPHOIO HJIK CIIy4alHOro JOCTyNa K HUM,
YHUYTOXKEHHUS, U3MEHEHHs, GJIOKUPOBAHNS, KOIUpOBaHus, pactpocrpanenus 110, a Takke
MHBIX HETPABOMEPHBIX ACUCTBUI C HUMH.

1.6.bezonacuocts ITJ[H mocTuraercss IMyTEM HCKIIOYCHUS HECAaHKIIMOHMPOBAHHOIO, B
TOM YMCJIE CIyYaiHOro, TOCTyIa K HUM, PE3yJIbTaTOM KOTOPOrO MOXKET CTaTh yHUYTOKCHHUC,
M3MEHEHHe, OJOKMpOBaHWE, KOMUpOBaHME, pacnpocTpaHenue IIJ[H, a TakXkKe MHBIX
HECAHKIMOHUPOBAHHBIX JEHCTBHIA.

1.7.Ctpykrypa, coctaB 1 ocHoBHBIe Qynkuuu C3I1/[H onpenensaioTcs UCXOAd U3 Kiracca
NUCI/n.

1.8.C3I1/1n npu3Bana 00eCeunTs:

o KOHGMICHIMATPHOCTE  HMHGOpMamuM  (3amura  OT  HECAHKIMOHWPOBAHHOTO
O3HAKOMJICHUS );

e [EJIOCTHOCT MHQOPMAIMK (AKTYaIbHOCTh M HENIPOTHBOPEUMBOCTH HHPOpMALNH, €€
3AUUIIEHHOCTD OT Pa3pylIeHUs U HECAHKIIMOHUPOBAHHOIO U3MEHEHHS);

e JIOCTYIIHOCTH HHpOpMau (BO3MOKHOCTH 3a IpUEMIIEMOE BpEeMS  TOJydHTh
TpebyeMyro HHGOPMALIUOHHYIO YCIIYTY).

1.9.Cragnu co3ganus C31I/IH BKIIOYArOT:

e TIpE/NPOEKTHAst CTajus, BKIIOYAIONIAs MPEIIPOEKTHOE 00CIe0BaHUE UCII/H,
pa3paBoTKy TEXHMYECKOro 3afJaHHs Ha DPa3pabOTKy CHCTEMbl 00ECIICUCHHS 0€30MacHOCTH
1HMOPMALMOHHOTO 0OBEKTA BEIYUCIIMTENBHON TEXHUKU Y UPEIKIACHUA;

e cragus npoekTHpoBaHus (paspaGoTku npoekTo) M peanusamn  MCILn,
BKUTouatomas paspaborky C3I1/1u B coctase MCIT/IH;

e craymsi BBoja B jeiicrtBue C3IIJIH, BKIIOYaroiash OIBITHYIO OSKCIUIyaTallMio H
PUEMO-CIATOUHBIE  UCIBITAHUSA  CPEICTB  3allMThl MHGOPMALMH, a TaKKe OLCHKY
cootBerctBus UCIT/IH TpeGoBanmsiM 6€30MacHOCTH HH(GOPMAIIUHL.

1.10.0prasusanuonssle  Mepbl Kak cocraBHas udacth C3[1/J(m Bkmoyaor B ceOs
co3laHMe ¥ MOJepiKanHue NpaBoBoii 6aspl GezomacHoctu I1/lH u paspaGoTKy (BBeACHHE B
neicTBre) IIpeLy CMOTPEHHBIX [Tonutukon nHGOPMALTMOHHON 6€301acHOCTH
MHQOPMALMOHHBIX ~CHCTEM IEPCOHAIBHBIX JAHHBIX YUPEKICHHUA OpraHM3alMOHHO-
pacmopsIUTeIbHBIX JOKYMCHTOB.

2. TepmuHDbI H ONpeaAeIeHUsA

B nacrosieit Konuenmu naGopMannoHHOM 6e3011acCHOCTH HH(MOPMAIIMOHHBIX CUCTEM
nepconaibhbix AanHeix I'BY CO S0 Jom coumanbHOro 00CiIyKUBaHMs «3abora» (nmanee -
KoHLenuus ) UCIoIb3YIOTCS ClIeAYIOIINE TEPMUHBI U UX OTPE/ICICHNUA:

ABTOMATH3HPOBAHHASI CHCTEMA — CHCTEMa, COCTOsAINas M3 MEPCOHala U KOMIUICKCa
CPEJICTB aBTOMATH3AIUK ero JACSATENBHOCTH, Pealn3yolias HHPOPMALHOHHYIO TEXHOIOTHUIO
BBITIOJIHEHHSI YCTAHOBIEHHBIX (OYyHKIINH;

AYTeHTHPUKANUA OTIPABHTENS JAHHBIX — IOJATBCPHKICHHE TOrO, YTO OTHPABUTC/IH
TIOJIyYEHHBIX JIAHHBIX COOTBETCTBYET 3asBJICHHOMY



0e30MaCcHOCTh MEePCOHAJTbHBIX AAHHBIX — COCTOSHUE 3AIUIIEHHOCTH IIEPCOHATBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO ITOJIB30BATEIEH, TEXHUUYECKUX CPEIACTB U
MH(GOPMAIIMOHHBIX ~TEXHOJIOTUH 00ecrneynTh KOHQHUACHLUUAIBHOCTh, LEIOCTHOCTE U
JIOCTYIIHOCTh IEPCOHAIBHBIX JAHHBIX MpH UX 00paboTke B HMH(POPMALMOHHBIX CUCTEMAaX
NIEPCOHAIBHBIX TAHHBIX; )

OnoMeTpHuYecKHe MEePCOHAJIbHbIE AaHHbIE — CBEICHUSA, KOTOPBIE XapaKTepU3YIOT
¢busnosornueckre 0COOEHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX MOJXKHO YCTaHOBHUTH €I0
JMYHOCTE, BKIIIOUast pororpaduu, OTIeYaTKy MayblleB, 00pa3 CeTYaTKU IJ1a3a, 0COOCHHOCTH
CTPOEHUS Teja U JPYTYIO MOoJ00HYI0 HHPOPMALIKIO;

0JIOKHpPOBAaHHE MEPCOHANBHBIX [JaHHBIX — BpPEMEHHOE IIpeKpaleHue coopa,
CHCTeMaTH3aIM], HAKOIIICHNS, HCIIONb30BAHMS, pacrpoCTpaHeHUsl, NIEPCOHAIBHBIX JAaHHBIX,
B TOM YHUCJIE UX IIepelauy;

BHPYC (KOMNBIOTEPHBIH, NPOrpaMMHBIH) — HCIIOJHAEMBIA POrPaMMHBIN KOJ WX
UHTEPIIPETUPY eMblii HA00p UHCTPYKLMHI, 00IaaroIuii CBORCTBAMU HECAHKIIMOHUPOBAHHOIO
pacmpocTpaHeHHss W camoBocnpousBefeHus. Co3naHHble JyOJIMKAaTBl KOMIIBIOTEPHOI'O
BUpYCa HE BCErjJa COBIAAAIOT C OPUTMHAIOM, HO COXPAHSIIOT CIIOCOOHOCTH K AajbHEHIIEMY
pacnpoCTPaHEHUIO U CaMOBOCIIPOU3BEAEHHUIO;

BpeAOHOCHAsI Mporpamma — IIporpaMMa, I[peJHasHayeHHas I OCYIICCTBIICHUS
HECAHKIMOHMPOBAHHOTO JOCTYNa U (WIM) BO3JAEHCTBUSA Ha IEPCOHAJIBHBIE JAaHHBIE WIH
pecypcehbl THGOPMAMOHHONW CUCTEMBI IIEPCOHAIBHEIX TaHHBIX;

BCIIOMOTraTeJIbHbI€ TeXHHYECKHE CPeACTBAa U CHCTEeMbl — TEXHUYECKHUE CPEJCTBA U
CHCTEMBI, HE IpeJAHa3HAUYCHHBIC IS Iepepadd, oOpadOTKM U XpaHEHUs IEPCOHAJIBHBIX
JIAHHBIX, YCTAHABJIMBAEMBIE COBMECTHO C TEXHUYECKMMH CPEACTBAMM U CHCTEMaMH,
npeHa3HAYeHHBIMU U1 00paOOTKU NEPCOHAIBHBIX JAHHBIX UM B IOMELICHUSIX, B KOTopLIX
YCTaHOBJIEHBI MH(MOPMAIIMOHHBIE CUCTEMBI IIEPCOHAIBHBIX JaHHBIX;

AOCTYIl B OINEPANMOHHYIO cpely KomIbloTepa (MHOOPMAaLMOHHON CUCTEMBI
MEPCOHAJILHBIX JAHHBIX) — IIOJ[yY€HUE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHCHHE IITaTHBIX
KOMaHJ, (QYHKIUH, Mpoueayp ONEpallMOHHOM CHCTEMBI (YHMYTOXXEHHUS, KOIMPOBAHMI,
HEPEMEIICHHUS U T.11.), UCTIOIHIAEMbIX (hallyIOB IIPUKIIAAHEIX IIPOrpaMM;

pocTyn K HH(pOpMANHH — BO3MOXHOCTh IOJy4YeHHMs HHpoOpMarmuu u €€
UCTIOJIh30BAHUS;
3aKJaJl0YHOe YCTPOMCTBO — OJEMEHT CpeicTBa ChEMa HHPOPMALUH, CKPBITHO

BHEIPsIEMBIN (3aK/1aIbIBAEMbIi MM BHOCUMEI) B MECTa BO3MOXKHOTO chéMa MHPOpMauu (B
TOM 4HCJIE B OTpaXJCHHE, KOHCTPYKIMIO, 00OpyJOBaHUE, IPEAMETHl HHTEPhEpa,
TPAHCIIOPTHBIC CPEJICTBA, & TaKyKe B TeXHHYECKHe CPeACTBA M CHCTeMbl 00padoTKH
HHpopMaLHH);

samumaeMasi HHGpopmanus — HHPOpMaLUs, SBIAIOLIASICS IIPEIMETOM COOCTBEHHOCTH
U IOo[JIeKalas 3alliTe B COOTBETCTBUU C TPEOOBAHUSIMHU IPABOBBIX IOKYMEHTOB WU
TpeOOBaHUAMHU, YCTAHABIUBAEMBIMU COOCTBEHHUKOM HH(MOpPMALINY;

uaeHTH(GUKAIMA — TIPUCBOCHUE cyObhekTaM U 00beKTaM JOCTylla MICHTH(UKATOpa U
(WIM) CpaBHEHHE TPEIBSIBISIEMOrO  HICHTH(QHUKATOpa C IEPeUYHEM IPUCBOECHHBIX
UJCHTU(PUKATOPOB; ;

AHGOPMATHBHBII  CHIHaJ  —  JJIEKTPUYECKME  CHUTHAJIBI,  aKyCTHYECKHE,
9JCKTPOMArHUTHBIC W Apyrue (GpU3MvecKue Mouis, M0 IapaMeTpaM KOTOPBIX MOMKET OBITh



packpsiTa KOH(HIEHIIMAIbHAs WHpopMalus (IepcoHalbHble AaHHBIE) oOpabaTeiBaeMas B
UH()OPMAIIMOHHOM CHCTEME IIEPCOHAIBHBIX JaHHBIX;

HH(OPMALHOHHASI CHCTEMA IMePCOHAJBHBIX AAHHBIX — MHQOPMAILMOHHAs CHCTEMa,
IpEJICTaBIAIONIas CO0O COBOKYMHOCTh NEPCOHAIBHBIX IAHHBIX, COJEpXKaIUXcs B Oase
JAHHBIX, a TaKXKe WH(OOPMAIMOHHBIX TEXHOJIOTMHA U TEXHUYECKHUX CPEICTB, IO3BOJAIOLINX
OCYIIECTBIIATH 00pabOTKy : TAKMX IIEPCOHAIBHBIX JAHHBIX C MCIIOJB30BAHUEM CPENICTB
aBTOMATH3AIMK WIN 0€3 UCIIOIb30BaHUSA TAKUX CPE/CTB;

HH(pOpMAIIHOHHBbIE TEXHOJOIMHH — IIPOIECCH, METOJbI IOMCKa, cOOpa, XpaHEHU,
00paboTKH, TPEOCTaBICHUS, PACIPOCTpaHEHNUsT MH(GOPMALUU U CIIOCOOBI OCYIIECTBICHUA
TaKUX MPOIECCOB U METO/IOB;

MCI0JIb30BAHHE TEPCOHAIBbHBIX JAHHBIX — JICHCTBUS (ONEpalnn) C MEePCOHAIBHBIMU
JAHHBIMH, COBEpINAEMbIE OMEPaTOPOM B LEJSIX MPUHITUS PELICHUH WIN COBEPUICHUS MHBIX
JNEUCTBHM, TMOPOXKJIAIOIMX  FOPUIUUECKHE IOCIEC/ACTBUS B  OTHOLIEHMHM CyObeKTa
HEPCOHANBHBIX JIAHHBIX WM JPYTUX JIMIL JUOO MHBIM OOpa3oM 3aTparMBalOLIMX IIpaBa U
cB00O/IBI CyOBhEKTa MEPCOHAIBHBIX JAHHBIX WIH IPYTUX JINL;

HCTOYHHK Yrpo3bl Ge3onacHocTH HH(popMamuu — CyOBEKT JIOCTyIa, MaTepUaIbHBIH
00beKT Wi (QU3UYECKOE SIBJICHUE, SBISIONUINECS IPUYMHOM BO3HUKHOBEHUS YIPO3BI
6e30macHOCTH UH(GOPMALIUN;

KOHTpOJIMpyeMasi 30Ha — [POCTPAHCTBO (TEPpUTOpHUSA, 3JaHUE, 4YacTb 3JaHud,
MOMEIICHUE), B KOTOPOM UCKJIIOUCHO HEKOHTPOIUpyeMOe NpeObIBaHKEe IIOCTOPOHHUX JIMLL, a
TaKKe TPAHCIIOPTHBIX, TEXHUUECKUX U MHBIX MATEPUAILHBIX CPECTB;

KOH(HAEHIHANBHOCTD MEPCOHAJBHBIX JaHHBIX — 00s3aTenbHOEe I COONIOACHMS
OIepaTOpPOM WJIM WHBIM TOJYYHBIIUM JOCTYI K MEPCOHAIbHBIM JaHHBIM JIMLIOM TpeOOBaHME
He JIOMYyCKaTh WX pacrpocTpaHeHue 0e3 corsacusi cyObeKTa IEepCOHAIBHBIX NAaHHBIX WK
HaJMY¥sI HHOT'O 3aKOHHOTO OCHOBAHMS;

MeJKCeTeBOM H3KpaH - JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WIH (YHKIMOHAJIBHO -
pacnpeieIeHHOe — MporpaMMHOe  (IIpOrpaMMHO-allapaTHOE)  CPEACTBO  (KOMILIEKC),
peau3yroliee KOHTPOJIb 3a HH(pOpMalyel, NOCTynalmeld B UHPOPMALMOHHYIO CHCTEMY
MIePCOHATBHBIX JJAHHBIX U (WJIN) BEIXOINEH U3 HHPOPMALIMOHHON CUCTEMBI;

HAPYLIHTE/b 0€30MacHOCTH MepPCOHATbHBIX JAHHBIX — (PU3UYECKOE JIUIIO, CIIy4YaiHo
WIN TIpEeHAMEPEHHO COBEpINaroiee AeUCTBUS, CIEICTBUEM KOTOPBIX ABJIAETCS HapylEHUE
0€30IMacHOCTH IMEPCOHATBHBIX JAHHBIX HpU MX 00paboTKE TEXHUYECKUMH CPEICTBAMU B
MH(OPMALIMOHHBIX CUCTEMAaX I1€PCOHAIBHBIX JaHHBIX;

HeaBTOMATH3HPOBAHHAsI 00pa0oTKa MepPCOHAJbHBIX [JaHHBIX — 00paboTKa
MEPCOHATBHBIX JAHHBIX, COJEpPIKALIMXCS B HH(MOPMALMOHHONW CHUCTEME IEPCOHAIBHBIX
JAaHHBIX JIMOO W3BJICUEHHBIX U3 TAaKOM CHCTEMBI, CUYUTAETCsl OCYLIECTBIEHHON 0e3
UCIIOJIb30BaHUS CPEJICTB aBTOMATU3aIlMU (HEAaBTOMAaTU3UPOBAHHOM), €CIIM TaKUe JEHUCTBUSA C
NEPCOHATBHBIMUA  JaHHBIMH, KaK  HCIIOJb30BaHME, YTOYHEHHE, paclpOCTPaHEHUE,
YHUYTOXKCHHE TTEPCOHANBHBIX JTaHHBIX B OTHOLICHUU Ka)KJOr0 M3 CyOBEKTOB IEPCOHATBHBIX
JAHHBIX, OCYIIECTBIISIIOTCS IPU HETIOCPECTBEHHOM y4aCTUU YEJIOBEKa;

HeJleKJIaPHPOBAHHbIE BO3MOYKHOCTH — (DYHKIMOHAJIbHBIE BO3MOJKHOCTHU CDPEICTB
BBIYMCIUTEIPHON TEXHUKH, HE ONUCAHHBIE WM HE COOTBETCTBYIOIIWE OIMCAHHEIM B
JIOKyMEHTall1H, npu UCTIOJIH30BAHUU KOTOPBIX BO3MOKHO HapyIIeHue
KOH(DUICHIIMATBHOCTH, JTOCTYITHOCTH WU [eTIOCTHOCTU 00pabaTeiBacMOi HHPOPMALIAH;



HECAHKIHOHMPOBAHHBIN J0CTYNn (HECAaHKIIMOHMPOBAHHBIE ICHCTBHS) — JOCTYyI K
uHpopManuu WIM JeicTBUsS ¢ UHQOpMAaIMel, Hapylaroliie IpaBuia pa3rpaHUndYeHHUs
JOCTyIla C HCIIOJB30BAHMEM LITATHBIX CPEJCTB, IMPEIOCTABIAEMBIX WHGOPMAIIMOHHBIMU
CUCTEMaMU MEPCOHATIBHBIX TAHHBIX;

HOCHTEJIb HHpOpPMAIHH — QU3NYECKOE JINIIO WIN MaTepUATIbHBIN O0BEKT, B TOM YUCIIC
(Gusuueckoe mnose, B KOTOPOM HH(POpMALUS HAXOAUT CBOE OTPAKEHHE B BUJEC CHMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PELICHUH U MPOLIECCOB, KOJUUYECTBEHHBIX XapaKTePUCTUK
(pu3nyecKux BeITNUYNH;

o0e3TUYNBaHUE MEPCOHANBHBIX JAaHHBIX — JEHCTBUI, B pE3yJbTaTe KOTOPBIX
HEBO3MOYKHO OTNPEJIEIUTh PUHAIJIEKHOCTh MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CyOBEKTY
HePCOHAIBHBIX JaHHBIX;

00pa0oTka mNepCOHAJBHBIX JAHHBIX — JeHcTBUS (omepanuu) ¢ TEPCOHATBHBIMU
JAHHBIMHM, BKJIIOYass cOOp, CHUCTEMaTU3allUI0, HAKOIUIEHWE, XpaHEHUE, YTOUYHCHHE
(oOHOBJIEHUE, M3MEHEHUE), HCIIOJIB30BAaHUE, pPACHpOCTpaHEHHE (B TOM YHCIE Mepeaady),
obe3nuurBaHue, OJOKUPOBAHUE, YHUUTOKEHHIE MEPCOHATBHBIX JTaHHBIX;

o0Ie0CTyNHbIe IepCOHAJbHbIe JAaHHbIe — TIEPCOHAJbHBIC JaHHBIE, JOCTYII
HEOrPaHMYEHHOI0 KpyTa JIHI[ K KOTOPBIM IPEAOCTaBIIEH ¢ coriacusi cyObeKTa IepCOHATbHBIX
JJAHHBIX WM Ha KOTOPBIE B COOTBETCTBUU ¢ (pelepabHBIMU 3aKOHAMU HE PaCIpOCTPaHIETCsI
TpeboBanue coOI0IeHUsI KOHPUIEHIIMATbHOCTH; :

onepaTop (MepCOHAJBHBIX JAHHBIX) — TOCYJapCTBEHHBIN OpraH, MYHHUIUITATbHBIN
OpraH, IOpUAMYECKOEe WM (PU3UYECKOE JIUIO, OpraHusyrollee U (WiM) OCyINECTRISIONIEE
00pabOTKy MepCOHAIBHBIX JAHHBIX, a TAKKE ONPEICIISIIONINE 1IeJId U cofiepKaHue 00paboTKN
NEPCOHAIBHBIX JaHHBIX; :

TeXHHYeCKHe cpeACTBA HH(OPMALMOHHOH CHCTEMbI NMEePCOHAJbHBLIX AAHHBIX —
CpeAcTBa BBIYUCIUTEIBHON TEXHUKH, WH(OPMAIMOHHO-BEIYUCIUTEIbHBIC KOMIUIEKCHI U
CeTH, CpEJICTBA M CHUCTEMBl Iepelauyu, MpuemMa u 00pabOTKU TEPCOHAIBHBIX JAaHHBIX
(cpencTBa M CUCTEMBI 3BYKO3aMMCH, 3ByKOY CHUIICHHUS, 3By KOBOCIIPOU3BEACHHUS, TIEPETOBOPHBIC
U TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA HM3TOTOBJICHUS, THPAXKUPOBAHUS IOKYMEHTOB U
Jpyrde TEXHUUECKUE CPeACTBA 00pabOTKM peueBOM, rpapuuecKoi, BUAEO - U OyKBEHHO-
uupoBoil uMH(OpMaIMK), MNPOrPAaMMHBIE CpPEICTBa (OMEPAIIMOHHBIE CHUCTEMBI, CHUCTEMBI
yhpaBieHus: 0a3zaMu JaHHBIX W T.II.), CPEACTBa 3allUThl MH(DOpPMAalUU, MPUMEHSEMBIC B
UH()OPMAIIMOHHBIX CUCTEMAX;

nepexBat (uHpopManMu) — HEOPABOMEPHOE IMOJIydeHUE HUHOOpMAIUU ¢
UCIIOJIB30BAHUEM TEXHUYECKOIO CpEJICTBA, OCYLIECTBIISIIOUIEro OOHapy)KeHue, IMpHeM Hu
00paboTKy MH()OPMATHUBHBIX CUTHAJIOB;

nepcoHajbHbIe JaHHbIe — Jit00as nHGOpMaLUsl, OTHOCIIIASICS K ONPEACTIEHHOMY WIN
OIIpEJeNsIEMOMY Ha OCHOBaHMM TakoH uHpopManuu ¢GuzndeckoMy JuIy (CyObeKTy
IICPCOHANBHBIX JaHHBIX), B TOM YHCIE €ro (paMuiaus, UMs, OTYECTBO, IO, MECHI], HaTa u
MECTO  pOXKIEHHUsS, ajpec, CceMelHoe, COLUaIbHOE, WMYIIECTBEHHOE IIOJIOKCHHUE,
oOpaszoBanue, rpodeccusi, A0X0/Ibl, Ipyras HHPOpMaIs;

no0o4YHbIe 3JIEKTPOMATHUTHbIE H3JIyYeHHS H HABOAKH — DJJIEKTPOMAarHUTHBIC
U3JIyYEHMs TEXHUYECKUX CPEICTB 00pabdOTKH 3aIUIaeMoil HHPOpMalluK, BOZHUKAIOIINE KaK
NOOOYHOE SIBJIEHHE U BBI3BAHHBIC DJIEKTPUYECKUMH CHUTHAJaMH, JCUCTBYIOIIUMH B WX
3JIEKTPUYECKUX U MAarHUTHBIX LIEISX, a TaKKe 3JIEKTPOMArHUTHBIE HABOJKU ATHX CHUTHAJIOB
Ha TOKOIPOBOJAIINE JIUHUU, KOHCTPYKIMHU U LIETIH TUTAHUS;



NOJHTHKA «YHCTOr0 CTOJA» — KOMIUIEKC OpraHU3allAOHHBIX MEPONpPUSITHUH,
KOHTPOJIMPYIOIMX OTCYTCTBUE 3AIMChIBAHUS Ha OyMaXKHBIE HOCUTENIU Kloyeld u atpubyTos
nocryia (maposeit) U XpaHeHUs! UX BOJIU3U 00BEKTOB I0CTYIIa;

N0Jb30BaTe]b HH(POPMANMOHHONW CHCTEeMbl MNEPCOHAIBHBIX JAHHBIX — JIMIIO,
y4yacTByIolee B (QyHKIMOHUPOBAHUU MH(POPMAIMOHHON CHCTEMbI MEPCOHAIBHBIX JaHHBIX
WIIN KCIIOJIB3YIONIEE Pe3ybTaThl €€ (yHKIIMOHUPOBAHMS,

NpaBWja Pa3srpaHHYEHHs] JOCTYNAa — COBOKYIHOCTh IPaBUII, PEraMEHTUPYIOUINX
mpapa JA0CTyIa CyOBheKTOB JOCTyIa K 00BEKTaM J0CTyIIa,

nporpaMMHasi 3aKJiagKa — KOJ IPOrpaMMbl, NPEIHAMEPEHHO BHECEHHBIM B
IporpaMMy C II€JbIO OCYIIECTBUTH YT€UKy, H3MEHUTh, OJIOKMPOBATH, YHUYTOKUTH
uHGOpMAITUIO I YHUUTOXKUTH Y MOTU(UIMPOBATH HpPOrpaMMHOE oOecreueHue
MH(GOPMAIIMOHHON CHCTEMBI TEPCOHATBHBIX JaHHBIX M (WiM) OJOKMpOBAaTh almapaTHbIe
CpeCTBa;

nporpaMMHoe (mporpaMMHO-MaTeMaTH4Y€CKO0e) BO3JeilicTBHE -
HECAHKIIMOHMPOBAHHOE BO3JEHCTBUE HA PECypchl aBTOMATU3UPOBAHHON MHGPOPMAlMOHHON
CHCTEMBI, OCYIIECTBIISIEMOE C UCII0JIE30BAHUEM BPEJOHOCHBIX IIPOrpaMM;

PACKpbITHE MEPCOHAJBHBIX JAHHBIX — YMBIIIJIEHHOE WM CIyYaliHOC HapyIICHHE
KOH(HISHIINAILHOCTU NEPCOHAIBHBIX JaHHBIX;

pacnpocTpaHeHHe NepPCOHAIbHBIX JAHHBIX — JEHCTBUS, HAITPAaBJICHHbBIC HA nepej:[aqy
IIEPCOHANBHBIX JTaHHBIX OMpeIeIEHHOMY KpyTy JIHI (fepeiaya NepcOHaIbHBIX JaHHBIX) WU
Ha O3HAKOMJICHHE C MEPCOHAIBHBIMU JIaHHBIMU HEOTPAaHUYEHHOIO KpyTa JIMIl, B TOM YHUCJIC
00HapOI0BaHKeE MEPCOHATBHBIX JAHHBIX B CPEJCTBAX MAaCCOBOW MH(OpPMAIMY, pa3MEIICHNE B
MHPOPMALOHHO-TEIEKOMMYHUKAI[OHHBIX ~ CETAX WM MPENOCTaBJE€HME JOCTynma K
EePCOHANBHBIM JAHHBIM KAKHM-JIH00 HHBIM CIIOCO60M;

pecypc uHPOPMAIHOHHONH CHCTeMbl — WMCHOBAHHBIA 3JICMCHT CHCTEMHOTO,
IPUKIAJHOTO WM alapaTHOro obecredeHus (QyHKIMOHUPOBAHUSA HH(GOPMAIMOHHOM
CUCTEMBI;

cnelMajJbHbIe KATErOpHH TEPCOHAJNBHBIX JAHHBIX — [I€PCOHAJBHBIC JIaHHBIC,
KAcarolecss pacoBOW, HAIIMOHAIBHON MPUHAUIEKHOCTH, IOJUTHYCCKUX  B3IJISAJIOB,
PENUTHO3HBIX WK puinocodckux yOeKAeHUH, COCTOSHMS 3A0POBbS M MHTUMHOW JKU3HU
CyObeKTa MepCOHAIBHBIX JaHHBIX;

CpelCTBA BHIYHCAUTEIbHONH TEXHHKH — COBOKYITHOCTh NPOIPAMMHBIX U TEXHUYECKUX
3JIEMEHTOB CHCTEM 00pabOTKU JaHHBIX, CIOCOOHBIX (PyHKIIMOHUPOBATH CAMOCTOSATEIBHO HITN
B COCTaBe APYTrHX CHCTEM;

cyobekT goctyma (cy0bekT) — JIMIO MIM IPOLECC, MAEHCTBUSA  KOTOPOTO
perjaMeHTHPYIOTCS IIPaBUIaAMU pa3rpaHUYEHMs JOCTYyIIa,

TeXHHYECKHIl KaHAJ yTeYKH HH(pOPMAUUU — COBOKYITHOCTh HOCUTENA MHPOpMALUK
(cpenctBa 00pabOTKH), (GU3NUECKON CPelbl PACIPOCTPaHEHUs HH(MOPMATUBHOIO CUTHANA U
CPECTB, KOTOPBIMH J00BIBAETCA 3alluIaeMas HHpOpMaIlis;

TPaHCIPaHHYHASI Tepelaya MepPCOHAJBHBIX JAHHBLIX — IIepeaaya IepCOHABHBIX
JIAHHBIX orepaTopoM uepe3 [ ocygapcTBeHHyI0 rpanuily Poccuiickoit demepanun opraHy
BJIACTH MHOCTPAHHOI'O TOCy1apcTBa, GU3NUYECKOMY WM IOPUINYECKOMY JIMIYy HHOCTPAHHOTO
rocyaapcTBa;

yrpo3pl 0e30MaCHOCTH MEPCOHAJILHBIX [JAHHBIX — COBOKYIHOCTH YCIOBUHA W
(GakTopoB, CO3JAIOUIMX ONACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHCIIE CIIy4alHOTo,



JIOCTyIla K IE€PCOHAJIBHBIM JAaHHBIM, PE3y/JIbTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOXKECHHUE,
U3MEHEHUE, OJIOKMPOBAHME, KOIHMPOBAHME, PACIpPOCTPAaHEHHE IIEPCOHANBHBIX JAaHHBIX, a
TAaK)K€ MHBIX HECAHKLIMOHMPOBAHHBIX IEHCTBUN INpu ux oOpaboTke B HMH(OPMAalMOHHOM
CUCTEME NIEPCOHANIBHBIX JaHHBIX;

YHHYTOKEHHE TEePCOHAJbHBIX JAHHBIX — JEWCTBUA, B pe3yjpTaTe KOTOPBIX
HEBO3MOXKHO BOCCTAHOBUTBH COJCP)KAHUE IIEPCOHAIBHBIX JAaHHBIX B HMH(MOpPMAMOHHOU
CUCTEME NEPCOHAIBHBIX JaHHBIX WIHM B PE3y/IbTaTe KOTOPBIX YHUYTOXKAIOTCSA MaTepUalbHbIC
HOCUTEJIN NIEPCOHATIBHBIX JaHHBIX;

yredka (3amumiaemMo) HHpopManmuHM N0 TEeXHHYECKHM  KaHajJaM  —
HEKOHTPOJIMPYEMOE  pacIpocTpaHeHHe HHGOpPMAlMU OT  HOCUTENs  3allUINaeMoi
uHpOpManuu 4depe3 (U3MUECKYIO Cpeldy [0 TEeXHUYECKOTO CpEACTBA, OCYIIECTBIISIIOIIETO
nepexsar MHGpOpMALIHH;

ySI3BUMOCTb — CJa00CTh B CPEJACTBAxX 3allUTHI, KOTOPYIO MOYKHO HCIIOJIB30BATH IS
HapyLIEHUs CUCTEMBI WM CoJleprKallelics B Hell nHpopMaLuy;

1eJI0OCTHOCTh HH(GOPMALHH — CIIOCOOHOCTH CPEJICTBA BBIUMCIUTEIBHON TEXHUKU WU
aBTOMATU3MPOBAHHON CUCTEMBI OOECIIeUYMBaTh HEU3MEHHOCTh WH()OPMALMU B YCIOBHSIX
CIIy4alHOTO W/WJIU NpeJHAMEPEeHHOI0 UCKAXKEHUs (pa3py LLECHHUS).

3. Ycii0BHbIe 0003HAYEHHS H COKPALLleHHS

ABC — AHTHUBUPYCHBIE CPECTBA;

APM -  aBTOMaTu3MpOBaHHOE pabouee MECTO;

BTCC - BcrnomorarenbHble TEXHUYECKUAE CPEJICTBA U CUCTEMBI;
NUCIIAn — nHbOpMalIMOHHAS CUCTEMA TIEPCOHAIBHBIX JIAHHBIX;

K3 - KOHTPOJIUpYEMas 30Ha;

JIBC — JIOKaJIbHAsI BBIYUCIIUTE/IbHAS CETh;

MD — MEXCETEBOU dKpaH;

HCA -  HecaHKUMOHUPOBAHHBIA JOCTYII;

oC - OTIEpAI[MOHHAS CUCTEMA;

IIIn — [EpCOHAJILHBIE JaHHBIE;

IIMB - [IPOrpaMMHO-MaTEMATUYECKOE BO3JIEIICTBUE;

1o - porpaMMHOe 00eCIIeueHuE;

II9OMMUH — I0OOYHBIE 3JIEKTPOMArHUTHBIE U3y YEHUS U HABOJIKHU;
CA3 - cCHCTEMa aHaJIM3a 3al[UIEHHOCTH,

C31 - CpeACTBa 3alUThl UHPOPMAIIHH;

C3IIAn — cucrema (moacucTeMa) 3allUThl IEPCOHATBHBIX JAHHBIX;
COB -  cucrema oOHapy>KeHHUS! BTOP’KEHUIA;

CYB/J — cucrema ynpanieHus: 6azamMu JIaHHbBIX;

TKYU - TexHuveckue KaHajabl yT€YKA HHPOPMALIH;

YBII/In — yrpo3sl 0€3011acCHOCTH NIEPCOHAIBHBIX JaHHBIX.

4. lesaun u 3aaa4u cuctemsl (moacuctembl) 3amuThbl 11
4.1.0cnoBHOi wnensto C3II[J[H sBisgercs MuUHUMM3AIMS yIinepda OT BO3MOXKHOMN
peanuzauuu yrpos 6esomnacHoctu [1/1H.
4.2 Jlns  poctmxenus ocHoBHoit mnenu C3IIJJn MCII[IH nmomkHa oOecrieunBaTh
3(QPEeKTUBHOE pEIICHUE CICAYIOIINX 3a/1ay:



® 3alIUTy OT BMeLIAaTeIbCTBa B mpouecc GyHnkunonuposanus VUCIIJIH nocTopoHHUX
mur (BoamoxxHocTh ucnoib3oBanus MCIIJIH u nqoctyn k €€ pecypcaM TOJDKHBI KMETh TOJIBKO
3aperucTpUpOBaHHbBIE B YCTAHOBIEHHOM MOPSIKE MOJIB30BATENN);

® pasrpaHUYEHUE JOCTylla 3apErMCTPUPOBAHHBIX IOJIB30BATENIE K ammapaTHBIM,
IIPOrpaMMHBIM U HMH(popManuoHHbIM pecypcam VCIIJIH (BO3MOXHOCTH JOCTyIIa TOJBKO K
TEM pecypcaM U BBIIIOJIHEHHS TOJBKO TEX Ollepaluii ¢ HUMH, KOTOpPBIE HEOOXOIUMBI
KOHKpeTHbIM  nosb3oBaresisM  MCIIJIH  [uist  BBINOJIHEHHSI  CBOMX  JIOJDKHOCTHBIX
00513aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIIMOHMPOBAHHOTO JIOCTYIIA:

a) k unopmanuu, upkyaupyromeii B UCI1/H;

0) cpencrBam BelunciauTesbHON Texuuku MCII/IH;

B) AaIapaTHbIM, [POrPpaMMHBIM M KPHUITOTPapUUYECKHM CPEJICTBAM  3allUTH,
ucroynbzyeMmbiM B UCIT/IH;

®  pErucrpaluio JeWCTBUN II0Jb30BATENEC MpPU HCIOJIB30BAHUHU  3alUIACMBIX
pecypcoB HMCIIJIH B cHCTEMHBIX KypHaJlax U IMEPUOAMYECKHM KOHTPOJIh KOPPEKTHOCTHU
JEHCTBUI MMOIB30BATEICH CUCTEMBI ITy TEM aHAJIU3a COAEPKUMOr0 ITUX JKYPHAIOB;

® KOHTPOJb LEJIOCTHOCTH (OoOecreyeHne HEU3MEHHOCTH) CpeIbl HMCIIOJHEHUS
IIporpaMm M €€ BOCCTaHOBJICHUE B Clly4yae HapyIIICHUS,

® 3AIUTY OT HECAHKIMOHMPOBAHHOM MOAM(UKALMU M KOHTPOJb LEIOCTHOCTU
ucnonb3yemsix B MCII/IH nporpaMMHBIX CPEJICTB, a TakKe 3aIUTy CUCTEMBI OT BHEIPEHUS
HECAHKI[MOHUPOBAHHBIX [IPOTPaMM;

e samury IIJ[H OT yTeukH 10 TEXHUYECKUM KaHajlaM IpU UX 00padoTKe, XpaHEHUHU U
nepeaaye 1o KaHajlam CBSI3H; L

e samurty [I/IH, XxpaHuMmbIX, 0OpabaTbIBa€MbIX U MEpPEAaBAEMbIX 10 KaHalaM CBS3H,
OT HECAaHKIIMOHUPOBAHHOTO pa3IJiallieHUs! WIN UCKaKCHUS,

® CBOEBPEMEHHOE BBIABJIEHUE HCTOYHUKOB yrpo3 OezomacHoctu [1/lH, mpuumH wu
yCIIOBUH, CIIOCOOCTBYIOIIMX HaHeceHUIO0 yiuepba cyOwnekrtam I[IJ[H, co3maHue MexaHH3Ma
OIEPaTUBHOIO pearupoBaHus Ha yrpo3sl 0ezonacHocty [1/lH 1 HeraTUBHBIE TEHACHIINN;

® (CO3/laHMe  YCIOBUM Ui MHUHUMHU3AUUMU M JIOKAIM3AUUU  HAHOCHUMOI'O
HEIPaBOMEPHBIMU ACHUCTBUSAMU (U3MUECKMX M IOPUIUYECKUX JIUI[ yiepOa, ociabieHus
HETaTUBHOTI'O BJIMSHUSA U JIMKBHUIALNS [TOCJIECTBUI HapyeHus 6e3onacHoctu I1/1H.

5. Ilepeyenb HH(POPMALHOHHBIX CHCTEM H 00bEKTOB 3aIIUTHI

5.1. Ilepeuens UCII/IH.

5.1.1.B Yupexnenun npousBoautcst oopadorka [1/{n B UCIT/IH.

5.1.2.Ilepeuenrs HCII/In onpenensercs Ha ocHoBaHuM Otyéra o pesysbrarax
[POBEACHHUs BHYTPEHHEH IPOBEpKH OOECHEUEHUS 3allliThl IEPCOHAIBHBIX JIAHHBIX B
UH(MOPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX Y UPEXACHHUS.

5.2. llepedyeHb OOBEKTOB 3AIUTHI.

5.2.1.00beKxTamMu 3aIlUThl SIBJSIIOTCS MHGpopMarus, obpabareiBaecmas B KMCII[An, u
TEXHUYECKHE cpecTBa €€ 00paboTKU U 3alUTHI.

5.2.2.I1epeuens IIJIH, momnexamux 3amuTe, ompenesieH B IlepedHe mepcoHaIbHBIX
JaHHBIX M MHBIX OOBEKTOB, [O/UIEXKAIMX 3allUTe B HWHOOPMAIMOHHBIX CHCTEMax
[IEPCOHAIBHBIX JJAHHBIX Y UpEKJICHUS.

5.2.3.00b€eKTHI 3alIUTHI BKJIIOYAIOT B ceO:



1) ob6pabaTeiBaeMy0 HHGOPMAIIUIO,

2) TEXHOJOTMYECKYI0 HHPOpMAIIHUIO;

3) nporpaMMHO-TEXHUYECKUE CpelicTBa 00paboTKH;

4) xaHasbl UHGOPMALIMOHHOTO OOMEHa;

5) mnomeuieHus, B KOTOPBIX pazmenieHsl kommnoneHTsl UCIT/IH.

6. Knaccudukanusa noan3oartenaeid MCIIAn

6.1.Ilons3oBarenem MCIIJIH sBiasercs nuio, ydyacTByrolee B (YyHKIIMOHUPOBAHUU
NCII/In nnu ucnosnp3yrolee pe3ynbrarsl e€ dynkuuonupoBanus. [Tonp3oaresniem UCITn
sBIIgeTcs JiIoOol cnenuanuct Yupexaenus, nMmeronmii goctyn k UCIIJIH u e€ pecypcam B
COOTBETCTBUH C yCTAHOBJIEHHBIM TIOPSAIKOM H €ro (yHKIIMOHATEHBIMU 00S3aHHOCTSMH.

6.2.1Tonp3oBarenu UCII/IH nensaTcs Ha cienyrolire OCHOBHBIE KATETOPUU:

e anvunuctpaTop MCIIJIH (crienuanvicTsl yUpexAeHUs] WK TPEThbUX JIMI], KOTOpHIC
3aHMMAIOTCS HACTpPOMKOMN, BHeapeHueM u comnpoBoxaeHuem WCIIJ/IH). AnmunuCTpatop
NCI1/Ix obnanaer ciaeayomuM ypOBHEM JOCTyTIA:

— o0namaer mojaHOM MH(pOpManued O CUCTEMHOM U MPUKIATHOM IPOrpaMMHOM
ob6ecneuenuu MCIT/1H;

— o0Jagaer MoyIHOM HMH(pOpMalvelt 0 TEXHUYECKUX CPEACTBAaxX W KOH(UTypanuu
CII/Ix; :

— HUMEET JIOCTYNl KO BCEM TEXHHYECKUM cpeJcTBaM 00paboTku uHGOpMaluu U
nanasiM UCITIH;

— obnajgaer npaBaMd KOHQUTYPUPOBAHMA U  AJMHHUCTPATUBHON HACTPOMKH
texHuueckux cpeacts UCIT/IH. »

e nosnb3oBarens MCII/IH (cneumanuctsl noapasaenenuit KIICOH, yuactByronmx B
npouecce skcrutyatauuu UCII/In). [ToaszoBarens MCIIJIH o6nagaeT cieayomuM ypoBHEM
JIOCTyTIA:

— oOsiajaeT BceMH ~ HEOOXOAMMBIMHM  aTpuOyTamMu  (Hampumep, Mapojem),
00ecrneurBaOIINMU TOCTYT K HEKOTOPOMY HoAMHOKecTBY 11/1H;

— pacnonaraet KoHQUIeHIIMaJIbHBIMUA JaHHBIMU, K KOTOPBIM UMEET JOCTYTI.

6.3.Kareropuu mnoas3oBateneii ompenensitorcss miuss kKaxnaod WCII/IH, yTounsiercs
pasieeHUe CIICHHAINCTOB BHYTPH KaTCropuil B COOTBETCTBHMH C THIIAMH IOJIb30BATElCH,
onpenenéHHbiMi B [lonutuke nH@opManMoHHONH 0€30MaCHOCTH MH(MOPMALIMOHHBIX CUCTEM
NEPCOHAIBHBIX JAHHBIX YUPEKIACHHUS.

6.4.Bce BbIABIIEHHBIE TPYIIIBI MOJIb30BaTeNeld oTpaxkatorcss B OTuére o pesyJsbrarax
IPOBEACHUs. BHYTpPEHHEH IIpOBEpKHM OOecleyeHusl 3allUThl IIEPCOHAIbHBIX JIAaHHBIX B
MH(MOPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX MaHHBIX yupexaeHus. Ha ocnoBanmm OtuéTa
onpenesAroTes npasa gocryna kK aiaemeHtam MCII/IH 11 Bcex rpymn HoJb3oBaTesed u
oTpaxkarorcss B llosokeHMM O pasrpaHMuYeHUUd T[paB JocTyna K oOpabaTkiBaeMbIM
NEPCOHAJIBHBIM ~ JaHHBIM B MH()OPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX  JIAHHBIX
YUPEXKICHUSI.

7.0cHOBHBIE IPUHIHNBI OCTPOEHHS CHCTEMbI KOMILJIEKCHO# 3a1IUThI HH()OPMAaLHU
7.1.1Toctpoenue cuctembl obecrnieuenus OesoracHoctu I[1/{n UCIT/Ian KILICOH u eé
(YHKIMOHUPOBAHUE JIOJUKHBI ~OCYIIECTBISTHCS B COOTBETCTBUU CO  CICAYIOIIMMU



OCHOBHBIMH NPUHIUIIAMHU:

1) 3aKOHHOCTb;

2)  CHCTEMHOCTH;

3)  KOMIUIEKCHOCTB;

4)  HEnpepbIBHOCTH;

5)  CBOEBPEMEHHOCTS;

6) MPEeMCTBEHHOCTH M HEIIPEPHIBHOCTH COBEPIICHCTBOBAHUS;

7)  mepcoHaJIbHas OTBETCTBEHHOCTD;

8)  MuUHUMU3ALUS OJHOMOYUH;

9)  B3aUMOJIEUCTBUE U COTPYHUUYECTBO;

10) THOKOCTb CHCTEMBI 3aLUTEL;

11) OTKpBITOCTH AITOPUTMOB U MEXAHU3MOB 3aIUTHI;

12) mnpocToTa IPUMEHEHUS CPENICTB 3aIUTHI;

13) wnayuHas 000OCHOBaHHOCTb U TEXHUUYECKAsl PEAIU3yEMOCTH;

14) cnenuanuzanys 1 Npo(eccuoHaNIu3M;

15) 00s3aTenbHOCTh KOHTPOJISL.

7.2. 3aKOHHOCTS.

7.2.1.I1penamnonaraeT OCyIIECTBICHUE 3AIUTHBIX MeponpusaTuili u paspaborky C3II/Ix
YUPEXICHHUS B COOTBETCTBHH C TPeOOBAaHUSIMU 3aKOHOIATeNIbCTBA B oOmacty 3amuTsl [1/1H u
JIPYTUX HOPMATUBHBIX aKTOB IO 0€30MaCHOCTU HH(GOpPMALMH, YTBEPKIEHHBIX OpraHaMu
roCyIapCTBEHHOM BJIACTH B IIpEJIesIax UX KOMIIETEHIIUH.

7.2.2.1lonb3oBareau u obcayxuparoumii nepconan MCII/In KIICOH nomkHbel OBITH
OCBEJIOMJICHBI O TOpsAKE padoThl ¢ 3amuiaeMoi nHpopManueil 1 00 OTBETCTBEHHOCTHU 3a
sammrty [11H.

7.3. CUCTEMHOCTb.

7.3.1.Cucremnusiii noaxoa k nocrpoenuto C3I[J[n KIICOH npeamnonaraer yuér Bcex
B3aMMOCBSI3aHHBIX, B3aUMOJCHCTBYIOIIMX W H3MEHSIOIIUXCS BO BpPEMEHH DJIEMEHTOB,
yCJIOBUM M (DaKTOPOB, CYIIECTBEHHO 3HAYMMBIX JJISi ITOHMMAHUSA U PELICHUS NpoOJIeMBl
obecneuenus 6ezomnacHoctu [1/1n UCIT/IH yupexnenus.

7.3.2.I1pu co3zpanuu C3IIJIH J0JKHEI yUYUTHIBATECS BCe ciabble U HauboJee ysa3BUMBIC
mecrta cucteMbl oOpadoTku I1/lH, a Takke XapakTep, BO3MOYKHbIE OOBEKTBI U HAIPaBICHUS
araKk Ha CHCTEMY CO CTOpPOHBI HapyuuTesaed (0COOEHHO BBICOKOKBAIM(DUIMPOBAHHBIX
3JOYMBIIIJIEHHUKOB), IYTH MPOHUKHOBEHMS B pacnpeneiaénnsie cucremMbl n HCJ[ x
unpopmaruu. C3IIJ[H noMmKHA CTPOUTHCS ¢ YYETOM HE TOJIBKO BCEX M3BECTHBIX KaHAJIOB
npoHukHoBeHuss u HCJl k wuHpopmanmuu, HO U C YYETOM BO3MOXKHOCTH IIOSIBIICHMS
[PUHIMIIMAIBHO HOBBIX IyTeH peaiu3aiuu yrpo3 0e301acHOCTH.

7.4. KOMILJIEKCHOCTS.

7.4.1 KoMIUIEKCHOE MCIIOJB30BAHME METOAOB U cpeAcTB 3ammThl 11/IH mpenmnonaraer
COIVIACOBAaHHOE NPHUMEHEHHUE PAa3HOPOIHBIX CPEACTB IpU NocTpoeHnu nenoctHor C3II/H,
NEPEKPHIBAIOLICH BCE CYLIECTBEHHbIE (3HAUMMBIE) KaHAIbl peaTU3aldd Yrpo3 U He
cofieprkaliei ciaabbIX MECT Ha CThIKaX OTJENIbHBIX €€ KOMIIOHEHTOB.

7.4.2 3ammra [1J[H moKHA CTPOUTHCS AIICJIOHUPOBAHO. ISl KaXXAO0ro KaHaja yTeUuKd
uHpOpMaMU U JUIS KaXAOH Yrpo3bl 0€30IacHOCTH JOJDKHO CYILIECTBOBATH HECKOJIBKO
3alUTHBIX pyOeskeit. Co3laHue 3alUTHRIX pyOeKel OCyIeCTBIISETCS ¢ YUETOM TOT0, 4YTOOBI



JUISL UX TIPEOJI0ICHHSI TIOTEHIIMATILHOMY 3JI0YMBIIUIEHHUKY TpeOOBaIUCh NPOPECCUOHATIBHBIE
HaBBIKU B HECKOJIbKUX HEB3aUMOCBSA3aHHBIX 00JIaCTAX.

7.4.3.Buemnsas  3ammra  A0JDKHA  o0ecnedmMBaThCs  (QU3NYECKUMM  CPEICTBAMU,
OpPraHM3allMOHHBIMU U IPaBOBBIMU MepaMu. OgHUM U3 Haubolsiee yKpEeIUIEHHBIX pyOeken
Npu3BaHbl OBITH CpeACTBa KpunTorpaduueckoi 3amuThl. [IpukiagHOl ypOBEHB 3allUTHI,
YUHUTHIBAIOIIUA OCOOCHHOCTH TIPEeIMETHON 00JacTH, MPEeACTaBISeT BHYTPEHHHMH pyOex
3aIUTHI.

7.5. HenipepbIBHOCTb.

7.5.1.3ammra II/IH — He pa3oBoe MEpOINpUATHE U HE IPOCTasg COBOKYIIHOCTH
NPOBEACHHBIX MEPOINPHUATUNH U YCTAHOBJIEHHBIX CPEJACTB 3allUTHl, a HENPEPBIBHBIN
LeJICHATIPABIICHHBIHN TIPOIIece, MPE/IIONATAIONINI MPUHATHE COOTBETCTBYIONUX Mep HA BCEX
sTanax kuzHeHHoro 1ukia MCIIJIH.

7.5.2.ACIIJIH DOKHBI HAXOJUTHCS B 3AIMUINEHHOM COCTOSIHUU Ha MPOTSIKEHUH BCETO
BpeMEHU UX (GYHKIMOHUPOBaHWS. B COOTBETCTBUM € 3TUM IPUHIUIOM JOJDKHBI
MPUHUMATHCS MEPHI 10 Hepommy eHuto rnepexona MCII/IH B He3aIUINEHHOE COCTOSHHUE.

7.5.3. BOABIMIUHCTBY (HUBNIECKUX U TEXHHUECKUX CPEICTB 3aLUTHI Ul 3((HEKTUBHOTO
BBITTOJIHEHUS CBOMX (DYHKIMIT HeoOXOoJuMa IOCTOSHHAs TEXHUYECKas U OpraHu3allOHHas
(aAMUHUCTpAaTUBHAS) TIOJJEPXKKA (CBOEBpPEMEHHAss CMEHa M OO0ECIIeYeHUe IPaBUIIBHOTO
XpaHEHUs] W TPUMEHEHHUS HUMEH, Maposield, KIodeld MUPpoBaHuUs, IEepEoIpelesieHne
noaHoMounii U T.1.). IlepepwiBbl B paboTe CpPeACTB 3aLIUTBl MOTYT OBITh HCIOJB30BAHbI
3JIOYMBIIUICHHUKAMU JUIs  aHajiu3a I[PUMEHSIEMBIX METOJOB M CPEACTB 3allUThI, IS
BHEJIPEHHUSI CIELUAIBHBIX IPOrPAMMHBIX M alllapaTHBIX «3aKIaloK» U JPYyIUX CPEICTB
IPEOJIOJICHHSI CUCTEMBI 3allIUTHI TIOCIE BOCCTAHOBIIEHUS €€ (PyHKIIMOHUPOBAHMUS.

7.6. CBOEBPEMEHHOCT.

7.6.1.Ilpeamnonaraer ynpexaaromuil xapaktep Mep obecnedenus OezomacHocty I1JIH,
TO €CTh IIOCTAaHOBKY 3afau mo KomiuiekcHou 3ammre MWCII[lH u peamusanuio Mep
obecneuenus Oe3zonmacHoctH [1J[H Ha panHux cragusx paspaborku MCII/IH B neinom u eé
CUCTEMBI 3aIUTHl HH()OpPMAIMH, B YACTHOCTH.

7.6.2.Pa3paboTKa CHUCTEMBI 3alllUTHl JODKHA BECTUCH MapauIeNIbHO C pa3paboTKOd U
pa3BUTHEM CaMOU 3alUIIAEMON CHCTEMbI. DTO MO3BOJIUT y4ecTh TpeOOBaHUA OE30IIaCHOCTH
TIpU MPOSKTUPOBAHUM apXUTEKTYPHI U, B KOHEUHOM CUETE, Co31aTh Ooiiee b PeKTUBHBIE (KaK
10 3aTpaTaM PECypcoB, TaK U MO CTOHKOCTH) 3aLIUIIEHHBIE CUCTEMBI.

7.77. IIpeeMCTBEHHOCTh U HENPEPBIBHOCTH COBEPILICHCTBOBAHUS

7.7.1.Ilpeamnonarator IMOCTOSHHOE COBEPLICHCTBOBAHUE MEP M CPEACTB  3alUTEHI
UHpOpMAIMM HA OCHOBE MPEEMCTBEHHOCTH OPraHM3aLlMOHHBIX U TEXHUYECKUX PEIICHUMH,
KaJapoBOro cocrana, aHaimza QyHkimonupoBanus VMCII/IH u e€ cuctemsl 3alUThl ¢ y4ETOM
M3MEHEHUI B METOJIaX M CPEICTBAX IepexBara MH(YOpMaliy, HOpPMAaTUBHBIX TpeOOBaHUH 110
3allUTe, TOCTUTHYTOTO OTEUECTBEHHOIO U 3apyOe)KHOr0 OIbITa B 3TOM 00JaCTH.

7.8. IlepcoHanbHass OTBETCTBEHHOCT.

7.8.1.I1penaronaracT BO3JI0XKCHHE OTBETCTBEHHOCTH 3a obecreyeHue Oe30IacHOCTH
[1/TH u cucteMbl X 00pabOTKH Ha Ka)X[Oro CIENMaIUCTa B MpeAesax ero rnojHomouui. B
COOTBETCTBUHU C 3THUM IPHHIIMIIOM paclpeeieHre IMpaB U O00S3aHHOCTEH CIELHUAIUCTOB
CTPOMTCS TAKUM 00pa3oM, 4TOOBI B ciIydae JIloOOro HapyIIeHUs: KpyT BUHOBHUKOB OB YETKO
M3BECTEH WM CBEJICH K MUHUMYMY .

7.9. MuHUMHU3a1UA TOJTHOMOYUM.



7.9.1.03Hauaer MpPEeAOCTABICHUE IOJIB30BATEISIM MUHUMAJIBHBIX IIpaB JOCTyla B
COOTBETCTBUU C MPOM3BOACTBEHHOW HEOOXOAMMOCTHIO, HA OCHOBE IPUHIMIIA «BCE, YTO HE
paspeleHo, 3anperieHo.

7.9.2. Jloctyn x [1JIH mosKeH MpenocTaBisIThCS TOJBKO B TOM ciiydae U 00bEMe, eciu
3TO HEOOXOIUMO CIIEIUAIUCTY JUIS BHIIIOJIHEHUS €ro JOJKHOCTHBIX 00s3aHHOCTEH.

7.10. B3aumMoAeliCTBH® U COTPY THUYECTBO.

7.10.1.Ilpeamnonaraer co3jgaHue  OJarompusiTHOH  aTMochepbl B KOJJIEKTUBAX
nojapazaeneHuit, obecrneunBarommx aesteapHocTh WCIIJIH yupexaeHus, s CHUKEHUS
BEPOATHOCTH BO3HUKHOBEHHUSI HETaTUBHBIX [JEHUCTBUM, CBSI3aHHBIX C YEJOBEYECKUM
dakropom. B Takoil o0oOCTaHOBKE CHNEUMATUCTHl JOJDKHBI OCO3HAHHO COOJIOJATh
YCTaHOBJIEHHBIE HpaBI/IJIa U OKa3blBaTh COJCHCTBHE B JESATEIBHOCTA OTBETCTBEHHOI'O 3a
¢yuxuonupoanue HCII/IH.

7.11. 'mOKOCTh CUCTEMBI 3aIUTHI.

7.11.1.11punsaTbIe MEpBl U YCTAHOBJICHHBIE CPEJICTBA 3aIIUTHI, OCOOEHHO B Ha4aJbHBIN
MepUOJI UX HKCILTyaTallii, MOTYT O0ecreunBaTh KaK Ype3MEpHBIN, TaK U HEIOCTaTOYHBIN
ypoBeHb 3aiuThl. Jlji1 obecrneueHus BO3MOKHOCTA BapbUPOBAHUS YPOBHEM 3aAIMILEHHOCTH
CpeCTBa 3alllUTHl OJDKHBI 00Ja7aTh omnpe/esieHHOW ruOKocThi0. OCOOEHHO Ba)KHBIM 3TO
CBOWCTBO SBISETCS B TEX CIydYasx, KOIJIa YCTAHOBKY CPEACTB 3alllUThl HEOOXOANMO
OCYIIECTBJIATh Ha paboTaloIlylo CHUCTEMYy, HE Hapyluas Ipolecca €€ HOPMalIbHOTO
(bYHKIMOHUPOBAHUS.

7.12. OTKPBITOCTH AJTOPUTMOB U MEXAHU3MOB 3aLLIUTHI.

7.12.1. CyTh IpHUHIMIIA OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aLIUTHI COCTOUT B
TOM, YTO 3aIlUTa HE JO/DKHA 00ECIeurBATHCS TOJABKO 3a CYET CEKPETHOCTH CTPYKTYpPHOIL
OpraHu3allil W QJIrOPUTMOB (PYHKIIMOHUPOBAHUS €€ MOJCHCTEM. 3HAHHE AJITOPUTMOB
paboOThl CHUCTEMBI 3alIUTHl HE JO/DKHO JaBaTh BO3MOXKHOCTU €€ MpeojofeHus (maxke
aBTopaM). OmHAKO 3TO HE O3HA4YaeT, 4ro MH(OpMalUs O KOHKPETHOW CUCTEME 3allUThl
JI0JKHA OBITH 00ILEIOCTYIIHA.

7.13. IIpocToTa NIpUMEHEHUS CPEACTB 3alUTEL.

7.13.1.MexaHu3Mbl 3alUATBl JO/DKHBl OBITh HMHTYWTHBHO TIOHATHBI M IIPOCTHI B
UCTIOJb30BaHuU. [IpuMeHeHne CpeICcTB 3allUThl HE JODKHO OBITH CBSI3aHO CO 3HAHUEM
CTHCLUAIBHBIX S3BIKOB WM C BBIMIOJHEHHEM JEUCTBUN, TpeOYIOMUX 3HAYUTEIbHBIX
JONOJHUTEIBHBIX ~ TpyJo3aTpaT Ipu  OObIYHOM  paboTe  3aperucTpUpPOBAHHBIX B
YCTaHOBJIEHHOM TOpPSIJIKE I0Jb30BaTEIEH, a TaKKe HE JIOJKHO TpeOOBaTh OT IMOJB30BATEIIS
BBIIOJIHEHHSI Py THHHBIX MAJIONIOHSATHBIX €MY OIepaluii (BBOJ HECKOJIBKUX NapoJieil U UMEH U
T.1.). JIOJKHA TOCTUraThCsl aBTOMATHU3ALNS MAKCUMAIBHOT'O YUCia JIEMCTBUM MOJIb30BaTE e
u agmuHuctparopos UCITJH.

7.14. HayuHast 000CHOBAaHHOCTb M TEXHUYECKAS PEAIN3YyEMOCTD.

7.14.1. IlupopMalluOHHBIE TEXHOJOTUH, TEXHUYECKHME W IPOrpaMMHBIE CpEACTBa,
CpeICTBa W Mephl 3alUThl MHGOPMALUU JTOJDKHBI OBITH pealn30BaHbl Ha COBPEMEHHOM
YpOBHE pa3BUTUS HAYKW U TEXHHUKH, HAYYHO OOOCHOBAHBI C TOUKH 3PEHUS JTOCTHIKEHHUS
3aJIaHHOTO YPOBHsI 0€30MacCHOCTH MH(GOPMAIIUU U JOKHBI COOTBETCTBOBATh YCTAHOBIIEHHBIM
HOpMaM U TpeboBaHusaM 1o 6ezonacHoctu [1/1H.

7.14.2.C3[1J/IH nomkHa OBITH OPUEHTHPOBAHA HAa PELICHUSA, BO3MOXKHBIE PUCKU IS
KOTOPBIX ¥ MEpBI MPOTUBOACHCTBUSA 3TUM PUCKAM MPOIIJIN BCECTOPOHHIOIO TEOPETUUECKYIO
U MIPAKTUYECKYIO IIPOBEPKY.



7.15. Crieunanu3aiysi ¥ IpoQeCCUOHATIU3M.

7.15.1.11penmnonaraeT mnpuBjieueHUE K pa3pabOTKe CPEACTB U peau3alliid MEp 3allUThI
uHGOpPMAIMK  CTICIUATM3UPOBAHHEIX ~ OpraHu3alui, Haubojee IMOJArOTOBJICHHBIX K
KOHKPETHOMY BHJIy AEATEIBHOCTU 10 obecreuennto OezomacHocTy ITJIH, UMEIOMNX OMBIT
IPAaKTUYECKON pabOThl M TOCYJapCTBEHHYIO JHMILEH3MIO Ha IIPaBO OKa3aHWs YCIyr B 3TON
obmactu. Peaymszanus aJMHHUCTPATUBHBIX MEp M 3KCIUIyaTalUs CPEICTB 3allUTHI JOJKHA
OCYIIECTBIIATHCS MPOGHECCHOHATBHO TOATOTOBIECHHEIMU CIELUAINCTAMU YUPEIKICHNUS.

7.16. O6s3aTEIBHOCTH KOHTPOJIA.

7.16.1.IIpeanonaraer 00sA3aTeNBHOCTh U CBOEBPEMEHHOCTh BBISBICHHS U MPECCUCHUS
TIONBITOK HApYIIEHUsS] YCTaHOBJICHHBIX IpaBuUi oOecredenus GesonacHocty 110 Ha ocHOBE
VICHIONB3YEMBIX CHCTEM ¥ CPEICTB 3allUThl MHQOPMALUMK IPH  COBEPIICHCTBOBAHUH
KPUTEPUEB U METOJIOB OIIEHKH 3 (HEKTUBHOCTU OTUX CHCTEM M CPE/ICTB.

7.16.2.KoHTpOJIb 32 JIeSATEILHOCTHIO JIF0OO0T0 MONB30BATENs, KaKA0r0 CPE/ICTBA 3aIlUTHI
¥ B OTHOLIEHUHN JTIIOO0ro 00BEKTa 3alUThl JOJDKEH OCYLIECTBIATHCS HAa OCHOBE IIPUMCHEHUS
CPEJICTB  ONEPATUBHOIO KOHTPOJS W  PETUCTpalMd W JIOJDKEH OXBaThlBaTh — Kak
HECAHKIIMOHMPOBAHHbIC, TAK U CAHKIIMOHUPOBAHHbIE AEHCTBHUS M0JIH30BATEIICH. |

8. Mepbl, MeTO/IbI H cpeicTBA o0ecnedeHHsl TpeOyemMoro ypoBHs 3allMIIEHHOCTH

8.1.06ecneueHne TpeOyeMoro ypoBHA 3alMUMIIEHHOCTH JOJDKHO JOCTUIaThes C
HCIIONB30BAHUEM MEp, METOJOB M cpelcTB OesomacHocTH. Bce Mephl  obecredeHus
6e3onacuoctu MCIIJIH noapasnensrores Ha:

1)  3akoHOAATENBHBIE (TIPABOBEIE);

2)  MOpaJbHO-OTUYECKUE;

3)  opraHu3aIMOHHBIE (aAMUHUCTPATUBHEIE);

4)  Qusnueckue;

5)  TexHMYECKHE (ammapaTHO-IPOrpaMMHBIE).

8.2.Ilepeuensr BHIOpaHHBIX Mep obecredeHus Oe30MacHOCTH oTpaxaercs B [lmane
MEpONPUATHII 10 O0ECIEYCHMIO 3aIUTHl IIEPCOHANBHBIX MaHHBIX B HH(MOPMAIMOHHBIX
CHCTeMax MEePCOHAIBHBIX JAHHBIX YUYPEXKICHUS.

8.3.3akoHomarenbHbIe (paBoBbie) Mephl obecrniedenus 6esonacnoct UCITIH.

8.3.1.K 3akoHomaTenbHLIM (IIpaBOBBIM) Mepam obecrieueHust GesomacHoctu MCII/An
otHocsaTes JelicTByromue B Poccuiickoit denepanun 3aKOHEI, yKa3bl 1 HOPMAaTUBHBIC AKTHI,
pernamMeHTHpyolpe npasmwia obpamenus ¢ I1JIH, 3akpemidiomue mpaBa ¥ 00S3aHHOCTH
YYaCTHUKOB MH(DOPMAIIMOHHBIX OTHOLIEHUI B Ipolecce € 00pabOoTKU U MUCIOJIB30BaHUs, a
TAKKE yCTAHABJIMBAIOIINE OTBETCTBEHHOCTh 3a HApPYLICHWUS STHX IPABHWI, MPEILTCTBYS TEM
CaMBIM HEIPaBOMEPHOMY HCIOJIB30BaHUIO [IJ[H ¥ SIBISIOMIMECS CIEPKUBAIOIIMM (AKTOPOM
JUTSL IOTEHIIMAIbHBIX HAPY LIUTEIICH.

8.3.2.3aKkoHoaTeNbHEIE (IPAaBOBBIC) MEPHI 3AIUTH HOCAT B OCHOBHOM YIIPEXKIAIOIINH,
npoduIakTHIECKnii Xxapakrep U TpeOYIOT IIOCTOSHHOI pa3bsACHUTENLHON paboThl ¢
[10JI530BATECIIIMU M 00CITY ’KUBAIOIIMM [IEPCOHATIOM CUCTEMBL.

8.4. MopasnbHo-3THYecKUe Mepbl obecrieyenust 6ezonacnoct MCIIH.

8.4.1. MopabHO-2THYECKUE MEpPBI 3aIHUThI SBJIAIOTCA MPOGUIAKTUUECKUMH U TPEOYIOT
IOCTOSIHHOM pabOThl 1O CO3/aHHIO 3J0pPOBOrO MOPAJIBHOrO KIMMara B KOJUICKTHUBAX
nojpasjieieHuit.  MOpajgbHO-3TUUECKHME  MEpBl  3aIUUTBl  CHIDKAIOT  BEPOSTHOCTH
BO3HUKHOBEHMUS HEMATUBHEIX JACHCTBUMN, CBI3aHHBIX C UEJIOBEYECKAM (PaKTOPOM.



8.5.0prannsauMoHHble  (aAMUHHCTPATUBHBIE) MepHl O0ECHEYeHHs Oe30MacHOCTH
NCIIIH.

8.5.1.0pranusanuonHble (aAMUHUCTPATUBHEIE) MeEpHl O0ECICUCHHS Oe30NacHOCTH
UCIIIH - 5T0 Mepwl OpraHM3allMOHHOIO  XapaKTepa, pPeriaMeHTHPYIOLIHe IIPOLECCHI
dynkumonuposanus  MCITJIn, wucnons3oBanue pecypcoB MCIIJIH, [eSTeIbHOCTD
00CITy )KMBAIOIIEro MepCcoHaia, a TakKe IOPSI0K B3aUMOICHCTBHS MOJIb30BaTeNeH ¢ NCIIx
TakuM 00pa3oM, YyToObl B HAMOOJIBINEH CTENEHN 3aTPyAHUTD FJIH UCKIIOUYUTH BO3MOXKHOCTB
peanu3aluy yrpo3 6e30MacHOCTH WM CHUSUTH PasMep HOTEPh B CIydae HX PealH3alii.

8.5.2.I'maBHast 1eNb aJMUHUCTPATHBHEIX MeEp, HPEINPUHUMAEMEIX YUPEKICHHEM -
dopmuposanue [lonutnka HHGOPMALKOHHON Ge30MaCHOCTH HMH(GOPMALMOHHBIX CHCTEM
MEPCOHANBHBIX TAHHBIX YUPEXKJICHUS, OTPAXKAIOmell MOAXOMB K 3aIUTe uHpOpMaIMK, U
obecrieyeHNe ¢€ BBINIOIHEHHS, BEIICICHIS HEOOXOJUMBIX PECYPCOB M KOHTPOJISI COCTOSHUS
Jell.

8.5.3.Peanuzarms [omutuku nadopmanrontoit 6ezonacuoctu I1/Ja 8 UCIT/{a cocrout
M3 MCp aJMUHMCTPATUBHOIO YPOBHS M OPraHU3ALMOHHBIX (IPOLEAYPHBIX) MEP 3allUThl
UH(OpMAIIH.

8.5.4.K aIMUHMCTPaTMBHOMY YPOBHIO OTHOCATCS pelneHus pykoBoxcrsa KI[COH,
sarparusaromue pesrensHocts MCILIH B menoM. OTH penieHus 3akperisiores B [lonuTuke
uHQOpMalonHol  GesomacHoctu [1/[H. Ilpumepom TakuX —peIneHHi MOIYT OBITb:
(opmysrpoBanre 1eNel, MOCTaHOBKA 3a/ad, ONpeseeHNe HAlPABICHHN JEATENBHOCTH B
obnactu GesonacHoctu I1/IH; obecrieueHre HOPMATUBHOM Ga3bl BOIPOCOB (GE30MACHOCTH 1
i1

8.5.5.ITonMTrKa BEPXHETO YPOBHA MO/DKHA YETKO OYEPTUTH chepy BIMSHHSL U
OTpaHUYEHHUs NIPH ONpeaeaeHun Lenei 6esonacnoctu IT/[H, onpeneanTs KakuMu pecypcamu
(MaTepuasibHble, MEpCOHal) OHM Oy TyT JOCTUIHYTHI U HAHTH pasyMHBIH KOMIPOMHCC MEXKTY
NPUEMIIEMBIM YPOBHEM Oe30macHoCTU U QyHKIMOHAIEHOCTIO MCIT]IH.

8.5.6.Ha opranusaniioHHOM ypOBHE ONPEACISIOTCS IPOLEAYPH! U IPABIIIA OCTHKEHHUS
uenei u pemenus sana4 [lomutnku undopmarmonHoi Gesonacnoctu ITJIH. Dtn mpasuia
OIIPEIEIISIIOT:

—XKaKoBa 00J1acTh IPUMEHEHHUS ONUTUKY Ge3omnacHoctu [1]]H;

—KaKOBbl POJIM M OOSM3aHHOCTU MOJKHOCTHBIX JIUL, OTBEYAIOI[MX 34 IIPOBEICHUC
nosutiky OezonacHocTy [1/1H, a Tak ske UX OTBETCTBEHHOCTB;

—KTO UMEET IpaBa aocrtyma K [1/1H;

—KaKMMHU MepaMu U CpeacTBaMu obecnieunBaercs 3amura [1/1H;

—KaKuMH MEpaMH U CpeACTBaMHM OOECIEeUYMBACTCS KOHTPOJIb 3a COOJIOICHHUEM
BBEIEHHOI'O peXUMa 0€30IaCHOCTH.

8.5.7.0praHu3alioHHbBIE MEPHI JOJKHBI:

® I[pEAyCMaTpUBATh pErIAMEHT MH(OPMAIMOHHBIX OTHOILUEHUH, WCKITIOYAIOINX
BO3MOJKHOCTb HECAaHKITMOHUPOBAHHBIX JI€HCTBUI B OTHOLICHUN 0OBEKTOB 3AILUTHI;

® ONPEACIATH KOATMIMOHHBIC U HePAPXUIECKUE IIPUHLIUITEI U METOMBI pa3srpaHUUEHUs!
nocryna K [1]1H;

® ONPEICIATh MOPAAOK pabOThl C MPOrpaMMHO-MATEMAaTHUECKHUMU M TEXHUUYECKUMU
(ammapaTHbIMK) CPEICTBAMHE 3aIIUTH X KPUIITO3AIIUTH ¥ APYTUX 3AIMUTHBIX MEXAHU3MOB;



® opraHu3oBaTh Mepel nporuBoxedcTBus HCJl monp3oBaTensMM Ha  Jramnax
ayTeHTH(UKALUK, aBTOPU3ALMH, UICHTU(DUKALMH, 00ECIICUNBAIOIIUX TAPAHTUN PeaIN3aLiuU
IIPaB U OTBETCTBEHHOCTH CyObEKTOB MHPOPMAIHOHHBIX OTHOLIECHUIA.

8.5.8. OpranuzalluOHHBIE MEPBI JOJIXKHBI COCTOSATE U3:

e periaMeHTa gocryna B nomemienust MCIT/Ix;

® [OpsiAKA JOIYCKa CACLHAIMCTOB K HcIoyb3oBanuio pecypcoB UCITIu KIICOH;

® perjJaMeHTa IpOLECCOB BEACHMsS 0a3 JAHHBIX W OCYINECTBJICHHS MOAM(PUKAINN
UH(POPMAIMOHHBIX PECYPCOB;

® pCIIaMEHTa  IIPOLECCOB  OOCIYy)KMBaHUSI U OCYINECTBJICHHUS  MOAM(DUKALUU
arnrapaTHbIX U porpaMMHubIX pecypcoB UCIT/IH;

e uHcTpykimi nojb3osaresieit MCIIn (agmunuctparopa MCIIJIH, aaMuHucTpaTtopa
Oe3omnacHoCTH, 1osb3oBatels (oneparopa) UCIIIn);

e uHCTpyKumu mons3oBatens MCII[H mo oGecrnedeHuto 06e30macHOCTH 00pabOTKH
NEPCOHAIBHEIX JJAHHBIX IIPYM BOZHUKHOBEHUH BHEINTAaTHOM CUTYAIWH.

8.6. dusnueckue Mepbl obecnieuerus 6e3omnacuoctu VCIT/In

8.6.1.®dusnyeckne Mepel obecreuenuss OesomacHoctn  MICITJ[H  ocHOBaHBI - Ha
NPUMEHEHUH PAa3sHOro0 poJa MEXaHUYECKUX, DSJIEKTPO- WIH JJIEKTPOHHO-MEXaHHUYECKUX
YCTPOUCTB U COOPYIKCHUH, CIELMAIbHO NPEIHA3HAYEHHBIX IS CO3JaHus (PU3MUYECKUX
NPENATCTBUNM HAa BO3MOXHBIX IIyTAX [POHUKHOBEHHS M JIOCTyIla ITOTEHIMAIBLHBIX
HApyIIUTEICH K KOMIIOHEHTaM CHCTEMBl M 3allUINaeMoi WHbOpMAIK, a TaKxKe
TEXHUYECKHX CPEJCTB BU3YaJIbHOI0 HAOIIOJCHHUSI, CBS3HM U OXPAHHOM CUTHAIU3AI[UH.

8.6.2.Dusnyeckas 3aIuTa 30aHKUH, MOMEIIEHNH, 00BEKTOB U CPeJCTB HHPOPMATH3AIMH
JOJDKHA OCYILICCTBIIATECA ITyTEM YCTAHOBJIEHUS COOTBETCTBYIOMIMX IIOCTOB OXpaHbl, ¢
MOMOINBIO ~ TEXHMYECKUMX CPEACTB OXpaHbl WM JIIOOBIMH  JPYTHMH  CIOCOOAaMH,
NPe0TBPALAOIIMMYA  WJIM CYLIECTBEHHO 3aTPyAHSIOIIMMU TPOHUKHOBEHHUE B 3JaHHE,
MOMCIICHUS TTOCTOPOHHMX JIMII, XHUINEHHE HH()OPMAIMOHHBIX HOCHTENCH, CaMUX CpPELCTB
MH(DOpMaTH3AIIH.

8.7.Texnnyeckue (anmapaTHO-IPOTPaMMHBIC) Mepbl  00ecHeueHHs OEe30MacHOCTH
NCI /I

Texnuyeckue (anmapaTHO-IpOrpaMMHBIC) Mepbl obecrieuenust Gesomacuoct MCITH
OCHOBaHbl Ha WCIIOJb30BAHUU PA3JIUYHBIX JJIEKTPOHHBIX YCTPOWCTB M CIIELMAIBHBIX
nporpamym, Bxogdmux B cocraB VCIIJIH ¥ BEIIOTHSIOMUX (CaAMOCTOSTEIBHO WM B
KOMIUICKCE C  JPYIMMH  CPEACTBaMHM) (QyHKUIUM  3aIMUTHl  (MICHTUGHUKALMIO |
ayTCHTU(UKALUIO I10/b30BaTeNel, pasrpaHUYCHUE [OCTYIa K pecypcaM, PErMCTPALMIO
COOBITHH, KpUIITOrpahUuecKoe 3aKphITHE HHHOPMAIMU U T.]1.).

8.8.C yu€rom Bcex TpeOoBaHMII M TNPUHIMIIOB obecrieyeHus GesomacHoctd 1] B
WCII/In nmo BceM HampaBieHusiM obecrieueHust 6esonacuoctd VCIIIH B cOCTaB CHCTEMBI
3alIUTEl JJOJDKHEI OBITh BKJIIOUEHB! CIIEIYIOMINE CPEACTRA:

® CpEICTBA 3alUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa;

® cpeiacTtBa MACHTHM(UKAIMM (ONO3HABAHWA) M ayTeHTU(QUKAIMU (IIOATBEPIKACHHS
IOJIMHHOCTH ) ntoJib3oBaresteit MCIT/Ix;

® CpEJCTBA pa3srpaHUYEHUs JOCTYIIa 3apErUCTPUPOBAHHBIX I0Jb30BaTENCH CHCTEMEI K
pecypcam UCII/IH Yupexnenus;



® cpeicTBa  OOCCHEYCHMA M KOHTPONS  LEJAOCTHOCTH  NPOTPAMMHBIX W
MH(MOPMAIMOHHBIX PECYpPCOB;

® CpEJCTBA ONEPATHBHOIO KOHTPOJIA U PErHCTPALlUK COOBITUI G€30IIaCHOCTH,

® Cpe/CTBA 3aIUTEI OT YTEUKH UHPOPMAIMH IO TEXHUYECKUM KaHAJIaM CBS3U U II0
KaHajiaM [0OOYHBIX IEKTPOMArHUTHBIX M3JIyYEHUH U HABOJOK;

® KpUNTOrpapuYecKre ¥ aHTUBHUPYCHBIC CPEACTBA 3auThl 11/]H;

® IpOrpaMMHO-aIapaTHLIE CPEICTBA 3ALTUTHI HHGOPMALIKH.

8.9.Ycrewmtoe npuMeHeHne TEXHIYECKUX Mep obecreuenus 6esomacHoct UCIT/(H Ha
OCHOBAaHMM OCHOBHBIX IPHHIIUIOB IOCTPOEHHS CHCTEMBI KOMIUIEKCHOM  3aIllHThI
uHpopmanmu (pazgen 7 Hacrosimed KoHUENUMM) MNpeanosaraer, 49To BBINOJHEHUE
NEPEUNCIIEHHBIX HIKE TpeOOBaHU# 00eCceueHo OpraHn3allHOHHBIMH (AMUHHCTPATHBHBIMH)
MepaMU U UCTIOIb3Y EMBIMU (PU3NYECKUMHU CPEJICTBAMU 3aILUTHI:

* ofecrieyena pusnueckas LeJ0CTHOCTh BeeX KommnoHnenTos MCITx;

* oOecrieueH y4€r u XpaHeHHe ChEMHBIX HOCUTelel MHPOPMALMU U UX O6palleHHe,
UCKJIFOYAIOIIEE XUIICHUE, [IOJIMEHY W YHUUTOKEHUE;

® 00ecreueHo pe3epBUPOBAHNE TEXHUUYECKHX CPEJCTB, IyOIMPOBAHUE HOCHTEINEH
uH(popManuy;

e obecrieueHa 5JIeKTPOMArHUTHAS Pa3BsI3Ka MEX/Ly JIMHUAMU CBSI3M U JPYTUMH LETSAME
BCIIOMOTATENIbHBIX ~ TEXHUYCCKUX CPEICTB M CHUCTEM, BBIXOJIIAMH 34  Ipeesbl
KOHTPOJIUPYEMOM 30HBI, U UHPOPMAITMOHHBIMU I[EIAMU;

® 00ecreyeHo UCIONb30BaHNE AaHTUBUPYCHBIX CPEJCTB 3aLUTHL OT BPEIOHOCHOro [10
1 KPUNTOrpadMueCcKUX CPEeICTB 3aIUThl HHOPMALIUHK;

* obecrieqeHo ucnosnb3oBanue C3M, MO3BOSIOMMX BECTH COOCTBEHHBIE IKYPHAJbL
perucrpanuu coObITUH napauiesbHo co BetpoeHHbiMu B ICIT]IH;

® 00ecreyeHo UCIOIb30BAHNE MEKCETEBOTO SKPAHUPOBAHMUS KaK TPH MCIIOJIb30BaHUM
IPOrpaMMHBIX, TaK U MPU KCIOJIE30BAHUY allapaTHBIX MEKCETEBBIX DKPAHOB;

e Kaxnaplid nonep3oBatens MCII[H mnu rpynma mosis3oBaTeself MMeeT YHHMKAIbHOE
CHCTEMHO€ MMs ¥ MUHHUMQJIBHO HEOOXOJUMBIC JUIS  BBIIIOJIHEHUS WMU  CBOUX
(GYHKIMOHATBHBIX 00A3aHHOCTEH IIOIHOMOYMS TI0 IOCTYITy K PECYPCaM CHCTEMBL,

® pa3paboTka M OTIajKa HporpaMM ocymiecTBiseTcs 3a npepeiamu VICII/(u Ha
BbLJIEJIEHHBIX APM;

® BCE M3MCHCHHsS KOH(QUIYpalUH TEXHHYECKMX M MporpaMMHubIx cpexcts MCII/IH
IPOU3BOJATCA B CTPOIO YCTAHOBJICHHOM MOPAAKE (PETMCTPUPYIOTCS W KOHTPOJIHUPYIOTCS)
TOJIbKO Ha OCHOBAHMU PACIOPSIKEHUN PYKOBOICTBA YUPEIKICHHUSA;

® cereBoc 00OpYy/I0BaHKME PACIIONAraeTcss B MECTaX, HEJOCTYIHBIX JUIS MOCTOPOHHMX
(CrenuanbHbIX MOMEIIEHUSX, [IKa(ax, U T.I1.).

® CHCHMAIMCTAMM  YUPEXKJICHHUsSI OCYIIECTBIIACTCS HENPEPhIBHOE YIpaBieHUE U
aJIMUHUCTPATUBHAS MOJAEPIKKA (OYHKIIMOHUPOBAHMS CPECTB 3aLIUTHI.

9. Kontpoub 3¢ pexruBnoctu C3I1In
9.1.Kourpons apdexrusnoctu C3II/[H nomkeH ocymeCTBnﬂTLC;I Ha IIEpUOAUYECKOMH
ocHoBe. lleabro  KOHTpoas 3(G(EKTUBHOCTH SBJIAETCS CBOEBPEMEHHOE  BBISBIICHUE
HeHaUIe)KaMMX peXuMoB padorel C3II[H (OTKIIOYEHHE CPEACTB 3allTHL, HapyLIeHUE



PEXKUMOB 3alUTHl, HECAHKIMOHNPOBAHHOE M3MEHEHHE peXXUMa 3allUThl U T.II.), a TaK XKe
MIPOTHO3UPOBAHUE U IPEBEHTUBHOE PearupoBaHue Ha HOBBIE yrpo3bl Oe3omacHocTu [1/1H.

9.2 . Koutposb 3ddextuBHoctr C3II/IH MOXKET IPOBOAUTHCS KaK aJIMHUHHCTpAaTOpaMu
6esomacHoctn  MCIIJI[H (omepaTWBHBIM KOHTPOJb B  IIpoliecce€ HUHPOPMAIMOHHOIO
B3aumoyetictBust B MICIIJ[H), Tak ¥ NpuUBIEKAEMBIMU JJIS STOW IeId KOMIIETEHTHBIMU
OpraHU3alMsIMK, UMEIOIIMMHE JIUIIEH3UIO Ha 3TOT BUJ JEITEILHOCTH, a Takke DenepaibHON
ClIy’)KOOM IO TEXHHYECKOMY M OIKCIOPTHOMY KOHTposito Pocculickoli ®Penepauuu u
denepanpHoit  ciykOoit  OesomacHocTH Poccuiickoit ®exepanuu B - Ipelnenax HUx
KomneTreHIuu. KOHTpOJIb MOXKET OCYIECTBISIThCS aaMUHUCcTpaTopoM Oe3onacHoctu MCIT/[H
KaK C TIOMOIIBIO ITATHBIX CPEACTB CUCTEMBI 3auThl [1/1H, TaKk ¥ ¢ MTOMOUIBIO CIIEHHAIbHBIX
TIPOrPAMMHBIX CPEJICTB KOHTPOJIS.

9.3.0uenka 3¢ dextuBHoct C3II/IH MpoOBOAUTCS ¢ KUCMOIB30BAHUEM TEXHUYECKUX U
MPOTrPaMMHBIX CPEACTB KOHTPOJISI Ha IIPEIMET COOTBETCTBUSI yCTAHOBIECHHBIM TPEOOBaHUSIM.

10. Cdepsl oTBeTcTBeHHOCTH 32 OesonacHocTh I1/{H
10.1.0TBeTCTBEHHBIM 3a pa3paboTKy mep 3amuThl [1/lH 1 KOHTpouib 3a o0ecrieueHueEM
6e3onacHoctu [1J[H siBasieTCS IUPEKTOp yupexkAeHUs. JUPEeKTOp MOKET IENerupoBaTh 4acThb
NoJHOMOUMH 110 ob6ecnieuenuto 6ezonacHocT 11/1H myTém U3aHus puKasa.
10.2.Cdepa OTBETCTBEHHOCTH AUPEKTOPA BKIIIOYAET B c€0s CIEIYIOIIME HAIPABICHUS
obecnieuenus 6e3omnacHoctu [1JIH:
e [UIAHUPOBAHME U peain3anus Mep 1o odecnedyenuro 6esomnacuocru 1111,
e aHanu3 yrpos3 6ezomacHoctu [1/1H;
e pa3pa0oTKa, BHEIPEHHME, KOHTPOJb WCIIOJHEHHsS W MOJJICPKAaHUE B aKTyaJbHOM
COCTOSIHUM TMOJIUTUK, PYKOBOJICTB, KOHIEILHXN, IPOLIELYpP, PEIVIAMEHTOB, HHCTPYKLIUH
U JIPYTUX OpraHU3alMOHHBIX JIOKYMEHTOB 110 o0ecreyenuto 6ezonacHoctu 11/1H;
e koHTpoJb 3amuinénHoctu NCII/H;
e oOyueHnue u nHpopmupoBanue nosp3zoBateneit CII/IH o nopsnke pabotsl ¢ I1/[H u
CpelICTBaMU 3aIllUTHI;
® [peJOTBpAlEHUE, BBISBIEHUE, pPEArdupoOBaHME M  PaCCICOBaHUE HApyLICHUHN
oe3onacHoctu [1/]H.
10.3.Ilpu B3auMOAEHCTBHM CO CTOPOHHHMM OpraHu3alysMd B cCily4dasX, Korua
COTPYJIHHMKAM JTHX OpraHU3alMil MpenocTaBisieTcss JocTyn K oObekram 3amutel [1/IH, ¢
3TUMU  OpPTraHU3alUsIMUA  3aKJIIOYAeTCsl  COrJIalleHHWe O KOH(HMICHUHAIbHOCTU  JHOO
comaiieHue o cooroeHnu peskuMa 6ezonacHoctu [1/1n npu Beimoanenuu pador B UCII/IH.

11. Moaenb HApyLIUTe/Is1 0€30MACHOCTH
11.1.Ilog HapywmwuTeneM B YUpPEKICHUM I[OHUMAETCS JIULO, KOTOpOE B pe3yJibTare
YMBIIIICHHBIX WJIM HEYMBIIUICHHBIX JIEMCTBUI MOKET HaHecTH yiiepOd oObeKTaM 3alivThl
IT]1n.
11.2. Hapymurenu mnoapasjiestoress no mnpuszHaky npuHamiexHoctu k MCIIIH. Bee
HapyUIATEIH JEJATCS Ha JBE IPYIIIIbL:
e BHCUIHHE HApYLIUTEIU — PU3NUECKHE JINIA, HE UMEIOLIHe MpaBa NpeObIBaHUs Ha

TEPPUTOPUU KOHTPOJUPYEMOU 30HBI, B Ipejeiax KOTOpoil pasmernaercss o00pyHOBaHUE
UCI1/n;



e BHYTpPEHHUE HApyIINTEIN — GU3UYCCKUC JIUIA, MMEIOIIUE IIPaBO npeObIBaHUS Ha
TEpPUTOPUH KOHTPOJIUPYEMOI 30HBI, B IpeJeiax KOTOPOH pasMeIlaeTcd 000pyAOBAHUE
NCII1n.

11.3 Knaccudukaiysi HapyIIUTelIed TMpeacTaBlIeHa B MOJEIAX yIpo3 0€30I1MacHOCTH
TepCOHAIBHBIX JIAHHBIX NPH UX 00paboTKe B MH(OPMALUOHHBIX CHCTEMAxX INEPCOHATBHBIX
JAHHBIX YUPEKJICHUS U KaXKI0H MUCIIIH.

12. Moaeab yrpo3 0e30nacHOCTH

12.1.Jy1a UCIT/TH yupexaeH!s BBIIEISIOTCS CIIeIyIoe OCHOBHEIE KaTeropun yrpos
6e3omacHoctu [1/[H:

e yrpo3bl OT YTEUKH 110 TEXHUYCCKUM KaHaIaM;

e yIpO3bl HECAHKIIMOHMPOBAHHOTO JOCTYIA K MH(OPMAIUH:

e yrpo3bl YHMYTOXKEHWs, XuineHus ammapatheix cpexcrs HCIT/IH, HOCHUTENEH
UHPOpMALUH ITy TEM (1)14314%01(01‘0 nocryma k anemertam UCITIH;

e Yrpo3bl XHMIIEHWS, HECAHKIMOHMPOBAHHOM MOJM(UKALMK WU OJIOKMPOBAHUA
uadopmarmu mytéM HCJl ¢ IpuMEHEHHEM IMPOrpaMMHO-aNIapaTHbX M NpOrpaMMHEIX
cpescTB (B TOM YKCIIE TIPOrPAMMHO-MaTeMaTHIECKUX BO3ACHCTBHI);

e yIpo3bl  HEIpeIHAMEPEHHBIX  JICHCTBHU noJjbp30BaTeNiel W HapyLICHHH
6ezomacuoctu  pynkuuonuposanns WCII[n u C3I[Jln B e€ cocraBe m3-3a cOOEB B
IPOrpaMMHOM 00€CTIEUEHNH, @ TAKIKE OT YTPO3 HEAHTPOIIOrCHHOTO (CO0EB anmnaparyphl n3-3a
HEHAJEKHOCTH DJIEMEHTOB, COOEB DJIEKTPONUTaHWS) U CTUXMIHOro (yxapoB MOJHHH,
10’KapoB, HABOJJHEHUH U T.I1.) XapaKTepa;

e yrpo3bl MpeAHAMEPEHHBIX JCHCTBUM BHY TPEHHUX HApY IIUTEIICH;

e yIpO3bl HECAHKIIMOHUPOBAHHOIO JOCTYIIA [0 KaHaJlaM CBA3H.

12.2.0nucanue yrpos3, BEpOSTHOCTh WX pealld3aliy, ONAaCHOCTh M aAKTyalbHOCTb
npezacTaBiaeHsl B Mozenax yrpo3 6€30macHOCTH NEPCOHATBHBIX TAHHBIX TIPU UX o0paboTKe B
MH(GOPMAIIMOHHBIX CHCTEMAX [IEPCOHANBHBIX JAHHBIX yUPEKACHIS UL KaK 101 NCIIAn.

13. Mexanusm peanuszanun Konuenmuu

13.1.Peanuzaims KoHuenmuy J0JDKHA OCYILLECTBIIATHCA HA OCHOBE IEPCIECKTHUBHBIX
IIPOrpaMM U IUTaHOB YUPEKIEHHUs, KOTOPBIC COCTABIIIIOTCA HA OCHOBAHHM:

e  (ejepabHBIX 3aKOHOB B 001acTH obecredenus HHGOPMALMOHHOI 0€301acHOCTY 1
3alUThl HH(OPMALUU,;

e nocraHosieHuil [IpaButennpcrBa Poccuiickoi deaepannu;

e HOPMATHMBHEIX M PYKOBOJSIIUX JOKyMeHTOB delepabHol cirykObl O€30MacHOCTH
Poccutickoit @enepannu;

e HOPMATHBHEIX U pPYKOBOMAUIMX HOKyMeHTOB (DejepanpHoii  CIyxOBl IO
TEXHUUECKOMY ¥ SKCIIOPTHOMY KOHTpoIIto Poccuiickoit deneparuu;

e norpe6uocreit ICIIJIH B cpencTBax obecredenus 6e30MacHOCTH HHHOPMAIIH.

14. Oxkxnpaembrii 3¢pdext ot peanusanuu Konunenuun
14.1 Peaymzanus Konnenmuu 6ezonacuocts [1J{n B UCIT/IH yupexaeHusA I03BOJIUT:



e OIEHUTh cocTossHue Oe3onacHoctu uHpopmanmu WCIIJIH yupexxneHus, BBIIBUTH
UCTOYHUKUA BHYTPEHHUX M BHEIIHUX yIpo3 MH(MOPMaLUOHHON OE30IIaCHOCTHU, OIPENEIHUThH
MIPUOPUTETHBIC HATIPABJICHUS MIPEJOTBPAIEHNS, OTPAXKEHUS U HEUTpaIU3ally 3THX yIpO3;

e pa3paboTaTh OPraHU3AIMOHHO-PACIIOPSIUTEIbHBIE JOKYMEHTBl IPUMEHUTENIBHO K
WCIIIn yupexaeHus;

e npoBectH Kinaccupuxarmio u ceprudukannio UCIIJIH yupexnenns;

e IPOBECTH  OPraHU3AIMOHHO-PEKUMHBIE U  TEXHHUYECKHE  MEPOIPUATUSA  II0
obecneuenuto 6ezonacHoct [1JIn B UCII/IH yupexnenns;

e 00ecrneunTh HeOOXOUMBIN YPOBEHb 0€30I1aCHOCTH OOBEKTOB 3aIlUTHI.

14.2.0cy111ecTBICHHE ITUX MEPONPUATUI 00ecleduT CO3NaHUE E€IAMHOM M IIEJOCTHOM
cucreMbl uHpopmanmonnoit 6ezonacHoct UCII/IH u co3mact ycnosus s €€ JajabHEeUIero
COBEPIICHCTBOBAHUSA. TOJKIIOYATh JIMYHblE MOOMWJIBHBIE YCTPOMCTBA M  HOCHUTEJIH
uH(OpMaIKH, a TaK JKe 3aITMChIBaTh Ha HUX 3aIIUIIAeMYI0 HHMOPMALIHKIO.

14.3.Ilpu pabore ¢ MEPCOHATBHBIMHM JaHHBIMU CIEIUAIUCTHl YUYPEKICHUS OOA3aHbI
00eCHeUnTh OTCYTCTBHE BO3MOXKHOCTH IIPOCMOTpPA IIEPCOHAIBHBIX [JAHHBIX TPETHUMMU
JIMLIAMH ¢ MOHUTOPOB NEPCOHAIBHBIX KOMIIBIOTEPOB WIIA TEPMUHAJIOB.

14.4.11pu 3aBepierun padotsl ¢ UCII/In cnennanuctel 00s3anbl 3aUTUTE APM min
TEPMHUHAJI C TMOMOINBIO OJOKMPOBKU KJIIOUOM WJIM OKBMBAJIEHTHOIO CPEACTBA KOHTPOJIA,
HarpuMep, JOCTYTIOM IO MapoJIio, €CIM He UCIIONB3YI0TCs 0oee CHJIBHBIE CPEJICTBA 3AIlUTHI.

14.5. CrenuanucTsl YYpe)KICHUS JODKHBI OBITH NPOMH(GOPMUPOBAHBI 00 yrpo3ax
HapylIeHUus pexuma Oe30M1aCHOCTU IEPCOHANBHBIX JAaHHBIX W OTBETCTBCHHOCTH 33 €ro
HapyIIeHUEe, O3HAKOMJIEHBI C IPOLIEIYpPOH HAJIOKEHUS JUCLMILIMHAPHBIX B3BICKAHUN Ha
CHEIMATUCTOB, KOTOPBIE HapyIIUIN HACTOSIIYI0 [IOIHTUKY ¥ TIPOLEAyphl Ge30MacHOCTH
MEPCOHAJIBHBIX JIAHHBIX.

14.6.CnerpanucTsl 00s3aHbl 0€3 IPOMEUICHHUs co00maTs 000 BceX HaOMIOJACMbIX WU
MOJ03pHUTEIbHBIX ciydasx paborsl MCII/IH, KOTOpble MOIYyT IOBIEYb 3a COOOH Yrpo3bl
0€30IIaCHOCTH  IIEPCOHAJBHBIX JaHHBIX, a TaKXKe O BBIABJICHHBIX MMHU COOBITHAX,
3aTparuBaloIIuX OE30MaCHOCTh NEPCOHATIBHBIX JAHHBIX, PYKOBOAMUTENIO IMOJPA3/IEICHUs U
JIMIy, OTBEUAIOIEeMy 3a HEMEJICHHOE pearMpoBaHME Ha Yrpo3bl 0e30IacHOCTH
NePCOHANILHBIX JJAHHBIX.

15. OTBeTCTBEHHOCTH
15.1.1Tonp3oBatenn  MCIIJIH, BWHOBHBIE B HApYIIEHHU HOPM, PETYIUPYIOLIUX
noJy4eHue, 00paboTKy M 3alUTy NEPCOHAIBHBIX JAHHBIX, HECYT IPAXKIAHCKYIO, YTOJOBHYIO,
aJIMUHUCTPATUBHYIO, JUCLUUILIMHAPHYIO U HHYIO IPEAyCMOTPEHHYIO 3aKOHOIATEILCTBOM
Poccuiickoit @enepaniii OTBETCTBEHHOCT.

16. 3akarouyuTeIbHbIE MOJ0KEHH S

16.1. Hacrosee [lomoxeHnne BCTyIaeT B CUIIy ¢ MOMEHTA €ro yTBEPIKACHHUS.
16.2. I3amenenus B [1osiokeHne BHOCATCSA B ClIydae U3MEHEHUS HOPMATUBHEIX NTPABOBBIX
aKTOB B chepe MepCOHAIBHBIX JaHHBIX.



