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MOJIOXKEHUE
00 opraHu3anMu ¥ NpoBeeHUN padoT no odecne4eHuIo 0€30MacHOCTH
MePCOHAJILHBIX JAHHBIX 00padaTbiBaeMbIX B HHPOPMALMOHHBIX CHCTEMAaX
MEePCOHAIBHBIX JAHHBIX M/WIH (€3 HCNO0/Ib30BaHNS CPEACTB aBTOMATH3 AU
B rOCyAapCTBEHHOM 0I0)KETHOM Y4Ype:KAeHHUH COLUATBHOT0 00C/IyKNBAHUS
SpocaaBckoii 061actu oM conpaibHOro oociayxuBanus «3adora»

1. O6mue nmoJ1oKeHUus

1.1.Ilonoxxenne 00 oOpraHM3alii M TPOBEACHHH paboT Mo 0o0eCHeYeHHIo
6€30MacHOCTH MEPCOHANBHBIX JaHHBIX 00pabaThiBaeéMbIX B HH()OPMAIMOHHBIX CHCTEMaX
NEePCOHANBHBIX MJAaHHBIX WHIN 0€3 HCIONB30BaHUSA CpPEICTB aBTOMATH3AINH B
rOCYJapCTBEHHOM OIOPKETHOM YUPEXICHUH COILMATILHOTO 00CTy)KuBaHusA SpocaaBcKoit
obnactu [JoM cormansHoro oocityskuBanus «3aboray (nanee — [lonoxenue) onpenaenser
MOPSAIOK paboTHl MOJIb30BaTeNleld MHPOPMAIMOHHBIX CHCTEM TNEPCOHAJIBHBIX JAaHHBIX,
COTPYIHHKOB, OTBETCTBEHHBIX 3a 00pa0OOTKy NEpCOHANBHBIX JAHHBIX, B YacTH
obecriedeHusi 0G€30MAaCHOCTH MEPCOHANBHBIX JAHHBIX TpH WX 00paboTke, MOPAIOK
pa3buparenbcTBa M COCTaBJICHHs 3aKIIOUeHuil mo (akram HecoOMoIeHHs YCIOBHiA
XpaHEHHsT HOCHUTEJeH NepCOHANbHBIX JaHHBIX, WCIONB30BaHUS CpPEACTB 3allUTHI
uHpopMaun, pa3paboTKy U NPUHATHE MEpP IO MPEIOTBPAIICHUIO0 BO3MOMKHBIX OHACHBIX
TIOCNIEACTBHM TaKMX HapyIICHWM, MOPAAOK MPUOCTAHOBKU NPEAOCTABIECHHS MEPCOHAIb-
HBIX JAaHHBIX B Cllydae oOHapy’KeHHs HapyIIeHWH NOps/IKa MX MPEAOCTaBICHHUS, TIOPSI0K
00yueHus: pabOTHUKOB IpaKTHKe pabOThl B MHYOPMAIMOHHBIX CHCTEMaX MEePCOHAIBLHBIX
JAHHBIX, TOPAOK IPOBEPKH 3JIEKTPOHHOIO XypHaia oOpallieHuii Kk MHHOpMAaIHOHHBIM
CHCTEMaM IICPCOHAJBHBIX JAHHBIX, IOPAAOK KOHTPOJNSA COONIONCHUS YCIIOBHIA
MCIIONB30BaHMs CPE/ICTB 3alUThl MH(OpMAIMK, MPETyCMOTPEHHBIE YKCILTYaTalHOHHOMN
¥ TEXHWYECKOHM TOKyMEHTaleH, IpaBuiia OOHOB/IEHUS 00IECHCTEMHOTO 1 MPUKJIATHOTO
IIPOrPaMMHOro obecrieueHHs, MpaBUja OpraHW3allMd AaHTHBUPYCHOM 3allUTHI M
[apoNbHOM 3alMTBl HMH(QOPMALMOHHBIX CHUCTEM MEPCOHANBHBIX HaHHBIX, MOPSIOK
OXpaHbl M [OIyCKa IOCTOPOHHHMX JIMII B TIOMEINEHHWS WHGOPMAIMOHHBIX CHCTEMaX
IIEPCOHAIBHBIX [TaHHBIX, IOPANOK CO3NaHMsA pPE3EPBHBIX KONMA HH(OPMAIIMOHHBIX
CHUCTEM IIEPCOHAIBHBIX [aHHBIX, IIPaBUJIa XpaHEHHUS W PETUCTPAIlMUd HOCUTEJEH
HH(pOPMAIUH, a TAKXKe MOPAAOK 003 THIMBAHUS TEPCOHATBHBIX JaHHBIX.



e WERe o

1.2. lannoe Ilonoxenne pazpaboTaHo B cOOTBETCTBUU ¢ DenepanbHBIM 3aKOHOM
or 27.07.2006 1. Ne152-®3 «O mepcOoHaNbHBIX [daHHBIX», [locTaHOBIECHHEM
[TpaButenscTBa Poccuiickoit @eneparum ot 01.11.2012 r. Ne 1119 «O6 ytBepxaenun
TpeOOBaHMII K 3aIUTe NMEPCOHATBHBIX JAHHBIX NMPH UX 00paboTke B MH(OPMAIMOHHBIX
CHCTeMax MEPCOHANBHBIX JaHHBX», llocranoBnenuem IlpaBurensctBa Poccuiickoii
®enepammn ot 21.03.2012 r. Ne 211 "O6 yTBepKIeHHH NEPEYHS Mep, HATPAaBICHHBIX
Ha oOecredyeHHe BBHIMONHEHUS O0O0S3aHHOCTEH, mpexycMOTpeHHbIX DeepalibHbIM
3ak0oHOM "O TIepCOHANBHBIX [JaHHBIX' U TPUHATBIMA B COOTBETCTBUM C HHM
HOPMaTHBHBIMU IPABOBBIMU aKTaMM, OTlepaTOpaMM, ABJSIOIMIMMUCS TOCYJapCTBEHHBIMU
WM MyHUIMNaibHeIMH opraHamu', [loctanoBinenueM IlpaButensctBa Poccuiickoii
®eneparuu ot 06.07.2008 r. Ne 512 "O6 yTBepxaAcHHH TpeOoBaHMI K MaTepHAIbHBIM
HOCHUTEIIIM OMOMETPUUECKHX MEPCOHATBHBIX JAHHBIX W TEXHOJOTHAM XpPaHEHUS TaKUX
JAHHBIX BHE HH()OPMAIIMOHHBIX CHUCTEM MEPCOHANBHBIX HaHHBIX", [locTaHOBIEHHEM
[TpaBurensctBa Poccuiickoit @enepamuu ot 15.09.2008 r. Ne 687 "O6 yTBepKaeHUH
[Tonoxenust 06 ocoGeHHOCTAX 00pabOTKM MEPCOHAIBHBIX JAHHBIX, OCYIIECTBISAEMOM
06e3 wucmonb3oBaHWA CpencTtB apromatusauuu’, mpukazom @OCTIOK Poccum ot
18.02.2013 r. Ne 21 "O6 ytBepxaenun CocTaBa U COJAEpKaHUS OPraHU3AMUOHHBIX U
TEXHHYECKUX Mep MO oOecrnedeHni0 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX NpU HMX
06paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX .

2. Tlopsagok pa6oTbl paGOTHHKOB C MEPCOHAIbHBIMH JaHHBIMH
B 4acTH ofecrnieyeHus 6€30MaCHOCTH NMEPCOHATbHBIX JAHHBIX NPH HX 00paboTke B
HH(pOPMAIMOHHBIX CHCTEMAaX MePCOHAIbHBIX JAHHBIX ¢ HCI0JIL30BaAHHEM CPENCTB
aBTOMATH3ALMH

2.1.Hacrosmmii mopsaoK onpeaenseT AecTBUs paOOTHUKOB B 4acTH obecrneueHus
0€e30MMacCHOCTH TIEPCOHATBHBIX JAHHBIX IPH UX 00paboTke B MHGOOPMAIMOHHBIX CUCTEMAX
MEePCOHAIbHBIX JAHHBIX.

2.2 Jlomyck mojp3oBareNieil Uis paboThl Ha KOMITBIOTEpax WH(OpPMAIMOHHBIX

' CHCTeMaX TEePCOHAIBHBIX JAaHHBIX OCYHIECTBISETCS HAa OCHOBAaHWHM MpHKa3a, KOTOPHIA
U3JAeTCS AUPEKTOPOM YUPEXKIAECHHUS, U B COOTBETCTBUM CO CIIMCKOM JIHII, JOMYIIEHHBIX K
pabote B MHPOPMAIMIOHHBIX CHUCTEMaxX MEPCOHAIBHBIX NaHHBIX. C menbio obecrieueHus
OTBETCTBEHHOCTH 3a HOpMallbHOe (YHKIMOHUPOBAHWE U KOHTPOIb pPabOTHI CPENCTB
3amuUTHl HHGOpMaUi B WHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIX, KOHTPOJISA
BBITIOJIHEHHA HEOOXOIMMBIX MEPONPUATHIA M0 0OecreueHI0 6e30TIaCHOCTH TUPEKTOPOM
YUYpeXKIEHUS  HAa3HAYaeTCs  OTBETCTBEHHBIM 3a  obecrneyeHwe  0€30MacHOCTH
NEPCOHANIHBIX JaHHBIX TNpu uxX 00paboTke B HWHGOPMAIMOHHBIX CHCTEMaX
MEePCOHAIBHBIX JAHHBIX.

2.3. Ilonp30BaTennb UMEET MPaBO B OTBEIAEHHOE €My BpeMs pemiaTh MOCTaBIICHHEBIE
3aa4d B COOTBETCTBMM C MOJHOMOYMSAMM JOCTyna K pecypcaM HHGOPMAIMOHHBIX
CHCTEM TMEpPCOHANBHBIX JaHHbBIX. Jlng XpaHeHMs HWHPOpPMALMH, CoAepKarei
NEpCOHAIBHBIX [NaHHBIX, pa3pelIaeTCs HCIONb30BaTh TOJBKO MANIMHHBIE HOCHTEIH
uH(popMaluu, yuTeHHbie B JKypHasie yueTa MalliHHBIX HOCHTEJICH.



2.3. [Tonmp30Bare)ib HECET OTBETCTBEHHOCTh 3a TMPABWIBHOCTh BKIIOYEHHS U
BBIKJIFOUCHUS CpeAcTB BerumchutenbHoit TexHuku (CBT), Bxoma B cucreMy u Bce
nevicteus npu pabdore B UCIT/IH.

2.4. Bxon moyp30BatTess B CHCTEMY MOXET OCYLIECTBIIATHCS 10 BBIIABAEMOMY €MY
3JIEKTPOHHOMY MIACHTH(QUKATOPY HIIM IO IEPCOHATBHOMY HapOJIO.

2.5.3amuce  uHpOpMammM, coxmepxkamel IIJ[H, MOXeT, OCYIIECTBISETCS
ITOJIK30BaTE)IeM HAa ChEMHBIE MaIlMHHBIE HOCUTEM HH(QOpMAall{, COOTBETCTBYIOIINM
o0pazom yureHHbIe B JXKypHane ydeTa MallMHHBIX HOCHTEIEH.

2.6.1lpu pabote CcO ChEeMHBIMH MAIIMHHBIMM HOCUTENAMU UHpopManyu
TI0JIK30BATElb KAXKABIN pa3 nmepea HayasioM paboThl 00s3aH MPOBEPUTH MX HA OTCYTCTBUE
BUPYCOB C HCIOJIb30BaHMEM INTATHBIX AHTUBUPYCHBIX IIPOrPaMM, YCTAaHOBJICHHBIX Ha
kommbioTepax HCII[In. B ciydae oOHapyeHHs BHPYCOB HOJIb30BaTelb O00s13aH
HEMEJUIEHHO TIPEKPAaTUTh WX WCIONh30BaHME U JACHCTBOBaTH B COOTBETCTBUHM C
TpeboBanmsAMU gaHHOTO [lonoxenus.

2.7. Kaxnplif COTpYIHHK, YYAacTBYIOI[MI B paMKax CBOMX ()yHKIIMOHAJIbHBIX
0053aHHOCTEH B IpoIleccax aBTOMaTU3UpoBaHHOM oOpaboTku [1/lH 1 mMeronwmii focTyn
B IIOMeINeHne, B KOTopoM mpomsBourca oOpaborka I1/[H, anmapaTHeIM cpencTBam,
nporpaMmMHoMy  obecrmeyenuto ¥ gaHHbiM  MCIIJIH, Hecer mepCOHANBHYIO
OTBETCTBEHHOCThH 32 CBOM ACWCTBUS U 00s3aH:

- CcTporo coOmogaTh YCTaHOBJIEHHbIE MpaBuWia obecrnedeHus O6e30MacHOCTH
HHpOpMAIIK pU paboTe ¢ MpOrpaMMHBIMU U TexHudeckuMu cpenctsamu MCIT/Ig;

-3HaTh W CTPOTO BHINOJHATH TpaBuna paboTl CO CpPEACTBAMH 3aIlUTHI
uH(poOpMaIK, yCTaHOBIEHHBIMU Ha KoMmnbrotepax UCIIIH;

- XpaHUTh B TaifHe CBOW Mapojb (Mapoiu) U C YCTAaHOBJICHHOH MEPUOTUIHOCTHIO
MEHATH CBOI MapoJib (TIapoJIH);

- XpaHUTb B YCTAQHOBJICHHOM IOPSOKE CBOC WHIMBHAYAIbHOE YCTPOHCTBO
uaeHTHGHUKANUY (KI0Y) U ApyTUe PEKBU3UTHI B ceiide, WK AIMKe, 3aKphIBAIOIIEMCS Ha
KJTIOY.

HememienHo W3BeCTUTh OTBETCTBEHHOro 3a obecrnedeHwe 0e30MacHOCTH
MEPCOHANIBHBIX AaHHBIX Mpu ux o6padotke B UCII/IH B ciiyuae yTrepn WHOUBUY AIbHOTO
yCTpolicTBa MACHTUQUKAIMY (KJI0Ya) WM NpH MOJO3PEHHUM KOMIIPOMETAIMU JIMIHBIX
KJIIO4e 1 maposield, a Takke mpu 0OHApY )KEHUH:

- HapyIIeHUI IeJOCTHOCTH IIOMO (HakjeeK, HapylIeHHH WM HECOOTBETCTBHHU
HOMEpOB Tedareil) Ha cocTaBsomux y3nax u Omokax CBT wmm wHBIX (dakToB
COBEpLICHHUS B €ro OTCYTCTBHE MOINBITOK HECAaHKIMOHMPOBAHHOIO NOCTyma (nanee -
HCJl) x nanubv 3amumaembiM CBT;

- HECAHKUMOHHUPOBAHHBIX (IPOM3BEIACHHBIX C HApYIICHHWEM YCTAaHOBJICHHOIO
NOpsA/IKa) W3MEHEHUWH B KOHQUIypalUd MpOTPaMMHBIX WM aNMapaTHBIX CPEICTB
UCI1/x;

- OTKJIOHEHU B HOPMAaJbHOW pabOTe CUCTEMHBIX U MPUKIAMHBIX IMPOTPAMMHBIX
CpencTB, 3aTpyaHsomux skciyaramuo CBT, Bbixona W3 cTpos WM HEYCTOMYMBOTO
¢dyHkuuonupoBanus y3noB CBT wim nepudepuitHbx ycTpoiicTB (ckaHepa, IpUHTEpa U
T.IL.), @ TaKKe epeboeB B CUCTEME JIEKTPOCHAOKEHHS,



- HEKOPPEKTHOTO  (DyHKIIMOHUPOBAHUSI ~ YCTAHOBJICHHBIX HA  KOMIIBIOTEPHI
TEXHUYECKUX CPECTB 3allThI;

- HETIPe Iy CMOTPEHHBIX OTBOAOB Kabelel 1 MOAKIFOUYEHHBIX YCTPOHCTB.

2.8. ITonp30Bartenmo KaTeropuuecky 3anpemaeTcs:

- HCTIOJIb30BaTh  KOMIIOHEHTHl [POTPaMMHOTO W allllapaTHOro  obecreYeHus
TIEPCOHAIBHOTO KOMITHIOTEPA B HECITYKEOHBIX LIEAX;

- BHOCHUTH Kakue-T100 u3MeHeHus B KoHurypauuro armmapatasix cpeacts UCIIu
WIHA yCTaHABJIMBATh JOMOJHUTENBHO IOObIE MPOrpaMMHBIE U amiapaTHBIE CPEACTBA, HE
IpPEeIyCMOTPEHHbIE  apXHMBOM  OUCTPUOYTHBOB  YCTAaHOBJIEHHOTO  IMPOTPaMMHOTO
obecrieueHus;

- ocymiecTBIATh 00paboTky I1/lH B mpHCyTCTBHM NOCTOPOHHHX (HE IOMYIIEHHBIX K
JNaHHOU MH(OPMALINH) JIALL;

- 3aMKACHIBaTh M XPaHUTh KOH(DUICHIMAIBHYI0O WHQOPMALHUIO (COIEpIKAIIyFo
CBEJICHUS] OTPAaHWYEHHOTO pPACHpPOCTPAHEHMs) HAa HEYYTEHHBIX MAIIUHHBIX HOCHTEJAX
uHpopManyy (THOKMX MarHUTHBIX JUCKaX U T.IL.);

- OCTaBJIATh BKJIIOUEHHBIM 0€3 IPUCMOTpa KOMIIBIOTED, HE aKTHBH3UPOBAB CPEICTBA
3amuTel oT HCJI (BpeMeHHy10 GJIOKMPOBKY 9KpaHa W KJIAaBUATYPHI);

- OCTaBIATh 0€3 JHWYHOIO NPUCMOTpAa CBOE MEPCOHATNBHOE YCTPOMCTBO
UACHTH(QUKALMY, MAallMHHbIE HOCHTENM U pacledaTKd, COoAep)Kamye 3aIluIacMyro
uHpopMaIHio (CBeICHUS OrPaHUYEHHOTO PACIPOCTPAHEHH );

- YMBIIUIEHHO HUCHOJB30BaTh HENOKYMEHTHPOBAaHHBIE CBOHCTBA M OINHOKH B
IPOrPaMMHOM O0ECIIEYeHUH WM B HACTpOMKaX CpeACTB 3alUThI, KOTOPHIE MOTYT
NIPUBECTU K BO3SHUKHOBEHHIO KPU3MCHOM CUTYAINU;

- pasmemarh cpenctBa MCII/IH Tak, uToO6bl CymmecTBOBalia BO3MOXKHOCTB
BU3YQJILHOTO CUUTHIBAaHUSA UHPOPMAIIUHL.

2.9. Jluma, OTBETCTBEHHBIE 3a 3aIUTY NepCcOHANBHBIX MaHHBIX B IBY CO 510 Jlom
COLMANBHOTO 00CITyXKUBaHUSA «3ab0Tax:

OtBercTBenHbli 3a 0o0paborky IIJIH - mTaTHBIE COTPYAHHWK, ONpeNEIISHOLIMIA

.YPOBEHb JOCTYyHa M OTBETCTBEHHOCTh JIMI[ Yy4YacTBylOIMX B o0OpabGotke I1/1H.
Ha3nagaercs nmpuka3oM Mo y4pekIeHHIO.

OtBercTBeHHBIM 3a obecneueHne O0€30MACHOCTH IMEPCOHANBHBIX HaHHBIX —
INTaTHBIA  COTPYAHUK (WIM TOApa3fielieHue), OTBEHAIOMUii 3a  TPOBEICHHUE
MEPOIIPUATUH, CBA3aHHBIX C 3amuToi [1/1H (opraHn3allMOHHBIX ¥ TEXHHYECKHUX), a TAKIKE
OCYIIECTBIAIOIMA  KOHTPOJIb coOmoneHus TpeboBanmit mo 3ammre IIJla B
nonxpasaeneHusx. Hazgauaercst npukazom Mo yupexaeHHro.

2.10. OrBercTBeHHBIH 3a obecriedeHre 6e30MacHOCTH TMEPCOHAIIBHBIX JAHHBIX TIPU
ux obpabotke B UCII/IH) 0bs3aH:

e BeCTH OKypHain ydera HemrTarHeix curyauud HWMCII[IH, BeimonHeHHs
NpoGUIAKTUYECKUX pPabOT, YCTAHOBKM M MOIU(HKAIMU MPOTPAMMHBIX CPEICTB Ha
komnbtorepax MCIIx;

®  JIOKIAaAbIBaTh OTBETCTBEHHOMY 32 00pabOTKy MEpPCOHAIBHBIX IaHHBIX O
HEMPaBOMEPHBIX JEHCTBUAX M0JIb30BaTENEH, IPUBOAAIMIMX K HAPYIIECHUIO TpeOOBaHUI 10
3aIyTe UHOpMaIuy;



e Bectm goxkymeHtammo Ha MCIIJJTH B coorBercTBHM ¢ TpeGOBAaHHUAMHM
HOPMaTHBHBIX IOKYMEHTOB.

2.11. OtBetcTBEHHBIH 3a oOecrieueHre 0€30MaCHOCTH NEPCOHATBHBIX AaHHBIX MIPH
nx oobpabotke B UCII/IH umeer mpaBo:

- TpeboBaTh OT COTpyOHMKOB - mosab3oBareneid MCII[IlH  coGmogeHus
YCTaHOBJICHHOM TEXHOJIOTHH 00pabOTKM MHGOpPMAaIMy ¥ BBITOTHEHHS WHCTPYKIMH 110
obecrieueHuto OezonacHocTy U 3amute nHpopmanuu B UCI1H;

- HTHULUKMPOBATh MIPOBEJCHUE CIYKEOHBIX pacciefoBaHHMi Mo (aktam HapyIICHUS
YCTaHOBJIEHHBIX TpeOOoBaHMI oOecTieueHMs 3aIMUThI, HECAHKIIMOHMPOBAHHOTO JOCTYIIA,
yTpathl, MOAUGHKALIKKN, TOPYM 3alMIIaeMOd WHPOPMAIMA M  TEXHHYECKHX
kommoneHToB UCTIH;

- TpeboBaTh mMpekpameHus o0paboTku WHpOPMaMKH B Clydae HapyIICHHS
YCTaHOBJIEHHOTO MOpsAAKa paboT win HapymeHus QyHKIIMOHUPOBAHUSA CPEJICTB H CUCTEM
3alIUThl THPOPMALIH;

- y4acTBOBaTh B AHAIN3€ CHUTyaluil, Kacaromuxcs (QyHKIMOHHPOBAHUS CPEICTB
3amuTHl HHGOPMAIUY B paccieloBaHus (HaKTOB HECAHKITMOHHPOBAHHOTO JOCTYIIA.

3. Ilopsinok 06paboTKH NEePCOHANLHBIX JAHHBIX (€3 HCMOJIL30BAHUS CPEICTB
aBTOMATH3ALMH

3.1. O6paboTKa NEPCOHANBHBIX AAHHBIX, CONCPKAUMXCA B HHPOPMAIMOHHOM
CHCTEME MEPCOHATBHBIX NaHHBIX JIMOO W3BICYEHHBIX M3 TaKOW CHUCTEMBI (Iaiee -
IIEPCOHANIBHBIE JaHHEBIE), CYMTACTCS OCYIIECTBICHHOM 0€3 HMCIONB30BAHMSA CPEICTB
aBTOMATHU3alMU (HEaBTOMATU3UPOBAHHO), €CIIM TaKue JEHCTBUS C MEPCOHATBHBIMU
JAHHBIMK, KaK HCIOJb30BAHUE, YTOYHEHHE, pACOPOCTPAHEHHE, YHUYTOXKCHHE
IEPCOHANBHBIX [JAHHBIX B OTHOLIEHWH KaXKIOr0 M3 CyOBEKTOB NEPCOHATBHBIX
J@HHBIX, OCYLIECTBIISIFOTCS IPY HETIOCPEACTBEHHOM YUYaCTHH YEJIOBEKa.

3.2. O0paGoTKa HEPCOHATBHBIX  NAHHBIX 0€3  HCIONB30BAaHHA  CPEICTB
aBTOMATH3aLUH MOXET OCYIIECTBISTHCS B BU/IE TOKYMEHTOB Ha OyMaXKHBIX HOCUTESX.
| 3.3.IIpaBuna o00pabOTKM NEPCOHANBHBIX JAHHBIX, OCYLIECTBIIIEMON 0€3
UCIONB30BaHMs  CPEACTB  aBTOMATU3AlUM, YCTAHOBJIEHHBIE  HOPMATHBHBIMHU
NpPaBOBBIMM aKTaMH (DelepalbHBIX OPraHOB WCIOJHUTENBEHON BIACTH, OPraHOB
VICIIOJIHUTENILHON BiacTH cyObekToB Poccuiickoii @enepanuu, a TakxKe JIOKAILHBIMU
IIPAaBOBEIMHM aKTaMH YYPEXICHUA, IPUMEHSIOTCA C YUYETOM TPeOOBaHHUM HACTOSIIErO
ITonoxenusi.

3.4. Tlpn HEaBTOMaTHU3UPOBAHHOM 00paboTKe  pa3IMyHBIX  KaTeropHii
NIEPCOHABHBIX JAaHHBIX JOJDKEH UCIIONB30BaThCs OTHCIBHBIAN MaTepHANbHBIA HOCHUTENb
IS KQXKI0UW KaTeropry NepCOHATBHBIX TAaHHbIX.

3.5.1lpyu HeaBTOMAaTU3UPOBAHHOW 0OpPabOTKE MEPCOHANBHBIX JaHHBIX HA
OyMa)KHBIX HOCHUTEJIAX:

- He JOomycKaeTcs (UKcanus Ha OJHOM OyMa)KHOM HOCHTENE IMEPCOHATBHBIX
JAHHBIX, eI 00pabOTKU KOTOPHIX 3aBEIOMO HE COBMECTHMABI,



- IIEPCOHAJBHBIE JAaHHBIE HOJDKHBI 000COOMATBCS OT WMHOM WH(pOpMalnuu, B
YaCTHOCTH IyTeM (UKCAIlMK WX Ha OTACIBbHBIX OYMa)KHBIX HOCHTEIAX, B CHEIHATBHBIX
paszaenax win Ha noJsix ¢popM (61aHKOB);

- JIOKYMEHTHI, COAepXallye MepCOHANbHbIE NaHHBIe, (OPMHPYIOTCA B Jejla B
3aBHCHMOCTH OT 1€/ 00pabOoTKK NEPCOHATBHBIX JaHHBIX;

- Jema ¢ JOKyMEHTaMH, COJCP)KAIIAMH MepCOHAIbHBIE JAHHBIE, TOJDKHBI MMETh
BHYTPEHHHE OIMCH JOKyMEHTOB C YKa3aHuMeM IienmM oO0paboTKM W KaTreropuw
MIEPCOHANBHBIX TAHHBIX.

3.6. Jluna, ocymectBiastome  0o0pabOTKy  TNEpCOHANbHBIX  JAHHBIX  0e€3
WCTIONIb30BaHMs CpEACTB aBTOMATH3alMd (B TOM YHCIE COTPYAHHKH YUPEKICHUS-
oIepaTopa WM JIMLA, OCYIIECTBIIONINE TaKylo 00paboTKy 1O JOroBOPY C ONEPaTopoM),
JOJDKHBI OBITH POMH(POPMHUPOBAHBI O (akTe 0OpadOTKH MMM MEPCOHANBHBIX TaHHBIX,
00paboTKa KOTOPBIX OCYIIECTBISIETCS OIepaTopoM Oe3 WCIOIB30BaHUS CPECTB
aBTOMaTH3aLuy, KaTeropusx oOpabaThiBaeMbIX NEPCOHANBHBIX JAaHHBIX, a TaKXke 00
O0COOEHHOCTAX U IpaBWIaX OCYLIECTBJICHUS Takod o0OpabOTKH, YCTaHOBJIEHHBIX
HOPMATUBHBIMHU TPABOBBIMU akTaMu (efepaibHBIX OPTraHOB HMCIIOJHHUTEIRHOM BIACTH,
OpraHOB HCIIOJIHUTENbHON BiacTH cyObekToB Poccuiickoit ®enmepaium, a Takxke
JIOKaJIbHBIMY IIPABOBBIMH aKTaMH YUPEKICHUS.

3.7. IIpy uCHoNB30BaHUM TUIIOBBIX (OPM JOKYMEHTOB, Xapakrep MHGOpMAlUd B
KOTOpBIX MpeNnoaracT Wid [OMyCKaeT BKIIOYCHHWE B HHUX IE€PCOHAIBHBIX JIaHHBIX
(manee - TunoBsle HOPMBI), TOTDKHBI COOMIOAATHCS CIIEAYFOIIHAE YCIOBHS:

3.7.1. TunoBas (opma HIM CBA3aHHBIE C HeW MOKYMEHTHI (MHCTPYKIHS II0 €€
3aM0JIHEHUIO, KapTOYKH, PEeCTphbl U XXYpPHAJbI) JOJDKHBI COAECPXAaTh CBEICHHS O IEIH
HEaBTOMATHU3UPOBaHHOH 00paboTKM MEepCOHAJBHBIX NAHHBIX, WM (HAHMEHOBAHHE) H
azipec omeparopa, paMuINIo, UMs, OTYECTBO U aJIpec CyObeKTa MepCOHANBHBIX JaHHBIX,
UCTOYHMK TMIOTyYeHHs IEpCOHANBHBIX [aHHBIX, CPOKM OOpPabOTKH IEepCOHAIBHBIX
JaHHBIX, IIEPEYCHD JCHCTBHI C MEPCOHAIBHBIMU JaHHBIMH, KOTOPbIE OYAyT COBEpPIIATHCS
B Ipouecce uX 00paboTkH, oflnee OMUCaHHE HCIONb3yeMBIX ONEepaTopoM Croco0oB
.00paboTKM NePCOHAIBHBIX TAaHHBIX.

3.7.2. TunoBas ¢opMa [IO/DKHA IpelyCMaTpHBaTh IMOJE, B KOTOPOM CyOBEKT
IIEPCOHANBHBIX [JAHHBIX MOXET IIOCTaBUTh OTMETKY O CBOEM COIVIACHMHM Ha
HEaBTOMATU3UPOBaHHYI0 OOpabOTKYy NEepCOHANBHBIX MAHHBIX, - HPH HEOOXOIUMOCTH
MIOJIyYeHHMsI MUCBMEHHOT0 coriacus Ha 00paboTKy TepCOHANBHBIX JAaHHbIX.

3.7.3. TunoBas ¢opma nomKHA OBITH COCTABJIEHA TAKMM O0pPA30M, YTOOBI KA (bl
U3 CyOBEKTOB IEPCOHANBHBIX AaHHBIX, COAEPIKAIUXCS B JOKyMEHTE, HMEJI BO3MOXKHOCTh
O3HAaKOMHUThCS CO CBOMMH IIEPCOHANBHBIMH JaHHBIMH, COACPIKAIAMHUCS B JOKYMEHTE, HE
HapyIas 11paB ¥ 3aKOHHBIX HHTEPECOB MHBIX CYyOHEKTOB MEPCOHATBHBIX JaHHEIX.

3.7.4. TunoBas ~ Qopma  [HODKHA  HMCKIIOYaTh  OOBEOUMHEHHE  IIOJICH,
HpEeTHa3HAYECHHBIX [l BHECEHHS IEPCOHAIBHBIX JAHHBIX, IEH 00pabOTKH KOTOPHIX
3aBE€JIOMO HE COBMECTUMBL.

3.8.Ilpn BeneHHH HKypHalIoOB (PEecTpOB, KHHI), COACpKANIAX IEPCOHAIBHBIE
JaHHbIE, HEOOXOAMMBIE Ul OJHOKPATHOIO IMPOIyCKa CyOBhEeKTa MEPCOHANBHBIX JaHHBIX
Ha TEPPUTOPHIO, HA KOTOPOHl HaXoOWTCs ONEpaTOp, WM B WHBIX AHAJIOTMYHBIX LIENAX,
JOIDKHBI COOMIONAThCS CIENYIOUIME YCIOBHA:  HEOOXOAMMOCTH BEIEHHS TaKOro



XKypHaia (peecTpa, KHHMIH) JODKHA OBITh NPEAyCMOTPEHA aKTOM OIepaTopa,
COJIEpIKaIlM CBEIEHHS O 1eJid 00pabOoTKU MEPCOHATBHBIX NaHHBIX, OCYIIECTRIIEMOI
0e3 WCIONb30BaHUSI CPEACTB aBTOMAaTHU3alMM, CHOCOObI (UKCalMM W COCTaB
uHbOpMaIuK, 3aNpalIuBaeMoOi y CyOBEKTOB MEPCOHATBHBIX JAHHBIX, MEPEUCHD JIHII
(NOMMEHHO WX MO JOJDKHOCTSIM), UMEIOIIUX JOCTYIT K MaTepHAIbHBIM HOCHUTEIAM H
OTBETCTBEHHBIX 3a BEICHHE M COXPAHHOCTh JXXypHaja (peecTpa, KHHTH), CPOKH
00paboTKY MEPCOHANIBHBIX JAHHBIX, a TAKXKE CBEACHUS O OPSIKE NPOMyCcKa CyObeKTa
NIEPCOHAJIBHBIX JAHHBIX HAa TEPPUTOPHIO, HA KOTOPOH HaxoAMTCs omeparop, 6e3
MOATBEPXKACHNUST TOAJMHHOCTH MEPCOHAIBHBIX JAaHHBIX, COOOIMEHHBIX CyOBEKTOM
IIEPCOHAJIBHBIX TAHHBIX; KOIMMPOBAHUE COACPKALICHCS B TAKUX KypHalax (peecTpax,
KHMrax) uHGOpMaIy HE JOIyCKAeTCs; MEePCOHATbHBIE JaHHBIC KaXIOro CyOBheKTa
MEPCOHANBHBIX JAHHBIX MOTYT 3aHOCHUTBHCS B TaKOH KypHall (KHUTY, peecTp) He Oonee
OTHOTO pa3a B KaXIOM ClIy4ae MpoIycka CyObeKTa MEepCOHANBHBIX IaHHBIX Ha
TEPPUTOPHUIO, HA KOTOPOX HAXOAUTCS ONEPATOP.

3.9.1lpu HecoBMecTUMOCTH ILeneld 00pabGOTKM  TMEPCOHANBHBIX  JaHHBIX,
3a(h)UKCUPOBAHHBIX Ha OAHOM MAaTEpUAIbHOM HOCHUTENE, €CIM MaTepHalIbHBI HOCHTEb
HE I03BOJIAET OCYIIECTBIATH 00pabOTKY MEpCOHANBHBIX JAaHHBIX OTAEIBHO OT JPyTHX
3a(MKCHPOBAHHBIX HA TOM )K€ HOCHTENe IEePCOHANBHBIX IAHHBIX, IOJDKHBI OBITH
MPHUHATH MEPbl 0 OOECIEUEHUIO pa3leibHON 00pabOTKHA TEPCOHANBHBIX JAHHBIX, B
YaCTHOCTH:

a) Ipu HEOOXOAMMOCTM WCHOJNB30BAaHUS WM PaCHpOCTPAaHEHHS OIpPeIeNICHHBIX
TePCOHAIBHBIX JAHHBIX OTAETBHO OT HAXOMANIMXCSA HA TOM XK€ MaTepHAILHOM HOCHTEIIE
ApPYTHX IEePCOHANBHBIX JAHHBIX OCYIIECTBIIAECTCS KOMMPOBAHKE NEPCOHAIBHBIX JaHHBIX,
HOUISKAIMMUX PaACIpPOCTPAHCHUIO WM HCIOJB30BAHMIO, CHOCOO0OM, HCKITFOYAIOIIAM
OJTHOBPEMEHHOE  KONMHMPOBAaHME  TMEPCOHANBHBIX  JAHHBIX, HE  MOAJIEKAIUX
pacIpoCTpaHCHUIO M HCIIOJIB30BAaHUIO, M HCHOJB3YeTCs (pacmpoCTpaHAETCs) KOIHS
MEPCOHAIBHBIX IaHHBIX;

6) mpu HEOOXOOUMOCTH YHWYTOXKEHHS WM OJOKHMPOBAHUS YaCTH MEPCOHATBHBIX
' JaHHBIX YHUYTOXKAETCS WM OJIOKUPYETCS MaTepHABHBIN HOCUTEND C PeABaPUTETHHBIM
KONMPOBAaHWEM CBEICHMM, HE MOUIeXAMX YHUYTOXKECHUIO WM OJOKHPOBAHHIO,
CHOcOo00M, HCKIIOYAIOINM OJHOBPEMEHHOE KOMHMPOBAHHE IEPCOHAJIBHBIX JAHHBIX,
NOJUICKAIIMX YHUUTOXKEHHUIO WK OJIOKUPOBAHHIO.

3.10. YHnuroxxeHne win 00e3TMUMBAHNE YaCTH ITEPCOHATBHBIX NAHHBIX, €CIIA ITO
JOIyCKAeTCd  MaTepUAIbHBIM  HOCUTENIEM, MOXET IIPOU3BOAMTLCA  CIIOCOOOM,
MCKJIIOYAIOIIUM JaIbHENIIyI0 00pab0TKy 3THX MEPCOHANBHBIX NAHHBIX C COXpaHEHHEM
BO3MOXHOCTH 00paOOTKM MHBIX [aHHBIX, 3a()UKCHPOBAaHHBIX HA MaTepHAIBHOM
Hocutene (ynalieHue, BRIMaphIBaHKeE).

3.11. YTouHeHMEe MEPCOHANBHBIX JAaHHBIX MPH OCYIIECTBICHUH HX 00paboTKH 6e3
KCIIONIL30BaHUs CPEICTB aBTOMATHM3ALMKA TPOU3BOAUTCS ITyTeM OOHOBJIEHHS WA
U3MEHEHMsl JaHHBIX Ha MAaTEepHAJIbBHOM HOCHUTENE, a €ClIH 3TO He JIOMyCKaeTcs
TEXHUYECKAMHU OCOOCHHOCTAMH MaTepHaIbHOTO HOCHUTES, - ITyTeM (PUKCALAA HA TOM JKE
MaTepHalbHOM HOCHUTENE CBEACHHI O BHOCHMBIX B HHX H3MEHEHHAX JHMOO IyTeM
U3rOTOBJICHHUS HOBOTO MAaTEPHUAIBHOTO HOCHUTENS ¢ YTOYHEHHBIMH TEPCOHATBHBIMU
TaHHBIMHU.



3.12. Mepsl mo obecrieueHNI0 0€30MaCHOCTH IEPCOHANBHBIX MAHHBIX TIPH WX
00paboTKe, OCYIIECTBIAEMOM O€3 UCIIONIb30BaHMsI CPEICTB aBTOMATH3AIUH.

3.12.1. O6paboTKka MepCOHANBHBIX NaHHBIX, OCYIIECTBIIsAeMas 0e3 MCIONb30BaHUSA
CPEACTB aBTOMATH3aIlMH, JODKHA OCYIIECTBISATHCS TaKUM 00pa3oM, 4TOObI B OTHOIEHHH
K&KIOM KaTeropuu NEPCOHANBHBIX JAHHBIX MOXXHO OBUIO OIpENEUTh MECTa XPAHECHHA
TIepCOHANBHBIX JaHHBIX (MaTepHANbHBIX HOCHTENeil) M YCTaHOBHTH IepedueHb JIHII,
OCYIIECTBIAIOMUX 00pabOTKy MepCOHATBHBIX JaHHBIX JIM00 MMEIONINX K HAM JTOCTYIL

3.12.2. HeoGxomumo obecrnieunBaTh pa3feiibHOE XpaHEHUE TIEPCOHATBHBIX JAaHHBIX
(MarepuanbHbIX HOCUTENEH), 00paboTKa KOTOPHIX OCYIIECTBISETCS B PA3IMYHbIX LIETIAX.

3.12.3. Ilpu xpaHeHUH MaTepHAIbHBIX HOCUTENEH NODKHBI COOMIOAATHCS YCIOBUS,
o0ecreynBaroNIfie  COXPaHHOCTh  MEPCOHANBHBIX  JAaHHBIX MW HCKIIOYAIONIHe
HECAHKIMOHUPOBAHHBINA K HUM JocTyIl. [lepedens Mep, HEOOXO0UMBIX Ui 0OecreueHHs
TaKUX YCJOBUM, MOPAAOK WX TPHUHATHUS, a TAaKKe MEpPEeYeHb JIMI, OTBETCTBEHHBIX 3a
peann3alno yKa3aHHbIX MEp, YCTaHABIUBAIOTCS ONEPaTOPOM.

4. llopsiaiok KOHTPOJIS 3aIIUTHI HHGOPMALMHU B HHPOPMALTHOHHBIX CHCTEMAaX
NMepPCOHAJbHBIX JAHHBIX M PUOCTAHOBKH MPEI0CTABJIECHHUS NEPCOHAIBHBIX TaHHBIX
B CJIy4ae o0HApy»KeHHsl HApylleHMii mopsiaka Ux npenocrasjaenust. [lopsaok
pa3bupaTeIbCTBAa U COCTABJICHHS 3aK/II0YEeHHUI N0 pakTaM HecoOI0deHHus YCI0BHIA
XpaHeHHs HOCHTeJell MepCOHAIbHBIX JaHHbBIX, HCHOJIb30BAHUS CPEACTB 3aIUTHI
uHopMaLuK U NPUHATHE MeP MO0 NPeI0TBPALIEHHIO BO3MOKHBIX ONMACHBIX
noCJeACTBUH

4.1. Konrposas 3ammrtel nHpopmanmu B UCTI/IH - xoMILUIEKC OpraHW3alMOHHBIX H
TEXHUYECKUX MEPONPUATHI, KOTOpBIE OpPraHW3ylIOTCd M OCYIIECTBIISIIOTCA B IEJAX
MPEeNyNPEKIACHUS U TPECCUSHHsS BO3MOXHOCTH IOMYYEHHS IOCTOPOHHHMH JIMIIAMH
OXpaHsAEMbIX CBEICHMI, BBIBICHHUS U IIPEJOTBpAIICHUSA YTEUKA HHGOpMAINH TI0
TEXHUYECKUM  KaHajaM,  WCKIIOYEHHS WM  CyIIECTBEHHOTO  3aTpyAHCHHS
HECAHKLIMOHUPOBAHHOI0 JOCTyHNa K MHQOpMaIUM, XUIIEHUS TEXHUYECKUX CPEACTB H
"HOCHUTeNeH MH(pOpMaIiy, NpeJOTBPAIEeHUs CIEeIUATBHBIX MPOrPAaMMHO-TEXHHUYECKUX
BO3/JICMCTBHIA, BBHI3bIBAIOIIUX HApPYIICHHE XapaKTepUCTUK Oe30macHOCTH HWH(pOpMaIUu
Wi paboTocrnocoOHOCTH CUCTEM UHGOPMATH3AIIH.

4.2. OCHOBHBIMH 33ja4aMi KOHTPOJIS SIBJISAIOTC:

- IPOBEPKA OPraHU3aLUK BbIIOJHEHNSI MEPOIIPUATHIA 1O 3a0IMTe WHPOPMALIUHN B
nogpasgenenuax ['bBY CO O [lom coumansHOro obcimyxuBanus «3aboTa» yueTa
TpeboBaHMI Mo 3ammre WHPOpMamMM B pa3pabaThIBaeMBIX IUIAHOBEIX M
pacTopsIUTENbHBIX T0KyMEHTaX;

- BBISIBJICHHE JEMacKUPYOMUX npusHakoB o0bexktoB UCTI/IH;

- yTOYHEHHE 30H IepexBara oOpabarbiBaeMOli Ha oOBeKkTax WHGOPMAIIHH,
BO3MOXXHBIX KaHaJOB YTEUKHM MH(OpMalMy, HECAaHKLIMOHUPOBAHHOTO JOCTyIa K Hel u
IPOrpaMMHO-TEXHUYECKUX BO3ACHUCTBHUIT HA MHGOOPMAIHIO;

- IPOBEpKA BBIIIOJHEHHWs] YCTAHOBJIIEHHBIX HOPM M TpeOOBaHWI IO 3allIuTe
UHQOpPMAIMK OT YTEUKH 110 TEXHHYECKHMM KaHajdaM, OIIEHKAa IOCTaTOYHOCTH H
3(h(HEeKTUBHOCTH MEPOTIPUATHH TIO 3aIIUTe UHHOPMAIIHH;



- IpoBepka  BBIMOJNHEHHs  TpeOoBammii mo  3ammre  MHCIIJlx ot
HECAaHKIMOHUPOBAHHOTO JOCTYIIA;

- poBepKa  BBIMIOJHEHHWS  TpeboBaHWil 1O aHTHBHPYCHOM  3ammuTe
AaBTOMATH3MPOBAHHBIX CHCTEM M aBTOMATHU3UPOBAHHBIX pab0UMX MECT;

- MPOBepKa 3HAHWI pPaOOTHMKOB IO BOMpPOCaM 3alMThl HMH(OpPMAIMU M WX
COOTBETCTBHSA Tpe6OBaHmn\i YPOBHS HOJATOTOBKH ISl KOHKPETHOTO paboyero Mecra;

- OIIEpaTUBHOE TPUHATHE MEp IO MPECEYCHWIO HapyIleHWi TpeGoBaHWI (HOPM)
3amuthl uHGopmanuu B UCIIIH;

- pa3paboTKa MpeIoKeHuil Mo yCTpaHeHUlo (ocnableHuIo) eMacKUpYIOUIMX
MIPU3HAKOB M TEXHUIECKUX KaHAIOB YTEUKH UH(OpMAaLUK.

4.3. KonTpoup 3amuTsl HHOOpMaIMU IPOBOJUTCS C YU€TOM peaIbHbBIX YCJIOBHIt MO
BCeM (U3MYECKHUM TIOJNSIM, 110 KOTOPbIM BO3MOXEH MepexBaT HHQPOpMAIHH,
mupkyupytomeii B UCITIa I'BY CO A0 Jlom conmansroro obcmykuBanus «3abota» u
OCYIIECTBIAECTCA 10 OOBEKTOBOMY NPHUHLMILY, P KOTOPOM Ha 0OBEKTE OHOBPEMEHHO
MPOBEPSIOTCS BCE BOMPOCH 3amuThl uHpopMmanmu. [lepedeHp KaHAOB yTEUKH
yCTaHABJIUBAETCA B COOTBETCTBUHU C MOJIEINIBIO YTPO3.

4.4. B xoie KOHTPOJIIS IIPOBEPSAIOTCS:

- COOTBETCTBUE MPHUHATHIX Mep IO obecredyeHnto Oe30IacCHOCTH NEePCOHATBHBIX
nanubix (manee — OB IIlH) Mepam, mOpennucaHHBIM 3aKOHOAATENHCTBOM PO wu
YCTaHOBJICHHBIM HOPMAaTHUBHBIMU JOKYMEHTaMU TPEIIPUATHS;

- CBOEBPEMEHHOCTh U IOJTHOTA BBINOJIHEHMS TpeGoBaHmii HacTosmero Ilonoxenus
U Apyrux pykoBoasumx gokymeHToB Ob I1/1x;

- TIOJTHOTA BBISBJIICHUS JEMACKUPYIOMMX TPHU3HAKOB OXPAHAEMBIX CBEACHHN 00
00BbeKTaX 3almMThl M BO3MOXXHBIX TEXHMUYECKHMX KaHAJOB YTEUKA HHGOPMAIINH,
HECaHKI[MOHUPOBAHHOTO JOCTYNa K Heil W IMpOrpaMMHO-TEXHUYECKHX BO3JIEHCTBHUI Ha
UH(pOpMaIHIO;

- 3¢ eKTUBHOCTH MPOBEACHUS OPTaHU3AMMOHHBIX ¥ TEXHHYECKAX MEPOTIPUATHH 1O
3aniMre nHQopMaIuy;

- YCTpaHeHHe paHee BHIABJICHHBIX HEIOCTATKOB.

4.5. OCHOBHBIMH BHAaMH TEXHHUYECKOTO KOHTPOJS SBJIAIOTCA BH3YaIbHO-
ONTHYECKUI KOHTPOJb, KOHTPOJIb 3O ()EKTUBHOCTH 3aMUTHI HHGOPMAIMH OT YTEUKH II0
TEXHWYECKHM KaHallaM, KOHTPOJb HECAHKIMOHMPOBAHHOTO NOCTyNa K WHGOPMAIMH U
MPOrPaMMHO-TEXHUIECKUX BO3ACHUCTBUI Ha HH(OPMAIHIO.

4.6. TlomydyeHHble B XOA€ BEACHHUS KOHTPOJIA pe3yJbTaThl 0oOpabaThiBalOTCS W
QHAIM3BHMPYIOTCA B LEIAX  ONpeNeNeHHWs  JOCTaTOYHOCTH H  3(PQPEKTUBHOCTH
HOpeANHUCaHHBIX Mep 3aliuThl HHQOpMAlMM W BBIABJICHHS HapymeHuii. [Ipu
OOHapy)XeHMM HapylleHWii HOpM u TpeOoBaHMii mO 3amure HHGOPMAIMH
aJIMUHHUCTPATOp MHQPOPMAIMIOHHON O0€30IacHOCTH HOKJIANbIBACT PYKOBOAUTEIIO IS
IPUHATHAS HMMHU pELIeHWs O IpeKpameHuu oO0paboTku WHPOpPMAMH W TIPOBEIACHHUS
COOTBETCTBYIOIIMX OPTaHU3ALMOHHBIX U TEXHUYECKUAX MEp MO YCTPAHCHHIO HAPYIICHHMS.
Pesynpratel koHTpoONs 3amuThl HHQOpMAanMKM OGQOPMIIOTCA aKTaMd JuOO0 B
COOTBETCTBYIOLIMX JKypHaJaxX ydera pe3yJIbTaTOB KOHTPOJIA.

4.7. HeBslmosiHeHNWe MPEANUCAHHBIX MepompusaTuii mo 3amute [1/{H, cuuTaercs
IPEANOCHUIKON K yTeuke HHOpMaIuH (Jajiee - IMPeArnoChlIKa).



Ilo xaxkmoll mpeanocsUIKe I BBIACHEHUS OOCTOATENECTB ¥ NPHYHMH
HEBBITIOJIHEHUSI YCTAHOBJIEHHBIX TpeOOBaHMI TO YKa3aHUIO PYKOBOJUTENS WK
OTBETCTBEHHOTO0 3a obecredyeHre O€30MacHOCTH NEPCOHANBHBIX JaHHBIX MPH MX
ob6pabotke B UCII/IH npoBOAUTCS pacciieIOBaHUE.

Jlns  TpoBeleHHMA pacClEeNOBaHMA HA3HAYAETCA KOMHCCHA C IIPHBIICYECHUEM
paGOTHMKA, OTBETCTBEHHOTO 3a 3AIIUTY NEPCOHAIBHBIX IAHHBIX B HH(OPMAIMOHHBIX
cucremax. Komuccus o0sf3aHa yCTaHOBHTb, MMeJia JTH MECTO yTe4Ka CBEICHHM, W
00CTOATENBCTBA €1 COMyTCTBYIOIIUE, YCTAHOBUTH JIMI, BHHOBHBIX B HapyIICHHH
NPEINUCAHHBIX MEpONpUATHH MO0 3amuTe HHPOpPMAlMK, YCTAHOBUTH NPUYHMHBI W
yCJIOBUS, CIOCOOCTBOBABIIME HApyIIEHWIO, W BBHIPa0OTAaTh pPEKOMEHAANMH II0 HX
yctpaHeHuio. Ilociie okoHUaHusl paccieoBaHUs PyKOBOIUTENb MPHHHMAET PEIicHUE O
HAaKa3aHWM BHHOBHBIX JIMI] W HEOOXOOUMBIX MEPONPUATUSAX IO YCTPAHEHUIO
HE/I0CTaTKOB.

4.8. Benennie KOHTPOJIS 3aUTH HHGOPMAIK OCYIIECTBIAETCS IMyTEM HPOBEICHHUS
NEPUOAMYECKUX, IUIAHOBBIX M BHE3AIIHBIX IIPOBEPOK 00BEKTOB 3amuTHL. [lepuomuieckue,
IUTAaHOBBIE U BHE3AIHBbIE MPOBEPKH OOBEKTOB OpPraHM3alMU TPOBOAATCH, KaK MPaBUIIO,
cwiaMu pabOTHHKA, OTBETCTBEHHOrO 3a olecredeHre O€30MacHOCTH TEePCOHATBHBIX
JaHHbIX npHu ux obpabotke B UCII/IH, B COOTBETCTBUY C YTBEPXKACHHBIM TLIAHOM HIIH IO
COTJIACOBAHMIO C PYKOBOJIUTENIEM.

4.9. OnpHoit U3 GopM KOHTPOJIA 3alUTHl MHPOPMALMU SABIAETCA 00CIIEIOBAHHE
0o6bekToB UCIT/IH. OHO MpoBOAUTCS HE peXe OAHOro pasa B roj paboueit rpymioil win
KOMHCCHEH.

4.10. O6cnenoBanue VMCII/IH mpoBOIUTCS C IENBIO ONpPEEeIEHUS COOTBETCTBHS
MIOMEIICHNH, TEXHUYECKHMX M IPOrpaMMHBIX CpEACTB TpeOOBaHHWAM IO 3aIHTE
UHQOpMaLlK, YCTAaHOBJIEHHBIM B «ATTecTare COOTBETCTBHS» (€CIH IPOBOIIIACKH
arrecranys) U (Wim) TpeOOBaHMUAM MO 6€30MACHOCTH NMEPCOHANBHBIX TAHHBIX.

4.11. B xone o6cnenoBanus npoBepseTCs:

- COOTBETCTBUE TEKyIIMX YCIOBUN (PyHKIMOHHpPOBaHUS OOCIEqyeMOro oO0BEeKTa
HCIIH ycrnoBusM, CIOKHUBIIAMCS HA MOMEHT TTPOBEPKH;

- coOmoIeHre OpraHN3alMOHHO-TEXHUUECKUX TpeOOBaHMIA TOMEIIEHH, B KOTOPBIX
pacnosaraercst UCIT#;

- COXpaHHOCTH NeYaTel, MIoM0O Ha TEXHMYECKUX CPECTBaX mepenadd U o0paboTKu
uH(OpMAIMH, a TakkKe HA YCTPOHCTBAX MX 3aIUTHI, OTCYTCTBHE MOBPEXKICHUM SKPaHOB
KOPILyCOB aIliaparypsl, 000J04eK Kabenei 1 UX COeIMHEHH ¢ IIMMHAMU 3a3eMJICHHS;

- COOTBETCTBUE BHINONHAEMBIX Ha 00bekre WCIL/IH mepompusaThit mo 3ammre
MH(QOpMaIK JaHHBIM, U3JI0’)KEHHBIM B HACTOSIIEM IMOJIOKEHHUH;

- BBIIOJIHEHWE  TpeOOBaHMiA IO  3amuTe HWHQOPMAIMOHHBIX CHCTEM  OT
HECaHKIIMOHUPOBAHHOTO JOCTYIIA;

- BBIIIOJIHEHHUE TpeOOBaHUI 110 aHTUBUPYCHOM 3aIlUTE.

S. IlpaBujia aHTHBHPYCHOMH 3aHIUTHI

5.1. Ha xaxxnom kommnbrotepe UCIIJIH D0KHBI OBITH YCTAHOBIIEHBI JTHIEH3NOHHEIE
aHTUBUPYCHBIE CpeNCTBa, cepTuduuupoanisie ®CTIK PO.



5.2. YcTaHOBKa M HayajlbHas HACTpOilKka CPEeICTB aHTHBHPYCHOIO KOHTpOJII Ha
KOMITBIOTEPAX OCYHIECTBJIAETCS CIELUANNCTaMH, HMEIOIIUMH COOTBETCTBYIOIIUE
HOJTHOMOYHSI.

5.3. O6HOBNIEHHE AHTUBHUPYCHBIX MAKETOB M KOHTPOJb MX pabOTOCIOCOOHOCTH B
YUPEXKIECHUN OCYIIECTBISIETCS PETYISPHO.

5.4.YCTaHOBKY ¥ y[IaleHHe CpeiCTB AHTHBHPYCHOM 3aIIUTHI TAKKE MOXKET
OCYHIECTBJIATh PAOOTHUK, OTBETCTBEHHBI 3a 3allUTy I[ECPCOHANBHBIX JaHHBIX B
UHPOPMALMOHHBIX CUCTEMAX.

5.5. Slpmeik  (cchuika) A 3allycka AQHTUBUPYCHOM IpOrpaMMbl JIOJDKEH OBITh
JIOCTYIIEH BCEM IT0JIb30BaTEIsIM HHPOPMALIMOHHONW CHCTEMBI.

5.6.006s3aTeIbHOMY aHTHBHPYCHOMY KOHTPOJIIO TOJUICKHT robas HMHGpopManus
(TexcToBBIE (aiipl JMOOBIX QopMaroB, (alinbl JaHHBIX, UCTHONHAEMBIE (aiiib),
AH(OPMAIU HA ChEMHBIX HOCUTENSIX (MarHUTHBIX AMCKaX, JeHTax, CD-ROM u 1.11.).

5.7.B cmywae oOHapyxeHHs TpU IPOBEACHHUM AHTUBHPYCHOM IPOBEpPKHU
3apakCHHBIX KOMITPIOTEPHBIMU BUpycaMHu (paiijioB MMoJib30BaTelb 00s13aH:

- MPUOCTaHOBUTH 00paboTKy nanHsix B MCIL/H;

- HEMEICHHO TOCTaBUTh B H3BECTHOCTh O (hakre OOHApYKEHWS 3apa)KCHHBIX
BUPYCOM (paifIoB OTBETCTBEHHOE JIULIO;

- COBMECTHO C BIAJCbIEM 3apaXCHHBIX BHPYCOM (ailioB NPOBECTH aHAIU3
BO3MOKHOCTH, TaJbHEHINEro UX MCIOIb30BaHUS;

- IPOBECTH JICUCHUE UM YHUITO)KEHUE 3apakKeHHBIX (aiioB.

5.8. OTBeTCTBEHHOCTh 3a opraHu3auuto aHTuBupycHoro Kourpons B MCII/IxH B
COOTBETCTBMM C TpebGoBaHMsAMH Hacrosmero IlonoxeHus Bo3naraercs Ha pabOTHHKA,
OTBETCTBEHHOTO 3a 3alUTY TIEPCOHATHLHBIX JaHHBIX B UHOOPMAIMIOHHBIX CHCTEMAaX.

5.9. OTBEeTCTBEHHOCTh 3a IIPOBEACHHWE MEPONPUATHI AHTUBHPYCHOH 3allUTHI B
koHkpetHo#t UCII[IH u cobmoaenue TpeboBanuii HacTosmero [lonoxenus Bo3naraercs
Ha pabOTHUKA, OTBETCTBEHHOI'O 3a 3aIUTY NEPCOHAIBHBIX JaHHBIX B MHOOPMALMOHHBIX
cucTeMax, 1 Beex nosb3oBatenei nanHor UCTIH.

6. lIpaBuia NapoJibLHOM 3aIUTHI

6.1. lannsie MpaBWjia  PErNIAMEHTHPYIOT OpPraHU3alUOHHO-TEXHUYECKUE
MEPONPHATHA 10 00€CTIEYEHHUIO ITPOLIECCOB T'€HEPALMH, CMEHBI M NIPEKPALICHHS JeHCTBHS
naponeit B MCII/IH, a Taxke KOHTpOJIb ACHCTBHI IOJIb3OBaTesied mpu padore ¢
MapOJISIMH.

6.2. Opranu3aliioOHHOE W TeXHHWYeCKoe o0ecredeHre IIpoLecCOB TIeHepalum,
UCTIONB30BaHMsA, CMEHBl U MpeKpalleHus NeHCTBUA Mapojeldl BO BCeX MOJCHCTEMAax
HCTIIH 1 KOHTpONb AEHCTBUI MOJb30BaTeNeil npu paboTe ¢ MapoIsAMHU BO3JIaraeTcs Ha
paboTHMKA, OTBETCTBEHHOIO 3a 3aIUTy MEPCOHAIBHBIX NAHHBIX B MHPOPMAIMOHHBIX
CUCTEMaX.

6.3. Jluunple  maponM = JO/DKHBI  TEHEpPUpPOBATBbCA M PaCHpeleNaThes
LHEHTPaJIN30BaHHO JUOO0 BBIOMPATECS IOJB30BATENSAMH OOBEKTa BBHYHUCIUTEIHHON
TEXHUKH CaMOCTOSITENIFHO C YYETOM CIIeAyIONINX TpeOoBaHMIA:

- MapoJib A0JDKEH ObITh HE MeHee 6 CHUMBOJIOB;



-B YHCJI€ CHMBOJIOB Mapoiisi 00s3aTelbHO JODKHBI MPHCYTCTBOBAaTh OYKBBI B
BEPXHEM HJTU HIDKHEM PErucTpax, udpbl WM crieluaibHbie cCUMBONE (@, #, $, &, *,
% u T.1L.);

- CHMBOJIBI TIapoJiel [uis paboumX CTaHIMM, Ha KOTOPHIX YCTaHOBJIEHO CPEICTBO
3aIUTHl MHQOPMAllMK OT HECAHKUMOHUPOBAHHOIO JOCTYNA, JOJDKHBI BBOIJMTHCS B
PEKEME TATMHCKON PACKIIaKM KIaBHATY P

- IapoJTb He JIOJDKEH BKJIFOYATh B CEO0S JIETKO BBIUMCIISIEMbIE COYETAHUS CHMBOJIOB
(umena, pamuany, HauMeHoBaHus APM u T.1.), a Takke OOMENPUHATHIE COKpaIIEHUS
(OBM, JIBC, USER u 1.11.);

- IPY CMEHE TIApOJisi HOBOE 3HAYEHKE IOJDKHO OTINYATHCS OT NPEAbIAYIIUX;

- TIOJIB30BAaTEIh HE MMEET IIPpaBa COOOIATh IUMIHBIN Mapoib APyTHM JTHLIAM.

6.4. B ciyyae kommpoMeranuu JmaHoro napoins nons3osarens VCIIIH nomkHb
OBITh HEME/UIEHHO TIPEANPHHSATEI MEPHI TI0 BOCCTAHOBJICHHIO MAPOJIHON 3aIUTHI.

6.5. Kontponp nmeiicTBuii moiib3oBaresiell mpu paboTe ¢ MapoisiMHU, COONIIOICHUE
HOpAKA WX CMEHBI, XpaHEHWs U WCIOJH30BaHUS BO3jaraercs Ha paboTHUKA,
OTBETCTBEHHOTO 3a 3alIUTy TIEPCOHATBHBIX JAHHBIX B HH(GOPMAIIMOHHBIX CHCTEMAX.

7. Ilopsiaok cTMpaHuUsl 3aMUIAeMOii HH(POPMALIMH H YHHYTOKEHHMS HOCHTe el
3amumaemMoii nHgpopManun

7.1. B oOs3arensHOM TOpPAOKE YHWYTOXKEHHIO TMOIUIEXKAaT MOBPEXACHHBIE, .

BBIBOAMMBIC W3 OKCIUTyaTallii HOCWUTENH, COAEprKalllde 3aIluINacMyio HH(pOpPMaIuio,
WCIOJIb30BaHNe KOTOPBIX HE Mpenmnojaraercs B AanbHeiimeMm. CTHpaHHIO TOAJIEKAT
HOCUTEINIH, COJepKallye 3allUIaeMyl0 HWH(QOpPMaIMio, KOTOpbIE BBIBOIATCA W3
skcrutyaramu B cocraBe MCIIJIH. He nomyckaercst cTupanie HEMCIPAaBHBIX HOCHUTENEH
W Tiepeaya MX B CEPBHCHBIM LIEHTp Ui pEMOHTa. Takue HOCUTENH JOJDKHBI
YHHYTOXATHCSA B COOTBETCTBUM C HACTOALIMM HOPSIIKOM.

7.2. CtupaHue NOO/DKHO MPOW3BOAUTHECS IO TEXHOJIOTHH, MPEXyCMOTPEHHOU s
JAHHOTO  THUMA  HOCWUTENs, C MPUMEHEHUEM CEpPTU(UIMPOBAHHBIX  CPEICTB
TapaHTUPOBAaHHOTO  YHUYTOXEHMA HWH(QopMamuu  (HOIycKaeTcs  3a/eliCTBOBAaThH
MEXaHU3Mbl 3aTHpaHUS BCTPOCHHbIE B CEPTU(QUIMPOBAHHBIE CpPEACTBA 3ALIUTHI
uHpOpMAIH).

7.3. YHUYTOXKEHHE  HOCHTEeNel  NpOM3BOOWTCA  IYTEM  HAHECEHHUS UM
HEYCTPAaHMMOT0 (PH3MUYECKOTO MOBPESKICHUS, WCKIIOYAOMET0 BO3MOXKHOCTh X
WCTIOJIb30BaHMA, a TAaKXKEe BOCCTAHOBICHMSA MHPOpManuM (Iepel YHHUYTOXKCHHEM, €CIH
HOCHUTENIb WCIpaBeH, MAODKHO ObITh IPOM3BEIACHO TapaHTHPOBAaHHE CTUpPaHHE
uHpopManMd Ha Hocutene). HemocpencTBeHHbIE JAEHCTBHA 1O YHHYTOXXEHHIO
KOHKPETHOT'O THIIA HOCUTEJIS JOJDKHBI OBITh JOCTATOYHBI JJIsl HCKJIIOYEHHUS BO3MOKHOCTH
BOCCTaHOBJICHUS UH(OpMAaILIUY.

7.4. ByMaxHble U MPOYHE CropaeMble HOCUTENH (KOHBEPTHI C HEUCTIONb3YEMBIMH
Oonee maponsAMHM) YHHYTOXKAIOT IyTEM CXHWIaHUA WIA C TOMOIIBI0 JIOOBIX
Oymarope3aTeIbHbIX MAIIHH.

7.5. Tlo QaxkTy YHHYTOXEHHA WIM CTHPAaHUS HOCHTENEH COCTaBIIAETCH akKT, B
XKypHaJax ydera JeNaloTCs COOTBETCTBYIOLIHE 3aIUCH.

7.6. Ilpouemypbl CTUpaHKS U YHUUTOXKEHUS OCYIIECTBISIOTCS KOMHCCHEH.

ox



8. Obe3nnmunBaHMe NEPCOHAJIBHBIX JAHHBIX

8.1. O6e3nuunBanye NEPCOHATBHBIX JAaHHBIX — NEWCTBHA, B PE3yNbTaTe KOTOPHIX
HEBO3MOXXHO OIPEACIUTh TPHUHAUIEKHOCTh MEPCOHANBHBIX NAHHBIX KOHKPETHOMY
CyOBEKTy NEePCOHAIBHBIX TaHHBIX

8.2, OO6e3nmMuuBaHKe TIEPCOHAIBHBIX JAHHBIX MOXKET OBITH TIPOBEIEHO C IEJBIO
BEJICHUs CTATUCTHYECKUX NAaHHBIX, CHIDKECHUs ymiepba OT pasrialleHus 3allHIIaeMbIX
NEPCOHAIBHBIX JaHHBIX, CHIKEHHs Kiacca MH()OPMAalMOHHBIX CHCTEM IE€PCOHATBHBIX
JAHHBIX M M0 JOCTV)KEHUIO Ieneil 00paboTku WM B ciydae yTpaThl He0OXOIUMOCTH B
JNOCTYDKECHHH 3THX IIeJIeH, eCii HHOE HE MPEAyCMOTPEHO (e IepaTbHbIM 3aKOHOM.

8.3.Crioco6bl  00€3MMUMBAHMA TPH  yCIOBMM  JanbHelmedl  oGpaGoTKu
MEePCOHAIBHBIX JaHHBIX:

- METOJI BBEJICHHSI UACHTU()HUKATOPOB;

- METOJI U3MEHEHH COCTaBa WM CEMaHTHKH,;

- 0000mmeHne (TIOHWKEHNE TOYHOCTH HEKOTOPHIX CBEICHHMIA);

- METOJ IeKOMITO3UINH (pa30ueHre MHOXKECTBA (MacCHBa) MEPCOHATIBHEBIX JAHHBIX
Ha HECKOJBKO IOAMHOXECTB (YacTel) ¢ MOCIEOyIOMUM pa3lelbHBIM XpaHEHHEM
MTOJIMHOXECTB,;

- METOJ| IE€pPEMEINMBAHUS (IIEPECTaHOBKA OTAEIBHBIX 3allUCeH, a TAKKe TIpyIIl
3alucell B MacCUBE MEPCOHATBHBIX TaHHBIX).

8.4.ln1 o0e3nmMuMBaHMs MEPCOHANBHBIX JAHHBIX HCIOJNB3YIOTCA  CIOCOOBI
o0e3nnunBaHus, onpeneraeHHble mpukazoM PenepansHoil ciyk0bl 0 Hax30py B chepe
CBSI3H, HH()OPMAIIOHHBIX TEXHOJIOTHI U MAaCCOBBIX KOMMyHHKamui ot 19.06.2025 r. Ne
140 «O6 yTtBepxkneHnM TpeOOBaHWI W METOIOB MO OOE3TMYMUBAHHUIO TIEPCOHATBHBIX
JAHHBIX» B COOTBETCTBUU C PEKOMEHIALMSIMH IO UCIIOJB30BAaHUIO 3THX METOJIOB.

8.5.Pemenne o0 HEoOXOOMMOCTH OO0E3MMYMBAHUS HEPCOHANBHBIX  JAHHBIX
IIPUHAMAET PYKOBOAUTENH Y UPEIKIACHHUA.

8.6.CotpynHukM  moApa3leieHuii, OOCTy)KHBalOIIMX  0a3bl  JaHHBIX €
IIEPCOHANIBHBIMUA ~ IaHHBIMH, OCYINECTBIIIOT  HEMOCPEICTBEHHOE O00e3IMYMBAHUE
'BBIOPaHHBIM CIIOCOOOM.

8.7. Ilopanok paGoTel ¢ 06e3TMYEeHHBIMHA EPCOHANBHBIMU JTAHHBIMH:

8.7.1. O6e3nucHHBIE IEPCOHANBHBIE JaHHBIE HE MOUIEKAT Pa3TIIAIICHHMIO.

8.7.2. OCe3mueHHBlE NEPCOHANBHBIE [aHHBIE MOTYT 00pabaTeiBaThes  C
UCIIOJIb30BaHKs U 0€3 MUCTIONIb30BaHUs CPEACTB aBTOMATH3AI[HH.

8.7.3. Ilpu 06paboTke 00E3MICHHBIX MMEPCOHATBHBIX JAHHLIX 0€3 MCIIOIb30BAHUS
CPEICTB aBTOMaTU3alMK HEOOXOIMMO COOIOICHHE:

- IPABMJI XpaHEHUs OyMaXKHBIX HOCUTEICH;

- IPaBMJI JOCTYIA K HUM U B IOMEILEHHS, TJI¢ OHH XPAHITCA.

9.3ak/II0YMTEILHbIE MTOJ0KEHH

9.1. Hacrosmee IlonoxxeHre BCTyaeT B CUILy C MOMEHTA €T0 YTBEPXKICHHUS.
9.2. H3menenus B IlonoxkeHue BHOCATCS B Cilyd4ae H3MEHEHUS HOPMATUBHBIX
IIPaBOBBIX aKTOB B c(hepe MepCOHANBHBIX JaHHBIX.



