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MHOJIOKEHHUE
no paéore ¢ HHONACHTAMH HHPOPMANHOHHOI De3onmacHOCTH
B rOCYAaPCTBEHHOM OIO/’KETHOM YUPE:KAeHHH COMHATBHOI0 00CTyKHBAHHUS
SApocaasckoii obnactu J{oM connaabHOro o0cayxuBanus «3a6ora»

I. O0mmue nosioxenusn
1.1. Hacrosmee [lonoxenue no paGotre ¢ MHIMAECHTAMH WH(OPMAITHOHHOM
0€30IMacHOCT B TOCYJAapPCTBEHHOM OIO/DKETHOM  YUPEXKACHHH COIHUAILHOrO
obcnyxuBanus Spocnasckoit obmactu JloMm commansHoOro o6emykusanus «3adoray
(nanee - Ilonoxenne) paspaboraH B IEIIX BbISBICHHS HaHOONEE aKTyallbHBIX yIpo3
UH(POPMALIMOHHOM (E30MaCHOCTH, OTpEACTICHHS MOpPSIKA AeHCTBUIA MOIb30BaTeNeH
MH()OPMAIIOHHBIX CHUCTEM B TOCYJapCTBEHHOM OMODKETHOM  YUPEKICHHH
companbHOro  oOciuyxkuBaHusa  SpocnaBckoit  obOmactu  JloM  conMaNggoro
oOcnyxuBaHus «3a00Tay (Janee — yIpexIcHUe).
1.2.ITonoxenue pazpaboTaHo B COOTBETCTBUMU ¢ DenepanbHbiM 3aKkoHOM Ne 152-
®3 «O mnepcoHanbHBIX AaHHbIX», DenmepanbHbiM 3akoHOM Ne 149-®3 «O6
uHpopMaluy, HHQYOPMALMOHHBIX TEXHONOTWSAX M O 3amure HWHOOPMAIHN,
ITocranoBinenuem IlpaBurensctBa P® or 01 wHoaGps 2012 r. Ne 1119 «O6
YTBEPKIECHUHM TPeOOBAHMI K 3aIIUTE NEPCOHAIBHBIX JAaHHBIX TIPH MX 00paboTKe B
UH(QOPMALIMOHHBIX CHCTEMAaxX MEPCOHATIbHBIX JMaHHbIX», [Ipukazom ®enepanbHoi
CItyk0bI 110 TEXHHYECKOMY U SKCIOPTHOMY KOHTpoJro oT 18 despams 2013 r. Ne 21
«O0 yTBEpkKIEHHUU COCTaBA U COACP)KAHUS OPTaHU3AIMOHHBIX M TEXHUYECKHX MEp
0 00eCHeYeHMI0 O€30MacHOCTH NEPCOHANBHBIX AAHHBIX TPU WX 00paboTKe B
UH(POPMALMOHHBIX CHCTEMAx IMEPCOHAIBHBIX NaHHBIXY», Ilpukazom emepanbHOii
ClLy OBl 10 TEXHUYECKOMY U SKCIOPTHOMY KOHTpOso oT 11 ¢eBpans 2013 r. Ne 17
«O0 yrBepkaeHUM TpeOoBaHWil O 3ammTe WHOOPMALMK, HE COCTABJISAIOLIEH
TOCYJApCTBEHHYIO TaiiHy, COACp)KALICICd B rOCYJapCTBEHHBIX HH()OPMAIHOHHBIX
CHCTEMAX).
1.3. Viaupaent uHGpOpMAIMOHHON Ge30MacCHOCTH — OJHO COOBITHE HUIM TPYIIIa
COOBITHIH, KOTOPBIE MOTYT IPHBECTH K COOSM WM HapYMICHHIO (YHKIHMOHUPOBAHMS
MH()OPMAIMOHHOM CHUCTEMBI ¥ (MJTH) K BO3HHKHOBCHHIO YTPO3 0€30MaCHOCTH, B TOM



yuclie Ipyu 00pabdoTKe MEPCOHANBHBIX TAHHBIX.

1.4. VnaumpeHtsl  MHQOPMALMOHHONM  O€30MacCHOCTH  MOTYT  OBITh
IIPEIHAMEPEHHBIMYU WM CIIYYAWHBIMU A MOTYT BbI3bIBATHCA KaK TEXHMUYCCKUMU, TaK
¥ QU3HYECKUMHU cpeacTBaMu. VX MOCieACTBUAMU MOTYT OBITh Takue COOLITHSA, Kak
HECAHKIIMOHUPOBAHHOE W3MCHEHHE HH(OpMallMM, €€ YHHUYTOXKCHHE WIH JPyrue
COOBITHS, KOTOPBIE CAENAIOT UHPOPMALIUIO HEAOCTYITHOM.

1.5. K uHimaenTam nH(OpMaIMoHHOM 0€301aCHOCTH OTHOCATCA:

¢ pasrnagieHHe MHQOPMALMK  OrPAaHMYCHHOTO  PACTpOCTPAHCHHSA, HE
COCTaBJIAIOLIEH rOCYAapCTBEHHYIO TalHY (Jajiee — 3aimimaemMas HHpopMars ),

e [iepejava 3anmimacMoi HHGopMauy 1Mo OTKPHITHIM KaHallaM CBS3H;

e 00paboTka 3ammniaeMoil MH(POpMALMK HA HE3AMMUIIEHHBIX TEXHUYCCKUX
cpesacTBax 00paboTku uHpOpMALMH,

e OnyOJMKOBaHWE 3aNMINAEMON WH(OpPMAaUMH B CPEACTBAX MAacCOBOM
uH(pOpMalUY;

e [iepelavya HOCHUTEII 3allMINaeMOoi HH(OpMALMH JIHUILY, HE HMEIOIEMY IIpaBa
JOCTYIIa K He,

® yTpara Wid XUAIIEHUE HOCUTENSA C 3aAUIACMOM nn«l)opﬁauﬂeﬁ;

® HECAaHKUMOHUPOBAHHOE U3MECHEHUE 3aIIMIIAEMON HHPOpMAIIHUH;

¢ HECAaHKIWMOHUPOBAHHOE KONMPOBAHUE 3aIMUINaeMoi HH(pOpMALIIH;

¢ HECAaHKUMOHUPOBAHHBIN 1OCTYI-K UH()OPMAIMOHHBIM CHCTEMaM KOMHUTETA;

®  JCIIOJb30BAHME 3aKJIAJ0YHBIX YCTPOMCTB M MPOrpaMMHBIX 3aK/Ia/I0K;

® [PUMEHEHHUE MPOrpaMMHBIX BUPYCOB;

® HECKOHTPOJUPYEMBbIE UBMEHEHUS B MH()OPMAIIMOHHOMN CUCTEME;

® HapylleHHE (YHKIMOHUPOBAHHA TEXHHYECKHX CpCACTB  00paboTKH
uH(pOpMaLKK, B TOM 4uciie Je(eKThl, COOH, OTKA3bl, aBAPUH TEXHHYECCKHX CPEICTB;

e nedektsl, cOOU, OTKa3bl B paboTe MPOrpPaMMHOTO 00eCTIEYEHuS.

1.6. B cinydae BO3HMKHOBEHMS WHIMICHTOB MH()OPMAMOHHONW G€30IMaCHOCTH,
MOPAIOK JEVWCTBUI IIPHU KOTOPHIX HE PErVIAMEHTHPOBAH HacToAmmM IlogoxenneM, B
YYPEKIACHAN BHIPaOATHIBAECTCS KOHKPETHBIM IJIaH JEUCTBUH C YYETOM TEKYIIEH
CUTYallH.

1.7. Pabora ¢ uHimaeHTamMu HHGOPMAIMOHHOM Ge30ITaCHOCTH BKJIIOYAET B ceOs
CJIEAYIOIIME HATPABICHUS:

® OIpEHENCHHE JMI, OTBETCTBEHHBIX 3a BBIABJICHHE MHIMICHTOB U
pearupoBaHue Ha HUX;

e Oo0OHapyXeHUE, UACHTU(DUKAIIUS U PErUCTPAII HHIUICHTOB;,

® CBOEBPEMEHHOE HH(POPMHPOBAHWE JIMI[, OTBETCTBEHHBIX 3a BBIBJICHUE
WHIMICHTOB M pearupoBaHUWE HAa HUX, O BO3HHUKHOBCHMM WHIMJICHTOB B
UHGOOPMALIMOHHBIX CHCTEMAX I0JIB30BATEIMH U aIMHHHCTPATOPAMH;

® aHaM3 MHOUICHTOB, B TOM YHCJIC ONpEJECNiCHHE HMCTOYHMKOB W IPUYHH
BO3HHMKHOBEHHS MHIU/ICHTOB, 4 TaK € OLEHKA HX MOCIEACTRHII;



¢ [PHUHATHE MCP IO YCTPAHCHUIO MOCJIC ACTBHIA HHITHACHTOB
® JUIAHHUPOBAHHUC W IMIPUHATHC MCPp II0 MNOPEAOTBPALICHUIO ITOBTOPHOI'O
BO3HHMKHOBCHUWSA UHIIUACHTOB.

II. OTBeTCcTBEHHBIE 32 BbISIBJICHHE HHIIHACHTOB HH(MpOPMATIHOHHOM
0e30MaCHOCTH W PeArHpOBAHHE HA HHX

2.1. B uaopMaiMOHHBIX CHCTEMAaX KOMHUTETA OTBETCTBEHHBIMH 32 BBISBIICHHUE
MHIHACHTOB UH(POPMAITMOHHON 0€30MaCHOCTH ABJISIOTCA:

e paGOTHUKH YUYpPEKIACHUSI, UMCIOIIUE MPABO JOCTyNa K HH(YOPMAIMOHHOMN
CHCTEME;

® DYKOBOOUTENb NOJApAa3ACHeHUS YUpeXKACHHA, B KOTOPOM BBISBJICH
WHITHACHT,

e pabOTHHK, OTBETCTBEHHBI 3a 3aIUTY NEPCOHATBHBIX JAHHBIX.

2.2. OTBETCTBEHHBIMH 3a pEarvupoBaHUE HA WHUUACHTH B HH(OPMALMOHHOMN
CUCTEME SIBJISTIOTCSL

¢ palOTHUKH YUPEKIECHUSI, UMEIOINKE MPABO AOCTyNa K HHPOPMAIOHHOI
CHCTEME; ..

® DYKOBOJOWTENb NOApa3AcAcHUs] YUpEeKACHHA, B KOTOPOM BBISBJIICH
WHIAJICHT,

e paloTHUK YUpeXIEHHUS, OTBETCTBCHHBINI 3a opraHmsanuio o0paGoTKu
NEPCOHAIBHBIX [aHHBIX, B Ciy4ae, €CI¥ HMHPOPMALMOHHAT CHCTEMa SBIAETCA
MH(OPMALMOHHON CUCTEMOM MEepCOHATBLHBIX JaHHbIX.

2.3. BHe uH(OpPMAILMOHHOM CHUCTEMBI OTBETCTBCHHBIMH 34 BBISBIICHHE
VHIHICHTOB ABJLSTIOTCS BCE pAOOTHUKH Y UpEIKICHHUS.

2.4 OTBETCTBCHHbIMM 3a PEardupOBAHUE HA MHUMACHTH BHE HH()OPMALMOHHOM
CHUCTEMBI SBJISFOTCS:

e paboTHUK YupexaeHusi, 0OHAPYKUBIIMA HHIHJICHT,

® PYKOBOJAWTENb IOAPA3ICICHHS, B KOTOPOM BBISIBJICH MHIIM/ICHT,

e paOOTHUK Y4YpexXIEHHsI, OTBETCTBCHHBIH 3a OpraHu3aiuio o0padoTKH
IIEPCOHAIBHBIX JaHHBIX KOMUTETA, B CIy4ae, €CIIM CYHECTBYET yrpo3a 6e30macHoCTH
IIEPCOHATbHBIX JAHHBIX.

I11. ITopsaox nedcTBHI NPH BOSHHKHOBEHHH HHIHACHTOB
HH(POPMANNOHHOI 0e30nacCHOCTH
3.1. PaGora mo oOHapyX EeHHI0O MHIUACHTOB WH(OPMAIMOHHON 0€30macHOCTH
BKJIIOYAET B ce0s MEpOIpPUITHS, HANPABJICHHbIE HA BbISBICHUE WHLIMICHTOB B
00y1acT MH(QOPMALMOHHOM 0€30MaCHOCTH C IMOMOIIBI0 TEXHHYECKHX CPEJICTB, B
XOJ€ KOHTPOJIBHBIX MEPOIIPUATHUIA, ¢ HOMOIIBIO paOOTHUKOB Y UpEKICHUS.
3.2. PaGotHuk YupexaeHus (MMOJb30BaTENh), OOHAPYKUBIIHI HHIIIAECHT B
MH(QOPMAIIOHHON CHCTEME, MODKCH HE3aMEUIHTENBHO, JHOOBIM  JTOCTYITHBIM



crmocoboMm, cooOmmrs 00 HHIMICHTE HEMOCPEACTBEHHOMY PYKOBOIUTEIIO,
palOTHUKY  YUpeXOEHHS, OTBETCTBCHHOMY 33  OPraHM3alMIO 06paboTku
IEPCOHANBHBIX [JAaHHBIX (B Ciydae, ecnv HMH(OOPMALMOHHAA CHCTEMA SBJSACTCS
HH(OPMAIMOHHON CUCTEMON IIEPCOHATLHBIX JaHHBIX).

3.3. OTBETCTBEHHBINA. 3a OpraHM3aAMI0 O0pPabOTKM IEPCOHATBHBIX JAHHBIX
OCYIIECTBISIET PETMCTPALMIO MHIMICHTOB B JKYpHAJIE y4YeTa HEIITaTHBIX CUTYallui
YupexaeHus U MPUHAMAET He3aMeTUTENbHbIE MEPhI K WICHTH(UKAIMY MCTOYHMKA
pHIACHTa MHPOPMAIHOHHON Ge30IIaCHOCTH, BOCCTAHOBIEHHIO paGoTOCIIOCOOHOCTH
MH(OPMAIIMOHHOM CHCTEMBI W YCTPAHEHHIO JeCTa0MIM3MPYIOMHX  (aKTOPOB
(ITpunoxenue 1).

3.4. XpaseHue XypHaa OCYIIECTBIIAETCS B MECTaX, UCKIOYAIOMIMX JOCTYI K
JKypHaTy HOCTOPOHHHX JHil. JKypHan XpaHUTCs B T€UCHHE 5 JIET IIOC/E 3aBEPLUICHHUS
Benenns. OTBETCTBEHHbIN 32 XpaHEHUE BEJCHHE M XPAHEHME JKypHana — pabOTHHK,
OTBETCTBEHHBIH 32 OpraHU3aIyio 00pabOTKH NEPCOHATBHBIX JAHHBIX B YUPEKICHHN.

3.5. AHalU3 WHIWIEHTOB, B TOM YKCJE ONpeAcieHHEe UCTOYHMKOB U NPUYHH
BO3HHMKHOBCHMS WHLMICHTOB, a TaK JXC OICHKY HX MOCICACTBUH OCYHICCTBILICT
pabOTHHK, OTBETCTBEHHBIN 3a OPraHM3aLMIO 00pabOTKM NEPCOHAIBHBIX JAHHBIX B
YUPEXKICHUU.

3.6. Mepbl 10 YCTPAHEHMIO MOCICACTBUN HHIMICHTOB BKIIOYAIOT B ceOs
MCpOTIPHATHSA, HATPABJICHHBIE HA ONpEIENeHHe IPaHMIl MHIMACHTa W ymepba ot
peanu3alyy yrpo3 MH(GOpMAIMOHHON O€30MacHOCTH, a TAKKE Ha JIMKBUIALMIO
MOCJIEICTBIM MHIMIEHTA U HOJHOE, JIM00 4acTHYIHOE BO3MELIECHHE yiepoa.

3.7. OueHka IIOCIEICTBHI WHIMACHTAa IIPOM3BOAMICA Ha OCHOBAaHHUHU
HOTEHLHAIBHO BO3MOXKHOT0 ymiep6a.

3.8. IlnanupoBanWe W TPUHATHE MEP IO TPEAOTBPALICHUIO IOBTOPHOTO
BO3HUKHOBEHHS WHIMACHTOB HH(POPMAIMOHHOHN OE€30ITaCHOCTH OCHOBBIBACTCA Ha
NPOBEICHAN MEPOIPUATHH MO0 OOy4EHHIO PaOOTHHKOB YYPEXACHUA NpaBuUiIaM M
crioco6am paboThl CO CPEICTBAMHU 3AIUTH MHPOPMAITOHHBIX CUCTEM, TOBCACHUM /10
pabOTHHKOB YupeXAeHHS HOpPM M TpeOoBaHWi (heAeparbHOrO M PErHOHAIBLHOrO
3akoHojarenscrBa  Poccuiickoit dPepepanyi, HOPMATHBHBIX IPAaBOBBIX aKTOB
YUpexJIeHus, yCTaHABJIMBAIONINX OTBETCTBEHHOCTh 33 HapyIIeHWEe TPeOOBaHMIA
uHGOPMALMONHON  O€30IIaCHOCTH,  CBOCBPEMCHHOM  MOJCPHM3ALMH  CHCTEMBI
obecrieueHnss MH(POPMANMOHHON 0E30IIaCHOCTH € YYCTOM BO3HMKHOBCHHS HOBBIX
yrpo3  MHQOPMAIMOHHOM  GE30IACHOCTH,  CBOEBPEMEHHOM  OOHOBICHHH
HpOrpaMMHOr0 00ECTICUCHIS, B TOM YHC/IE 043 CHTHATYP aHTHBHPYCHBIX CPE/ICTB.

IV.3akwunTe/IbHbIe HOJIOKEHHH

4.1. Hacrogmmee ITonokeHre BCTYIMAET B CHIY C MOMEHTA €0 YTBEPXKICHHUA.
4.2. VsmeneHus B llojiokeHHe BHOCATCHA B Clly4ae W3MEHECHHMS HOPMATHUBHBIX
IIPaBOBBIX AKTOB B C(hepe NEePCOHATBHBIX TAHHBIX.



Ipunoxenuel

I'ocynapcTBeHHOE 6IOKETHOE YUPEXKACHHE COLIMANBHOTO 00CcnyxHuBaHus SIpocnaBckoii obnactu
oM coupanbpHOro o0cmyxuBaHus «3abota»

Kypnana
perHcTpanHA HHOHACHTOB nHGOpMannOHHOH Oe3omacHOCTH

KypHan Hayat

KypHaun 3aBepiueH

Perncrpanus MHIHACHTOB HHPOpMANHOHHOH (6€300aCHOCTH

OHO, IIpunsaTeie
[IpunaTHIE MepHI
JIOJDKHOCTH, MeEpbI
ITpuamssr o
CTPYKTYpHOE o Pasmep Pasmep
Hara BO3HUKHO y MIpeIOTBpamie-
Ne | monpaznenen Ormcanue | ycTpaHeHu noTeHIManbHO-| dakTiue
BBISBJICHHA BEHUSL HUIO
n/n | we omua, MHIHMICHTA 10 BO3MOJKHOFO | CKOIO
I S——— HHIMOCHTA niocexcTsy| TEWHSHT 6a 6a | TOBTOPHOrO
o a 3 ym BO3HUKHOBEHHS
ero U
MHIHICHTA

MHIHUIOCHT HHIIUACHTA




