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[Tpuxa3 ®enepanbHOM CIykObI IO TEXHUYECKOMY U AKCIIOPTHOMY KOHTpoIto oT 18 ¢eBpans 2013 . N 21
"O6 ytBepxkaeHnu CoctaBa U cofepKaHUs OPTaHNU3AIUOHHBIX U TEXHUYECKUX Mep M0 00eCTIeYeHHIO
0€3011aCHOCTH NEPCOHAJIBHBIX JIAHHBIX IPU UX 00pabOTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX
JTaHHBIX" (C ©3MEHEHUSIMH M JIOTIOTHEHUSIMH )

IMpuka3 ®enepanbHOi CIY:KObI 0 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO
ot 18 ¢eBpans 2013 . N 21
"O0 yrBep:kaenun CocTraBa u coJAep:KaHUsI OPTAHM3ANMUOHHBIX U TEXHUYECKUX Mep MO0 ofecrneyeHuIo
0e30MacHOCTH NePCOHATbHBIX JAHHBIX MPH UX 00padoTKe B MH(POPMAIIMOHHBIX CHCTEMAaX
NMePCOHATbHBIX TAHHBIX"

C u3MeHeHUSIMU U JOMOJHEHUSIMH OT:

23 mapta 2017 .

B cootBerctBuM ¢ yacthio 4 crarbu 19 @epepanbHoro 3akona ot 27 urons 2006 . N 152-d3 "O
nepcoHanbHBIX JNaHHBIX" (CoOpanue 3akoHonmatenbcTBa Poccwmiickoit deneparmu, 2006, N 31, cr. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, cT. 4196; N 49, ct. 6409; 2011,
N 23, ct. 3263; N 31, ct. 4701) u [Tonoxennem o deaepalibHON CiIy:k0€ MO TEXHUYECKOMY U HKCTIOPTHOMY
KOHTPOJIIO, yTBEPKJIEHHBIM Yka3zom IIpe3nnenta Poccniickoit @enepannu ot 16 asrycra 2004 . N 1085
(Cobpanwue 3akoHonatrensctBa Poccuiickoit @eneparum, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008,
N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, cT. 818), mpuka3biBaro:

1. YTBepauths npunaraemple CocTaB U cojepikaHie OPraHU3allMOHHBIX U TEXHUYECKUX MEp I0
oOecredyeHnto 6e30MacHOCTH MEePCOHANBHBIX JAaHHBIX MPH UX 00paboTke B MHGOPMAIMOHHBIX CHCTEMaX
NEPCOHATIBLHBIX JAHHBIX.

2. Ilpuznars ytparuBmmum cuiny npukaz OCTOK Poccunm or 5 ¢espans 2010 N 58 "O6
yTBepkaeHun [TonokeHust 0 MeToax M crocobax 3amuTsl HHPOpMaIKU B UH(OPMAIIMOHHBIX CHCTEMax

MEePCOHANBHBIX JaHHBIX" (3apeructpupoBan MunroctoM Poccum 19 despans 2010 1., perucTpanroHHBINA
N 16456).

Hupextop ®PenepanbHOi cIyxKObI B. Cenun
10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO

3apeructpupoBano B Muntocte PO 14 mas 2013 1.
Perucrpanuonnsiii N 28375

CocraB u conep:kaHue
OPraHM3alMOHHBIX H TEXHHYECKHX Mep MO0 o0ecnedeHHuIo 0e30MacHOCTH NePCOHATBHBIX JaHHBIX NPH
X 00padoTKe B HH(POPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHbBIX
(yTB. mpukazom DegepaabHOM €JIy:KObI 10 TEXHHYECKOMY M IKCIIOPTHOMY KOHTPOJI10 0T 18 peBpais
2013 . N 21)

C n3MeHeHHSIMH 1 JOMOJHEHHSIMH OT:

23 maptra 2017 .
1. O61ue mos10KeHUS

1. Hacrosiuii JoKyMeHT pa3paboTaH B COOTBETCTBHHM € 4acThbi0 4 cTarbu 19 denepalbHOro 3aK0Ha
ot 27 utons 2006 r. N 152-®3 "O nepconanbHbix naHHBIX" (CoOpaHue 3akoHonmatenbcTBa Poccuiickoit
®enepanuu, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31,
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cT. 4173, cT. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, c1. 4701) u ycraHaBIMBaeT COCTaB H
COJIep>KaHNe OPraHU3AIMOHHBIX M TEXHMUYECKUX MEp MO O00ecrneyeHuIo Oe30MacHOCTH MEePCOHATBHBIX
JaHHBIX MPU UX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMaX IMEPCOHAIbHBIX JAaHHBIX (Janee - Mephl IO
o0ecriedeHn0 0e30MacHOCTH TEePCOHANBHBIX JAHHBIX) JUIS KaXJIO0ro W3 YPOBHEH 3alMIIEHHOCTH
MEePCOHANBHBIX JAHHBIX, YCTAaHOBJICHHBIX B TpeOoBaHMSIX K 3allUTe MEPCOHANBHBIX NAHHBIX MPHU HX
00paboTke B HMH(DOPMANMOHHBIX CHUCTEMAax MEPCOHATIBHBIX JAHHBIX, YTBEPKICHHBIX I10CTAHOBICHUEM
[IpaBurensctBa Poccuiickoit ®enepanuu or 1 HOosa0ps 20121 N 1119 (Cobpanue 3akoHOmATEIHCTBA
Poccuiickoit @enepanuu, 2012, N 45, ct. 6257).

Mepbl 1o oOecriedueHni0 0€30MacHOCTH TMEPCOHANBHBIX JaHHBIX NPUHUMAIOTCS JUIS 3allUThI
MEPCOHANBHBIX JAHHBIX OT HEMPABOMEPHOTO WJIM CIYyYalHOTO JOCTYIa K HUM, YHUYTOXKEHUSI, U3BMEHEHUS,
ONOKMpPOBaHUS, KOMMPOBAHMS, MPEIOCTABICHUS, pACIPOCTPAHEHHsI MTEPCOHATBHBIX JAHHBIX, a TaKXKe OT
WHBIX HETIPABOMEPHBIX ACHCTBUIN B OTHOLIEHUHU NIEPCOHANIBHBIX JIAHHBIX.

B mHacrosmeM [OKyMEHTE HE paccMaTpuBAaIOTCS BOIPOCHl obecredeHus Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM TIOPAJIKE K CBEICHUSM, COCTaBIISIOIINM
rOCyIapCTBEHHYIO TaliHy, a TakXe Mepbl, CBA3aHHbIE C TPUMEHEHHEM MU POBATHLHBIX
(xpunTorpaduuecKux) CPEACTB 3aIUTH HHPOPMALIUH.

2. be3omacHOCTh NEPCOHAIBHBIX JaHHBIX NMPU UX 00paboTke B HHPOPMAIMOHHOW cHCTEME
MEPCOHANBHBIX JAaHHBIX (Hajee - WHGPOPMALMOHHAS CHUCTEMa) OOECIeUMBAET OIlepaTrop WIH JIUIO,
OCYUIECTBIIAIONIEE O0pabOTKy MEePCOHANBHBIX MAaHHBIX IO IMOPYYEHHUIO OIleparopa B COOTBETCTBUU C
3aKoHoOzarenbCcTBOM Poccuiickon Penepanuu.

Jlis BbIOMHEHUS paboT 1Mo oOecreyeHHI0 Oe30MacCHOCTH TMEePCOHANBHBIX JaHHBIX MPH HUX
00paboTke B MHPOPMAIIMOHHOW CUCTEME B COOTBETCTBHHU C 3aKOHOJATENBCTBOM Poccuiickoii Deneparuu
MOTYT TIpUBJEKaTbcsi Ha JIOTOBOPHOM OCHOBE IOPHAMYECKOE JIMIO WIM  WHIAUBUAYaIbHbIN
MpeTPUHUMATEIb, UMEIOIIHNE JTUIICH3UIO Ha JeATEILHOCTh 110 TEXHHYECKOH 3amuTe KOHPUACHIIHNATHLHOU
nHpopmaruu.

3. MepsI o obecriedeHn o 0e30MacHOCTH MIEPCOHANBHBIX JAHHBIX PEATM3YIOTCS B PAMKAaX CHCTEMBI
3aIUTHI IEPCOHATBHBIX TAHHBIX, CO3/IaBAEMON B COOTBETCTBUU C TpeboBaHUsIMU K 3alIUTE MEPCOHATBHBIX
JTaHHBIX MPH WX 00paboTke B WH(MOPMAIMOHHBIX CUCTEMAax IEPCOHAIBHBIX JAHHBIX, YTBEPKICHHBIMU
noctanorienrem IlpaButenscTBa Poccuiickoit @eaepanuu ot 1 HOsiOps 2012 . N 1119, u 10mKHBI OBITH
HaIpaBJIeHbl Ha HEUTPATIU3ALIUIO aKTyaJIbHBIX YIPO3 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX.

4. Mepbl o oOecreueHuIo 0e30MacHOCTH TMEePCOHATBHBIX JAaHHBIX PEaNU3yITCs B TOM 4YHCIIE
MMOCPEJICTBOM MPUMEHECHHSI B MH()OPMAIMOHHON CHUCTEME CPEICTB 3allUThl MH()OPMAIIUH, TIPOIICIIINX B
YCTaHOBJICHHOM MOPSIKE MPOIEeTypy OLEHKA COOTBETCTBUS, B CIIydasx, KOIJa MPUMEHEHHE TaKUX CPEICTB
HEO0OXO0AMMO ISl HEUTpaIU3alluy aKTyaJIbHBIX YIP0O3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX.

TAPAHT:

Hywmepatust myHKTOB MPUBOIUTCSI B COOTBETCTBUU C UCTOYHUKOM

6. OueHka 3(pPeKTUBHOCTH peaTu30BaHHBIX B PaMKaX CHCTEMbI 3alIUTHI MEPCOHATBHBIX JaHHBIX
Mep 1o o0ecredeHnto 0e30MacHOCTH MEPCOHANIBHBIX JAHHBIX MPOBOAUTCS OMEPATOPOM CAMOCTOSITEIHHO
WIH C IPUBJICYCHUEM Ha JOTOBOPHOW OCHOBE IOPUAMYECKUX JIUI] M MHAUBUAYAJIbHBIX MpeANpUHUMATENCH,
MMEIOIIMX JIUIICH3UI0 HAa OCYIIECTBICHUE ACSITEIIBHOCTH MO TEXHUYECKOW 3aluTe KOH(PUACHITUATHHOU
uHpopMaluu. YkazaHHas OlleHKa IPOBOIUTCS HE peke OHOTO pa3a B 3 roja.

7. Mepbl mo obecrieueHHIO O€30MaCHOCTH MEPCOHAJBHBIX JaHHBIX TPH HX 00paboTKe B
rOCyAapCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMaxX MPUHUMAIOTCS B COOTBETCTBUH C TPEOOBAHUSMU O 3aIIUTE
nH(pOPMAITUH, CONEPKAIICHCS B TOCYIAPCTBEHHBIX HH()DOPMANMOHHBIX CHUCTEMaX, YCTAaHABIMBACMBIMU
OCTOIK Poccun B mpenenax CBOMX MOJIHOMOUYMNA B COOTBETCTBHM C 4HacThio 5 crarbu 16 dDeaepalibHOTO
3akoHa oT 27 mtonst 2006 . N 149-®3 "O6 mnHbopmanmu, WHOOPMAIMOHHBIX TEXHOJOTHSIX M O 3aIIUTE
unpopmarun" (Cobpanue 3akoHonarensctBa Poccuiickoit denepanuu, 2006, N 31, ct. 3448; 2010, N 31,
cT. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328).
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I1. CocTaB u conepskaHue Mep Mo odecrnevdeHn1o 06€30MacCHOCTH MEePCOHAJBLHBIX TaHHBIX

8. B cocraB mep no obecrneueHno 6e30MacHOCTH EPCOHANBHBIX JaHHBIX, PEAIU3YEMBIX B paMKax
CHCTEMBI 3alllUThl MEPCOHAJBHBIX JAHHBIX C YYETOM aKTyaJbHBIX YIpo3 0€30HacHOCTH MEPCOHAIBHBIX
JTAHHBIX ¥ IPUMEHSEMBIX HH(POPMALMOHHBIX TEXHOJIOTHH, BXOIAT:

UACHTUGUKALNA U ayTeHTH(PUKaLUsA CyOBbEKTOB 1OCTyNa U OOBEKTOB JOCTYIIA;

yIpaBJIEHUE TOCTYIIOM CyObEKTOB JIOCTYIa K 00bEKTaM JI0CTYTIa;

OrpaHUYEHHUE NPOrPAMMHOM CpeJibl;

3alIiTa MAaIlIMHHBIX HOCUTeNel MH(OpMaIuy, Ha KOTOPHIX XpaHsATcs U (Wwin) oOpadaThiBaroTCs
NepCOHAJIbHBIE TaHHbIE (JaJiee - MAIIMHHbIE HOCUTEIN EPCOHAIBHBIX JaHHBIX);

perucTpaius cCoOObITHI 0€301MacCHOCTH;

aHTHUBUPYCHAs 3aLIUTA;

oOHapyXeHue (MpeJOTBPALICHNE) BTOPKEHHI;

KOHTPOJIb (aHAJIM3) 3aLUIEHHOCTH NEPCOHATBHBIX JaHHBIX;

o0ecreyeHre eI0CTHOCTA HHPOPMAITMOHHON CHCTEMBI U IEPCOHANIBHBIX JTAHHBIX;

obecriedeHne T0CTYITHOCTH NePCOHANIbHBIX TaHHbIX;

3alUTa CPeIbl BUPTYaIN3aIliig;

3alUTa TEXHUYECKUX CPEJICTB;

3anIuTa THPOPMAITMOHHOW CHCTEMBI, €€ CPEJCTB, CUCTEM CBSI3M U IIepe/iauu JTaHHbBIX;

BBISIBIICHHE WHIMJIEHTOB (OJHOTO COOBITHS WJIM TPYHIBI COOBITHI), KOTOpbIE MOTYT NPHUBECTH K
cO0sIM WM HapyuleHHI0 (YHKIMOHHUPOBAHHS WH(POPMALMOHHOW CHUCTEMBI M (WJIM) K BO3HHUKHOBEHUIO
yIpo3 6e30MacCHOCTH MEPCOHANIBHBIX JTAaHHBIX (J1ajiee - MHIUAEHTBI), U pearupoBaHUe Ha HUX;

yrpaBieHue KoHUrypanuei HH(OPMAIMOHHON CHCTEMBI W CHUCTEMBI 3aIUTHl MEPCOHAIBHBIX
JIAHHBIX.

CoctaB u cojepaHHe Mep IO OO0ECTCUEHHI0 Oe30MacCHOCTH IEePCOHANBHBIX JJTAaHHBIX,
HEOOXOIUMBIX JUIsI OOecredyeHus] KakKJoro M3 YpPOBHEH 3allMIIEHHOCTH IE€PCOHAJIBHBIX JIaHHbIX,
MIPUBEACHBI B IPUIIOKEHUH K HACTOSIIEMY JJOKYMEHTY.

8.1. Mepbl o uUASHTHU(PUKAIMK U ayTeHTU(UKAUU CYOBEKTOB JOCTyNa W OOBEKTOB OCTyMa
JOJDKHBI  00eCreuuBarh IPHCBOCHHE CyObeKTaM W OO0BEKTaM JIOCTyNa YHHKAJIBHOTO MpH3HAKA
(uneHTH(UKATOpPA), CPAaBHEHHE MPEABIBIIEMOr0 CyOBEKTOM (0OBEKTOM) NOCTymna HIeHTH(]HKaTopa ¢
MEpEeYHEM NPUCBOCHHBIX HICHTH(PHKATOPOB, a TaKKe MPOBEPKY MPUHAIICIKHOCTH CyObEKTY (0OBEKTY)
JOCTYIIA MPEIbABIEHHOTO UM UACHTU(HUKATOpa (IOATBEPKICHUE TOATUHHOCTH).

8.2. Mepbl 1O YNpaBICHHUIO JOCTYNOM CYOBEKTOB J0CTyNma K OOBEKTaM JIOCTyMa JOJIKHBI
obecrieunBaTh yNpaBlIeHUE NpaBaMU U TMPHUBWIETHUAMHU CyObEKTOB JOCTyIA, Pa3rpaHUYEHUE OCTyIa
CYOBEKTOB JIOCTyNa K 00bEKTaM JIOCTyIa Ha OCHOBE COBOKYIMHOCTH YCTaHOBJICHHBIX B HH()OPMAIIMOHHOMN
cHUCTeME NpaBWJI pa3rpaHUYEHUs JOCTyIa, a TakXke oOecredynBaTh KOHTPOJIb 3a COOMIOAEHHUEM 3THUX
MIpaBUIL.

8.3. Meprl MO OrpaHUYECHHUIO MPOTPAMMHOM CpeIbl JOIKHBI O0eCreuynBaTh YCTAHOBKY U (WJIH)
3allyCK TOJNBKO PAa3pelIeHHOr0 K HWCIONb30BaHUIO B HWH(POPMAIMOHHOW CHCTEME MpPOTrPaMMHOTO
o0ecreyeHns: WK UCKJII0YaTh BO3MOKHOCTh YCTAHOBKH U (MJIM) 3aIlyCKa 3alpeIeHHOTO K UCTIOJIb30BaHHIO
B MH(POPMAIMOHHON CHCTEME MPOrPaMMHOT0 00ecieueHusl.

8.4. Mepbl mO 3alIMTe MAIIWHHBIX HOCHUTENEH NepCOHAIBbHBIX TaHHBIX (CpencTB 00paboTKu
(XpaHeHUsI) MEPCOHATBHBIX JaHHBIX, ChEMHBIX MAIIMHHBIX HOCHUTENCH MEepCOHATBHBIX JaHHBIX) JOJIKHBI
HCKJIF0YaTh BO3MOKHOCTh HECAHKIIMOHMPOBAHHOTO JIOCTyNa K MAIlMHHBIM HOCUTESIM U XpaHIIIUMCS Ha
HUX TEPCOHAIBHBIM JaHHBIM, a TaKXe HECAHKIMOHWPOBAHHOE HCIOJIBb30BAaHHE CHEMHBIX MAIIMHHBIX
HOCHTEJIEH IePCOHAIBHBIX JIaHHBIX.

8.5. Mepsl mo peructpanuu COOBITHI 0€30MacHOCTH JIOJDKHBI 00ecreunBarth cOOp, 3almuch,
XpaHeHHe U 3alUTy MH(GOpManMu O COOBITUAX O€30MacCHOCTH B MH(OPMAIMOHHON CHCTEME, a TaKkkKe
BO3MOXXHOCTb ITPOCMOTPA U aHaJM3a MH()OPMAIIUY O TAKUX COOBITUSX U pearnpoBaHKe HA HUX.

8.6. Mephbl 10 aHTUBUPYCHOM 3alllUTe AOJDKHBI OOecreunBaTh OOHapykeHHe B MH(OpPMALMOHHON
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CUCTEME KOMITBIOTEPHBIX MpOTrpamMM JIMOO HMHOM KOMMBIOTEpHON HH(OpManuu, NpeaHa3HAuYEHHOW IS
HECAHKIIMOHUPOBAHHOTO YHHUYTOXKEHHsSI, OJIOKMPOBaHUS, MOIU(DUKAIMH, KOIMMPOBAHHUS KOMITBIOTEPHON
uHbOpMaIMU WU HEWTpanu3allMd CPEACTB 3alluThl HH(GOpMalMU, a TaKXKe peardupoBaHHE Ha
oOHapy»XeHHE 3TUX MPOTpaMM U HH(OpMAITHH.

8.7. Mepbl 1o oOHapyXeHHIO (MPEIOTBpPALICHUIO) BTOPKEHUU JOIDKHBI —00OecreynBaTh
oOHapykeHHE JIeHCTBHIA B HH(POPMAIIMOHHON CUCTEME, HAITPABICHHBIX HA HECAHKITMOHUPOBAHHBIN JTOCTYII
K uHbOpMaIMK, CHelHalbHble BO3ACUCTBUA Ha WH(GOPMAIMOHHYIO cHCTeMy U (WJIHM) TepCOHANIbHBIE
TaHHBIE B LEJSIX JOOBIBaHUS, YHUYTOXKCHHS, MCKaXCHHS M OJOKMPOBAHUS JOCTYyNa K IMEPCOHAIBHBIM
JTAaHHBIM, a TaK)Ke pearupoBaHue Ha 3TU JCUCTBUS.

8.8. Mepsl 1O KOHTPONIO (aHAIM3y) 3alIMIIEHHOCTH TMEPCOHANBHBIX JAHHBIX JOJDKHBI
o0ecreurBaTh KOHTPOJb YPOBHS 3alMIIEHHOCTH TIE€PCOHAJbHBIX MJAaHHBIX, 00pabaThiBa€MbIX B
MHPOPMALIMOHHOW CHUCTEME, IIyTeM MPOBENEHUS CHCTEMAaTHYeCKHMX MEpPONPHUSITHH 10 aHaIu3y
3aIUIIEHHOCTH WH(POPMAIIIOHHOM CHCTEMBl M TECTUPOBAHUIO PabOTOCIIOCOOHOCTH CHCTEMBI 3aIIUTHI
MEPCOHAIbHBIX TaHHBIX.

8.9. Mepsl o o0ecneueHuIo HeI0CTHOCTH HH()OPMAIIMOHHON CHCTEMBI M MEPCOHATBHBIX JTaHHBIX
JOJDKHBL  o0ecrieunBaTh OOHapykeHHe (DaKTOB HECAHKIIMOHUPOBAHHOTO HAPYIICHHUS IEIOCTHOCTH
MH(GOPMAIMOHHON CHCTEMBI U COJEpIKAIIMXCS B HEW NMEpCOHANBHBIX IAHHBIX, a TaKXKe BO3MOXKHOCTb
BOCCTAHOBJIEHUS! THPOPMALIMOHHONW CUCTEMBI U COAEPKAILNXCSA B HEH NIEPCOHANIbHBIX JaHHbIX.

8.10. Mepsl mo oOecreyeHHut0 IOCTYIMHOCTH TMEepPCOHANBHBIX ITaHHBIX JIOMKHBI 00ecleYnBaTh
aBTOPU30BAHHBIN JOCTYI II0JIb30BaTENIel, MMEIOIIMX IIpaBa IO JOCTYIY, K INEpPCOHAJIBHBIM JAHHBIM,
coiepX)amuMcs B HUHQOPMAallMOHHOW  CHUCTeMe, B IITaTHOM peXuMe  (PyHKIIMOHUPOBAHHUS
MH(POPMALIMOHHOW CUCTEMBI.

8.11. Mepbl mo 3amuTe Cpeabl BUPTyalU3alldd JOJDKHBI HCKIIOYATh HECAHKIMOHHUPOBAHHBIN
JOCTYTI K TIEPCOHAIBHBIM JJAHHBIM, 00pa0aThIBAEMbIM B BUPTYAIbHOW MHAPACTPYKTYPE, U K KOMIIOHEHTaM
BUPTyaIbHON WMHGPACTPYKTYypbl U (WJIM) BO3JACHCTBHE HA HHUX, B TOM YHUCJIE K CPEICTBAM YIMpaBICHUS
BUPTYyaJbHOH HH(PACTPYKTYpOH, MOHHUTOPY BHPTYalbHBIX MAIIWH (THUIEPBU30PY), CUCTEME XpaHECHHUS
TaHHBIX (BKJIIOYAs CHCTEMY XpaHEeHHs 00pa3oB BUPTYaIbHON MHPPACTPYKTYpHI), CETH Mepeaayd JaHHBIX
gyepes3 3JIEMEHTHl BUPTYaIbHOW WK (pu3Hueckol HHQPACTPYKTYPHl, TOCTEBBIM ONEPAITMOHHBIM CHCTEMAaM,
BUPTYaJIbHBIM MalllMHaM (KOHTEeHHEepaM), CUCTEME M CETH PeIUIMKAINH, TEPMUHAIBHBIM U BUPTYaJTbHBIM
YCTPOMCTBaM, a TAKKE CUCTEME PE3EPBHOI0 KOITMPOBAHUS U CO31aBAEMbIM €10 KOIIHSIM.

8.12. Mepbl mO 3almuTe TEXHUYECKUX CPEICTB JOKHBI HCKIIOUaTh HECAHKIMOHHPOBAHHBIN
JOCTyIl K CTAallMOHApHBIM TEXHUYECKUM CpEJICTBaM, 00padaThIBalOUIMM IEPCOHAIBHBIE JaHHbIC,
cpeacTBaM, obecreynBarOMM (PYHKIMOHUPOBaHHE HWH(OPMAIMOHHONW CHCTEMBI (J1ajee - CpeacTBa
obecriedeHrs1 HYHKIMOHUPOBAHUS), U B TIOMEIIEHUs, B KOTOPHIX OHU MOCTOSIHHO PACIIONIOKEHBI, 3alUTy
TEXHMYECKHX CpEACTB OT BHENIHUX BO3JACHCTBUI, a Takke 3allUTy T[epPCOHAIbHBIX [aHHBIX,
NIPECTABICHHBIX B BHJIE HH()OPMATUBHBIX IEKTPUUECKUX CUTHAJIOB U (PU3UUECKUX TOJIEH.

8.13. Mepsl mo 3amure HWHGOOPMAIMOHHON CHUCTEMBI, €€ CpPEICTB, CHUCTEM CBS3M U Nepenavu
TAHHBIX JJOJDKHBI 00€CTIeunBaTh 3aIIUTY MEPCOHATBHBIX JaHHBIX MPU B3aUMOJIEHCTBHH MH()OPMAITMOHHON
CUCTEMBbI MU €€ OTAENBHBIX CETMEHTOB C MHBIMH HMH()OPMAIMOHHBIMU CHCTEMaMHU U MH(POPMAIMOHHO-
TEJIEKOMMYHUKAITHOHHBIMU CETSIMHU MTOCPEACTBOM MPUMEHEHHUSI apXUTEKTYPbl HH(OPMAIIMOHHON CHCTEMBI
Y TIPOEKTHBIX PEUICHH, HalpaBIeHHBIX Ha oOecredeHne 0e30MacHOCTH MEPCOHANBHBIX JIaHHBIX.

8.14. Mepbl MO BBISBICHUIO HMHIMJIEHTOB M pEarMpoBaHUI0 HAa HUX JOJDKHBI 00€CIeuMBaTh
oOHapyXeHue, UICHTH(PHUKAINIO, aHATIN3 WHLIUICHTOB B MH(OPMAIMOHHON CHUCTEME, a TaKKe MPUHSITHE
Mep 10 YCTPAHEHMIO U MPENYIPEXKACHUIO NMHIIUJCHTOB.

8.15. Mepsl mo ympaBieHU0 KoHGUrypamnuei MHPOPMAIMOHHOW CHCTEMBI M CHUCTEMbI 3aIUTHI
MEPCOHANBHBIX ~ JIaHHBIX  JOJDKHBI ~ OOecreumBaTh  YOpaBlICHWE  W3MEHEHHSAMH  KOH(HTyparuu
MH(GOPMAIMOHHON CHUCTEMBI M CHCTEMbI 3alllUThl MEPCOHANBHBIX MaHHBIX, aHAJIU3 MOTEHIUATBHOTO
BO3/IEMCTBUS IJIaHUPYEMbIX U3MEHEHHUI Ha oOecrieueHnue 0e30MacHOCTH MEPCOHANIBHBIX JIaHHBIX, a TAKXKe
JOKYMEHTHpPOBaHUE 3TUX U3MEHEHUU.

9. Beibop Mep o obecrieueHno 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX, MOJICKAIIUX PeaTu3alluu
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B MH(OPMAIMOHHOMN CHCTEME B PaMKaX CUCTEMbI 3alIUThl IEPCOHABHBIX JaHHBIX, BKIIIOYAET:

ompeeneHue 6a30Boro Habopa Mep mo obecredeHno 0€30MacHOCTH MEPCOHATBHBIX JTAHHBIX IS
YCTaHOBJIEHHOTO YPOBHS 3al[UIIIEHHOCTH MEPCOHATBHBIX JAHHBIX B COOTBETCTBUU C 0a30BBIMU HaOOpaMu
Mep 1o oOecnedeHHI0 O€30MacHOCTH TEePCOHANBHBIX JaHHBIX, MPUBEACHHBIMA B NPWIOKEHHH K
HACTOSAUIEMY JOKYMEHTY;

amanranuio 0a3oBoro Habopa Mep MO OOCCIEUEHUIO0 OS30MaCHOCTH IMEPCOHATIBHBIX JAHHBIX C
Y4E€TOM CTPYKTYPHO-(YHKIIMOHAJIBHBIX XapaKTEPUCTUK HH(POPMAIIMOHHOW CHCTEMbI, WHGOPMAIIMOHHBIX
TEXHOJIOTH, 0COOEHHOCTEH (PYHKIIMOHUPOBAHUS MH(POPMAIIMOHHONW CHUCTEMBI (B TOM YHCIIE MCKIIOUCHHE
u3 0a3oBoro Habopa Mep, HEMOCPENCTBEHHO CBS3aHHBIX C HH()OPMAIMOHHBIMU TEXHOJOTHSIMH, HE
MCTIOJIb3YeMBIMH B HH()OPMAIIMOHHON CUCTEME, WIH CTPYKTYpHO-(YHKIMOHATIBHBIMH XapaKTEPHUCTUKAMH,
HE CBOMCTBEHHBIMH UH()OPMALIMOHHON CUCTEME);

YTOUHEHHE aJalTHpPOBAaHHOro ©Oa30Boro Habopa Mep 10 obecrneyeHuro 0e30MacHOCTH
MePCOHABHBIX JIAHHBIX C YUYETOM HE BBIOPAHHBIX paHee Mep, MPUBEICHHBIX B IPUIOKEHUH K HACTOSIILIEMY
JTOKYMEHTY, B pe3yJbTare 4ero OINpPEeIIIOTCS Mephbl Mo oOecrneueHnio 0e30MacHOCTH MepCOHATbHBIX
JAHHBIX, HaMpaBlieHHbIE HA HEUTpaIU3alMI0 BCEX AaKTyaJbHBIX YIrpo3 O€30MacCHOCTH MEePCOHATBHBIX
JAHHBIX JIJIs1 KOHKPETHON HH()OPMAIIMOHHON CUCTEMBI;

JIOTIONIHEHHE YTOYHEHHOTO aJalTUpOBaHHOrOo 0a3oBoro Habopa Mep Mo 0OecredyeHuro
0€30MacHOCTH MEPCOHAIBHBIX JTAHHBIX MEPaMH, 00€CTeUHBAIONIMMHU BBITOIHEHHE TPEOOBAHUH K 3aIIUTE
MEePCOHANbHBIX JaHHBIX, YCTAHOBIIEHHBIMM HWHBIMA HOPMATHUBHBIMHM TPAaBOBBIMH aKTaMHU B 00JacTu
obecriedeHns1 6e30MacCHOCTH MEPCOHAIBHBIX JAHHBIX M 3aLIUTHl HH(OPMAIINH.

10. ITpu HEBO3MOXKHOCTU TEXHUYECKON peann3aliy OTAEIbHBIX BEIOPAHHBIX Mep M0 00eCIeUeHUI0
0€30MacHOCTH MEPCOHATBHBIX JAHHBIX, & TAKKE C YyUETOM SKOHOMUYECKOH 11e1eCO00pa3HOCTH Ha dTarax
aganTanuu 0azoBoro Habopa Mep W (WJIM) YTOYHEHHS aJanTHPOBAHHOTO 0a30BOoro Habopa Mep MOTYT
pa3pabarbiBaThCsl MHbIE (KOMIICHCHPYIOIINE) MEPHI, HANPaBJIeHHbIE HA HEHTPAIM3alHIO aKTyaJbHBIX yTPO3
0€30MMacCHOCTH MEPCOHANBHBIX JaHHBIX.

B sTOoM cnyuyae B xozme pa3pabOTKH CHCTEMBI 3aIIMTHI MEPCOHAIBHBIX JAHHBIX JOJDKHO OBITH
MpoBeJeHO O00OCHOBaHME MPUMEHEHHsS KOMIICHCHUPYIOIIUX Mep sl oOecredeHus O0e30MacHOCTH
MIEPCOHATILHBIX JaHHBIX.

11. B cinyyae ompezneneHusi B COOTBETCTBUU C TpeOoBaHMAMU K 3alllUTE MEPCOHATBHBIX MPH UX
00paboTke B WHPOPMALMOHHBIX CHCTEMaX IMEPCOHAIBHBIX NAHHBIX, YTBEPKICHHBIMH I10CTAHOBICHHEM
[IpaBurensctBa Poccuiickoit @enepammu ot 1 HOsiOps 2012 . N 1119, B kKayecTBe aKTyallbHBIX yIpoO3
0€30MacHOCTH TEPCOHANBHBIX JAAHHBIX 1-r0 M 2-TO TUIOB JOMOJHUTENHFHO K MepaM 10 00eCreueHHIo
0€30MacCHOCTH TEPCOHAJbHBIX JIAHHBIX, YKa3aHHbBIM B IyHKTE & HACTOSIIETO JOKYMEHTa, MOTYT
MIPUMEHSTHCS CIEAYIOUTNE MEPHI:

MpoBEpKa CHUCTEMHOro H (WJIM) MPHUKIATHOTO TMPOTPAMMHOIO OOecredeHus, BKIIOYast
NPOTPAaMMHBIM  KOJl, Ha OTCYTCTBHE HEICKJIAPUPOBAHHBIX BO3MOXKHOCTEH C  HCIIOJIIb30BaHHEM
aBTOMAaTHU3UPOBAHHBIX CPENICTB U (MK) O€3 NCIOIB30BaHMS TaAKOBBIX;

TECTHpPOBaHNE HH()OPMAIIMOHHON CUCTEMBI Ha TPOHUKHOBEHHS,

UCIIONb30BaHNEe B MH(POPMAIIMOHHOW CHUCTEME CHUCTEMHOTO U (WMJIM) MPHUKIATHOTO MPOrpPaMMHOTO
obecriedeHus1, pa3paboTaHHOTO C UCTIOIB30BAaHHEM METOJIOB 3aIUIIEHHOTO MPOTPaMMHPOBAHUSI.

Nudopmarms 06 N3MEHEHUSIX:
Ipukazom @CTIK Poccuu om 23 mapma 2017 2. N 49 nynkm 12 uznodxcen 6 H0801U pedakyuu

Cm. mexkcm nyHKkma 6 npeovioyujeli peoaxkyuu
12. TexHn4yecKre Mephl 3aIIUTHI IEPCOHANBHBIX JAHHBIX PEAU3YIOTCS MOCPEICTBOM MPUMEHEHUS
CpeACTB 3amuThl MWH(OpMAIMKM, B TOM 4YHCIE MPOrPAMMHBIX (IIPOrpaMMHO-AIMapaTHBIX) CPEICTB, B
KOTOPBIX OHH PEATM30BaHbI, UMEIOIIUX HEOOXOIUMbIE (PYHKIIMH O€30MacHOCTH.
[Ipu wucronp3oBaHMU B HMH(GOPMAIMOHHBIX CUCTEMax CEpTH(GHUIMPOBAHHBIX IO TpPEeOOBAHUIM
6e30nmacHOCTH HH(POPMALIUHU CPEIICTB 3AIUTH HH()OPMAIHH:
B MH(OPMAIIMOHHBIX CHCTEMax | YpOBHS 3alllUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX MPUMEHSIOTCS

05.03.2020 Cucrema TAPAHT 5/14


http://ivo.garant.ru/document/redirect/57419087/1012
http://ivo.garant.ru/document/redirect/71664266/1001
http://ivo.garant.ru/document/redirect/70252506/0
http://ivo.garant.ru/document/redirect/70252506/41

[pukasz OenepanabHOil CIyKOBI IO TEXHUYCCKOMY M SKCIIOPTHOMY KOHTpOITIo oT 18 deBpans 2013 . N 21 "06...

CpezAcTBa 3allMThl MH(OpMALMK He HIKE 4 Kilacca, a TAaKXkKe CPEe/ICTBA BHIYUCIUTENBHON TEXHUKU HE HIKE
5 Kimacca;

B MH(OPMAIMOHHBIX CUCTEMAax 2 YPOBHA 3alllMIIEHHOCTU MEPCOHAJIBHBIX JAHHBIX HMPUMEHSIOTCS
CpezcTBa 3aluThl MH(OpPMAIMK HE HIDKE 5 KJlacca, a TAKXKe CPE/ICTBA BHIYUCIUTENBHON TEXHUKH HE HIDKE
5 knacca;

B MH()OPMAIIMOHHBIX CHCTEMax 3 YPOBHS 3alUIIEHHOCTH MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpezAcTBa 3alUThl MH(OpMALMK HEe HIKE 6 Kilacca, a TAaKXKe CPEe/ICTBA BHIYUCIUTENBHOM TEXHUKU HE HIKE
5 Kiacca;

B MH(OPMAIMOHHBIX CUCTEMax 4 YpOBHS 3alllMIIEHHOCTU MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpezAcTBa 3alMThl MHGOpMAIMK HE HIDKE 6 Kilacca, a TAaKXKe CPE/ICTBA BHIYUCIUTEIBHON TEXHUKH HE HIDKE
6 knacca.

Knaccel 3amuThl ONpenenstoTcss B COOTBETCTBMM C HOPMATUBHBIMM TMPAaBOBBIMHM aKTamH,
W3AHHBIMU B COOTBETCTBUM ¢ mnojanyHktom 13.1 mynkra 8 Ilomoxenus o denepanbHOil ciyx0e MO
TEXHUYECKOMY M JOKCIIOPTHOMY KOHTPOJIIO, YTBEpKIAeHHOro Ykazom [Ipesunenta Poccuiickoin ®@enepanuu
ot 16 aBrycra 2004 . N 1085.

[Ipu wucnonbp3oBaHUM B HMHPOPMAIMOHHBIX CHCTEMax CpPEACTB  3alIUThl  HH(OpMAIHH,
CepTU(QUUMPOBAHHBIX MO TPeOOBAaHUAM 0€30MacCHOCTH MH(OpMAIMK, YKa3aHHbIE CPEACTBA JIOJDKHBI OBITh
CepTU(QHUIMPOBAHBl HAa COOTBETCTBHE OOS3aTEIbHBIM TpeOOBaHUSAM 1O Oe30macHOCTH HH(OpMaIHH,
YCTaHOBJIEHHBIM HOPMAaTUBHBIMU IPaBOBBIMHM aKTaMH, WM TPeOOBaHMSAM, YKa3aHHBIM B TEXHHYECKHX
YCIOBUSX (3a/IaHUSIX 110 O€30MaCHOCTH).

@OyHKIUKM 0€30IIaCHOCTH CPEICTB 3alMThl HHPOPMALIUKN JOIKHBI 00€CIeunBaTh BHINOIHEHUE Mep
1o obecreyeHno 6e30MacHOCTH MEPCOHANBHBIX TAHHBIX, COIEPKAIINXCS B HACTOSAIIEM JJOKYMEHTE.

Jns obecriedenuss 1 w2 ypoBHEH 3alIMIIEHHOCTH MEPCOHAJIBHBIX JAaHHBIX, a TaKxke s
obecriedeHrs 3 ypOBHs 3alIUIIEHHOCTH TEPCOHANBHBIX JAaHHBIX B HMH()OPMAIIMOHHBIX CHUCTEMAaX, JJIs
KOTOPBIX K aKTyaJbHbIM OTHECEHBl YIpo3bl 2-T0 THUIMA, NPUMEHSIOTCS CepTU(UIMPOBAHHBIE CPEACTBA
3am|Thl MH(OpMAIMK, TPOTrpaMMHOE OOecleueHHe KOTOPBIX MPONUIO TMPOBEPKY HE HIDKE 4eM 1o 4
YPOBHIO KOHTPOJISI OTCYTCTBUS HEJleKIapUPOBAHHBIX BO3MOKHOCTEH.

13. IIpu ucnonb3oBaHUK B MH(OPMAIIMOHHBIX CHCTEMaX HOBBIX MH(OPMAIMOHHBIX TEXHOJIOTHH U
BBISIBIIEHUU JIOTIOJTHUTEIIBHBIX YIPO3 0€30IaCHOCTH NMEPCOHANIBHBIX JAAHHBIX, JUISl KOTOPBIX HE ONpeesIeHbI
Mepbl obecneuyeHHs UX O€30MAaCHOCTH, JOJDKHBI —pa3pabaThIBaTbCs KOMIIEHCHPYIOIIUE MEpPhI B
COOTBETCTBHUHM € IYHKTOM 10 HacToOsIIIEro JOKyMEHTa.

Mpunoxenue

k CocTaBy U coepKaHUIO

OPraHM3alMOHHBIX H TEXHHYECKUX Mep 10
ofecrnieyeHN10 0€30MACHOCTH MEPCOHAIBHBIX
JAHHBIX NPHU UX 00padoTKe B HUHPOPMALMOHHBIX
CHCTEMAX MEePCOHAIBHBIX TAHHBIX

CocraB u conep:kaHue
Mep no odecrnevYeHu 0 0e30NMACHOCTHU MEPCOHATBHBIX JaAHHBIX, HE00XOAMMBIX /ISl o0ecredeHust
KAK/JI0T0 U3 YPOBHei 3alIUIIEHHOCTH MEePCOHAIbHBIX TAHHBIX

YcnoBHoe Conepxanue Mep no 0decreueHno 6€30MacHOCTH YpoBHU
o003HaueHue MePCOHATBHBIX JAaHHBIX 3alUIICHHOCTH
U HOMCP NEpCOHAJIbHBIX
Mepbl JTAHHBIX
4 131211
I. Unentudukanus u ayreHTuPpuKanus cyoObeKToOB 10CcTyna U 00beKToB aoctyna (MAD)
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NAD.1

WNnentudukarms u ayreHTUGUKAILUS TTOTIB30BaTENCH,
SIBJISTFOITMXCS pAOOTHUKAMHM OTiepaTopa

NAD.2

Wnentudukanus u ayreHTU(GUKALUSA YCTPOICTB, B TOM YHCIIe
CTaI[MOHAPHBIX, MOOUJIbHBIX U MOPTATUBHBIX

NAD.3

praBJICHI/IC I/I,Z[CHTI/I(I)I/IKaTOpaMI/I, B TOM 4YHUCJIC CO3AaHUC,
IIPHUCBOCHUEC, YHUUTOXKCHHUE I/I)IeHTI/I(i)I/IKaTopOB

NAD 4

VYnpaBieHue cpecTBaMU ayTeHTU(HUKAIINY, B TOM YHCIIE
XpaHEeHHe, BblAa4a, MHULMAIN3aLus, OJIOKUPOBAHNE CPENICTB
ayTeHTU(HUKANUY U IPUHATUE MEP B CIIy4ae yTparsl U (WIH)
KOMIIPOMETAIMH CPEJCTB ayTeHTU(UKALMH

NAD.5

3ammra 00paTHOM CBSI3M IPH BBOJIE Ay TEHTH(PHUKALIMOHHOM
uHbOpMaII

NAD.6

Wnentudukanys u ayTeHTH(PHUKALNS TIOIb30BaTele, He
SBJISTFOLIIMXCSL pAaOOTHUKAMU omneparopa (BHEIIHUX
110JIb30BaTeNei)

I

YnpasJieHue I0CTYNIOM cy0beKTOB J0CTYNa K 00beKTaM J0CTy

VI 1

Vmpasienue (3aBefieHuE, aKTUBALINS, OJIOKHPOBAaHUE U
YHUUTOXKCHHE) YUETHBIMU 3aIIUCAMU MOJIb30BaTENCH, B TOM
YHUCJI€ BHENIHUX MOJIb30BATENEH

VIIA.2

Peanuzanus HEOOXOIUMBIX METOJIOB (AMCKPEIIMOHHBIH,
MaHJaTHBIH, POJIEBON WJIM HHOW METOJI), TUTIOB (UTEHUE,
3aIUCh, BBINOJIHEHUE WM MHOHM THI) U PaBUII pa3rpaHUYCHUs
JocTyna

VIIA.3

VYnpasnenue (GuiabTpanus, MapupyTH3anus, KOHTPOJb
COEIMHEHM, O/THOHAIIPABIICHHAs NIepeada U UHbIE CTI0COObI
ynpaBiieHHs) UHPOPMALTMOHHBIMU TTOTOKAMH MEXKITY
YCTPOWCTBaMH, CETMEHTaMH MH(POPMAITMOHHOW CHCTEMBI, a
TaKXKe MEXJy HHPOPMALMOHHBIMU CHCTEMaMHt

V1.4

Paznenenue monmHomounii (poseit) monp3oBaresnei,
aJIMHHHUCTPATOPOB U JIUII, 00 CIICUNBAIOIITUX
(YHKIIMOHUPOBaHUE MHPOPMAILIMOHHOM CUCTEMBI

VIS

Haznauenne MUHMMaIbHO HEOOXOAMMBIX TPAB M MPUBHIIETUI
TI0JIB30BATEIISIM, aIMHHUCTPATOPaM H JIHLAM,
obecrnieurBaroNM (pyHKIIMOHHPOBaHUE HH()OPMAITMOHHOMH
CHCTEMBI

VIIL6

Ol"paHI/I‘IGHI/IC HCYCIICIIHBIX ITOILITOK BXOAa B
UHPOPMAITMOHHYIO CUCTEMY (HOCTyIa K HH)OPMAIIMOHHOH
CUCTEME)

YIIA.7

[IpenynpexneHne noab30BaTess IpU €ro BXOE B
MH(OPMAILIMOHHYIO CUCTEMY O TOM, YTO B MH(POPMALIMOHHON
CHCTEME pean30BaHbl MEphI 0 00ECIEYEHNIO OE30IaCHOCTH
MEPCOHAIBbHBIX JAHHBIX, U O HEOOXOIMMOCTH COOJIO/IEHUS
YCTaHOBJICHHBIX OIIEPATOPOM MPaBUIl 00pabOTKH
[IEPCOHAIbHBIX JTAHHBIX

VIIJ.8

OnoBelnieHne NOIb30BATENS OCHE YCIEUTHOTO BXO/Ia B
WH(DOPMAITMOHHYIO CUCTEMY O €T0 MPEIBIIYIIIEM BXOIE B
MH()OPMAITMOHHYIO CUCTEMY

VIIJI.9

OrpaHnyeHHe Ynclia MapauieIbHbIX CEAaHCOB JOCTYyNa JJIst
KaKJI0OM YYETHOM 3aIMCH 10JIb30BaTe/ sl HHHOPMAIIMOHHON
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CHCTCMBbI

VIIL10

bnoxupoBanue ceanca 1octyna B MHQOPMAIIMOHHYIO CUCTEMY
MOCJIe YCTAaHOBJIIEHHOT'O BpeMEHH 0e3/1eHCTBHsI (HEaKTUBHOCTH)
10JIb30BATENIS. WJIU 110 €T0 3aIpoCcy

VI 11

Pa3pemienue (3anper) AelcTBUN NOIb30BATENEH, pa3peIIEHHBIX
JI0 MICHTU(DUKAIIMY 1 ayTeHTU(OUKAITIN

VITA.12

[Monnepxka u coxpaHeHune aTpuOyTOB 0€30MaCHOCTH (METOK
0e301acHOCTH), CBSI3aHHBIX ¢ HH(OpMaIuel B mpoiecce ee
XpaHeHusi U 00paboTKH

VIIJL13

Peanu3anus 3alnIIeHHOrO YIaJ€HHOTO AOCTyIa CyObEKTOB
JOCTyIa K OOBEKTaM JI0CTyIIa Yepe3 BHELTHNE
UH(POPMAILIMOHHO-TEJIEKOMMYHHUKAIIMOHHbBIE CETU

VI 14

PernamenTanust 1 KOHTPOJIb UCTIOIL30BAHUS B
UHGOPMAIIMOHHON cHCTEME TEXHOJIOTHI OeCITPOBOIHOTO
JocTyna

VII/.15

PernmamenTanus 1 KOHTPOJIb UCTIOJIB30BAHUS B
WH(OPMAITMOHHOHN cHCTeMe MOOMIIBHBIX TEXHHUECKHUX CPEJICTB

VIIA.16

VYnpapneHue B3auMOJeHCTBUEM ¢ HH(DOPMALIMOHHBIMU
CUCTEeMaMH CTOPOHHUX OpTraHu3anuii (BHEIIHUE
MH(GOPMAIMOHHBIE CHCTEMBI)

V17

OOGecnieueHne TOBEPEHHOM 3arpy3KH CPEJICTB BHIYUCITUTEIBHON
TEXHUKHU

II1. Orpannyenue nporpammuoii cpeasl (OIIC)

OIIC.1

VYrpasnenue 3amyckoM (0OparieHus M1 ) KOMIIOHEHTOB
IPOrpaMMHOT0 00eCIeYeHHs, B TOM YHCJIE OIpe/IeIIeHHe
3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOMKA IMapaMeTpPOB 3aIlyCcKa
KOMITOHEHTOB, KOHTPOJIb 32 3aIyCKOM KOMIIOHEHTOB
MIPOrpaMMHOI0 00ECIICUCHUS

OIIC.2

VYnpapneHue ycTaHOBKOW (MHCTAJUISIMEH ) KOMITIOHEHTOB
IPOrpaMMHOI0 00€CTIEYEHHs, B TOM YHCJIE OIIPEIETICHNE
KOMITOHEHTOB, MOJJIEKAIUX YCTAaHOBKE, HACTPOIika
napamMeTpOB YCTAHOBKU KOMIIOHEHTOB, KOHTPOJIb 32 YCTaHOBKOM
KOMITOHEHTOB MPOTPaMMHOI0 00ecIeueHust

OIIC.3

VYcraHoBKa (MHCTAJIISALUS ) TOJIBKO Pa3peIieHHOro K
UCIIOJIb30BaHMIO TPOrPaAaMMHOr0 00ecrieyeHus U (WIK) ero
KOMIIOHEHTOB

OIIC.4

VYnpasneHue BpeMEeHHbIMH (paiiiaMu, B TOM YHUCIIE 3aIpeT,
paspelnieHue, epeHanpaBiIeHue 3aInCcH, yIaJleHHe BPEMEHHBIX
(aiinos

IV. 3amura MalIMHHBIX HOCHTEJIel epcoHaNbHbIX 1aHHbIX (3HU)

3HU.1

YuyeT MalIMHHBIX HOCUTEIICH NCPCOHAJIbHBIX JAaHHBIX

3HNU.2

praBJ'ICHI/IC AOCTYIIOM K MAallITMHHBIM HOCHUTECIAM
ICPCOHAJIBHBIX JAaHHBIX

3HI.3

KOHTpOJ'IB NEPEMCIICHUSA MallIMHHBIX HOCHTEJICH
INEPCOHAJIBHBIX TAHHBIX 3a MPCACIIbI KOHTpOHpreMOﬁ 30HBbI

3HN.4

Hcxkimouenne BO3MOXKHOCTH HECAaHKIIMOHUPOBAHHOT'O
O3HAKOMJICHHUSA C COACPKAHNEM IICPCOHAIBHBIX TaHHBIX,
XpaHAIHUXCA Ha MAIIMHHBIX HOCUTCIIAX, U (I/IJ'II/I)
HCIIOJB30BaHUS HOCUTEIICH MNEPCOHAJIBHBIX JAHHBIX B MHBIX
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UHGOPMAIIMOHHBIX CUCTEMAaX

3HU.5 KonTpomns ucnons3oBanus nHTEpdeEiicoB BBOma (BHIBO/IA)
rnH(MOpMaIlMU Ha MAITMHHBIE HOCUTEJH MEPCOHANBHBIX JaHHBIX

3HU.6 Kontpons BBOna (BbIBOA) HHPOPMALIMK HA MAIlIUHHBIE
HOCHUTEJHU NEPCOHAIBHBIX TAHHBIX

3HN.7 KoHTponb noakimoueHns MAIIMHHBIX HOCUTENIEH EPCOHATBHBIX
JTAHHBIX

3HU.8 YHuuTOXEHUE (CTHPAHUE) WM 00S3TNIMBAHNE TTEPCOHAIBHBIX + +
JAHHBIX HAa MAITUHHBIX HOCUTENISAX MPU UX TEpelaue MExKIy
MOJIb30BaTENSIMU, B CTOPOHHHE OpraHU3aluu AJIs peMOHTa WU
YTWJIM3ALUH, a TAK)KE KOHTPOJIb YHUUTOKEHUS (CTUpaHMs) WIH
00e3TMYMBaHHUS

V. Peructpanus coobituii 6e3onacuoctu (PCB)

PCh.1 Omnpenenenne coObITUN O€30MACHOCTH, MOTEKAIINX + +
pEerucTpanmu, i CPOKOB UX XPaHEHHUSI

PCb.2 Omnpenenenue coctaBa U coaep)kaHus HHGopMaIu o COOBITUAX + +
0€30MacHOCTH, MMOJUISKAINX PETUCTPALIUU

PCb.3 C6op, 3anuch U XpaHeHne HH(GoOpMaIMK O COOBITUSX + +
0€30MacCHOCTH B T€UEHHE YCTAHOBICHHOIO BPEMEHU XpaHEHHsI

PCb.4 PearupoBanue Ha cOOM IIPU PETUCTPALIMU COOBITHIA
0€301acHOCTH, B TOM YHCJIE allapaTHbIE U IPOTrPAMMHBIE
omnOku, coon B MexaHu3Max cOopa uHpopmarmu u
JTOCTHXKCHHE TPEJIeNia WK TePeroHEeHUs 00beMa (EMKOCTH)
aMSITH

PCB.5 MoHHUTOpHUHT (ITPOCMOTP, aHAIHU3) PE3YIBTaTOB PETUCTPAIIUU +
coOBITHI O€30MMACHOCTH M PEarupOBAHKE HA HUX

PCb.6 I'enepupoBanue BpeMEHHBIX METOK U (MJIM) CUHXPOHU3AIIHS
CHCTEMHOTO BpeMEHH B MH(POPMALIMOHHOW CUCTEME

PCB.7 3amuTa nHGOpMaIUK O COOBITHSIX 0€30MTaCHOCTH + +

VI. AutuBupycHas 3amura (AB3)

AB3.1 Peanuzanus aHTUBUPYCHOM 3aILUTHI + +

AB3.2 OOGHoBeHHE 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX + +
KOMIIBIOTEPHBIX MTporpamm (BUPYCOB)

VII. O6napy:xkenue Brop:xxeunii (COB)
COB.1 OO6HapykeHHe BTOPKEHHM +
COB.2 Oo6HoBneHHE 0a3bl PEHIAOIINX MPABUIT +
VIII. KonTposb (aHaau3) 3alIMIIEHHOCTH NEePCOHAIbHBIX JaHHbIX (AH3)

AH3.1 BrrsBrienue, aHanu3 ya3BUMOCTEH HHPOPMAITMOHHON CHCTEMBI + +
Y ONIepaTUBHOE YCTPAaHEHHE BHOBb BBISIBJICHHBIX YSI3BUMOCTEM

AH3.2 KoHTposb ycTaHOBKH OOHOBIECHHI TPOTPAMMHOTO + +
obecrieueHus1, BKJIIO4Yast 0OHOBJICHHE MMPOTPAMMHOTO
o0ecreyeHus: CPeICTB 3aIIUTHI HHPOPMAITUH

AH3.3 KonTpoias paboTocnocoOHOCTH, MapaMeTpOB HACTPOMKHU U + +
MPAaBUIBHOCTH (PYHKIIMOHHUPOBAHUS IPOTPAMMHOTO
o0ecIeueHus U CPeACTB 3alIUThl HHpopMaluu

AH3.4 KoHTponb cocTaBa TEXHUYECKUX CPEJICTB, MPOrPAMMHOTO + +
o0ecIeueHus U CPeACTB 3alIUThl HHpopMaluu

AH3.5 KoHnTpone npaBui resepanuu 1 CMEHbI apoJien +
MOJIb30BaTeNICH, 3aBe/ICHHUS U YIaJICHHsI YUETHBIX 3arucei
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M0JIb30BAaTENEH, pean3alui NpaBul pa3rpaHUUeHUs 10CTyna,
MTOJTHOMOYHWH TIOJTh30BaTeNe B HH)OPMAIIMOHHON CUCTEME

IX. ObecnieyeHue 1eJJOCTHOCTH MH()OPMALMOHHON CHCTEMbI U MEePCOHAJIBbHBIX JaHHbIX (OLLI)

OLUL1

KoHTpo:Ib 11e10CTHOCTH TPOTPAaMMHOTO O0ECTICUEHU S, BKITFOYAst
MPOrpaMMHOE 00eCIieueHIE CPEACTB 3Tl HHHOOPMAIIUU

+

+

OLUL.2

KoHTpob 11€10CTHOCTH TEPCOHANIBHBIX TAHHBIX,
cofiepkaiumxcsi B 0a3ax HaHHbIX HHGOPMAITMOHHON CHCTEMBI

OLUL3

ObecnieueHre BO3MOYKHOCTH BOCCTAHOBIICHUSI IIPOTPAMMHOTO
oOecreveHus1, BKIII0Yast POrpaMMHOE 00eCIIeUeHUE CPEACTB
3alUThl UH(POPMAIINH, IPH BOZHUKHOBEHUH HEIITATHBIX
CUTYaITUH

OLlJL4

OOHapy>KeHHEe U pearnpoBaHKe Ha MOCTYIUICHUE B
UH(POPMAITMOHHYIO CUCTEMY HE3aIlpalIMBaEMBIX IEKTPOHHBIX
cooO1eHu (miceM, JOKyMEHTOB) U UHOM HH(OpMalnu, He
OTHOCSAIINXCS K (PyHKIIMOHHPOBAHUIO HH(POPMAITHOHHOMK
CHUCTEMBI (3alMTa OT criaMa)

OLJL5

KoHnTposns copepxkanus nHGOpMaIny, epegaBacMoi us
uHGOPMAIIMOHHOM cucTeMbl (KOHTEHHEPHBII, OCHOBAaHHBIN Ha
CBOWCTBaxX 00BEKTA IOCTYTA, ¥ (MJIM) KOHTCHTHBIH,
OCHOBAHHBIN Ha IMOMCKE 3alIPELIeHHON K nepeaaye HHPpOopMaIuu
C MCIIOJIb30BAHUEM CUTHATYP, MAaCOK U MHBIX METOJIOB), U
UCKJIIOYEHUE HEMTPaBOMEPHOH Mepenadu HH(opMauu u3
MH(OPMALIMOHHON CHUCTEMBbI

OLJL6

OrpaHuyeHue npas MOJIb30BaTesel Mo BBOLY HH(POPMALIUH B
MH(OPMALIMOHHYIO CUCTEMY

OLJL7

KoHTpose TOUHOCTH, TOJIHOTHI ¥ IPAaBUIBHOCTU AAHHBIX,
BBOJAMMBIX B HHOOPMALIMOHHYIO CUCTEMY

OLJIL.8

KoHTponb ommb0oYHbBIX JeHCTBHI MMONIb30BaTelNeil TI0 BBOAY U
(wm) epenave nepcoHaJbHBIX JaHHBIX U MIPEAYIPEKICHIE
MOJIB30BaTeIe 00 OMIMOOYHBIX AEWCTBUIX

X. O0ecnieyeHue JOCTYNIHOCTH MepPCcOHAJIBHBIX TaHHbIX (OAT)

ONIT.1

Hcnonp3oBaHue 0TKa30yCTOMYMBBIX TEXHUYECKUX CPEACTB

O[T.2

Pe3epBupoBaHue TEXHUYECKHUX CPEICTB, IPOTPAMMHOTO
o0ecrieyeHurs1, KaHAJIOB NIepeaaYn HHPOPMAIUH, CPEICTB
obecrieueHnsl PYHKIIMOHUPOBAHUS HHPOPMAIIMOHHOW CHCTEMBI

OJIT.3

Kontposnp 6€30TKa3HOro PyHKIIHMOHUPOBAHUS TEXHUUECKUX
CpeACTB, OOHAPY)KEHUE U JIOKAINU3ALUs OTKA30B
(YHKIIMOHUPOBAHUS, IPUHATUE MEP MO BOCCTAHOBIICHUIO
OTKa3aBIIMX CPEACTB U UX TECTUPOBAHUE

ONTA4

[Tepuonuueckoe pe3epBHOE KOMMMPOBAHNE TTEPCOHATBHBIX
JAHHBIX HA PE3€pPBHbBIC MAIIMHHBIE HOCUTEIN NIEPCOHABHBIX
JTAHHBIX

OATS

ObecnieueHre BO3MOKHOCTH BOCCTAHOBIICHHSI IIEPCOHATBHBIX
JAaHHBIX C PE3EPBHBIX MAIINHHBIX HOCUTEJIECH IIEPCOHATIBHBIX
JTAHHBIX (PE3EPBHBIX KOMHi) B TEUCHUE YCTAHOBIEHHOTO
BPEMEHHOIO UHTEpBajIa

XI. 3amuta cpeasl Bupryaauszanuu (3CB)

3CB.1

Wnentndukanus u ayreHTHGUKAINS CyOBEKTOB OCTYTIA U
00BEKTOB JIOCTYIa B BUPTYAIbHOU HHPPACTPYKTYpE, B TOM
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YUCJIE aIMUHHUCTPATOPOB YIPABICHUS CPEACTBAMU
BUPTYaJIU3ALMHU

3CB.2

VYnpaBieHue 10CTynoM cyObeKTOB JJOCTyIa K 00beKTaM
JI0CTyIa B BUPTYaJbHOU HH(PPACTPYKTYpPE, B TOM YHCIIE BHYTPU
BUPTYaJIbHBIX MAILKUH

3CB.3

Peructparust cobpITHi 6€30MaCHOCTH B BUPTYaJIbHOM
HHDPACTPYKTYpE

3CB.4

VYrpasnenue (GuibTpars, MapupyTH3aIs, KOHTPOJIb
COCAUHCHUS, OAHOHAIIPABJICHHAA Hepez[aqa) IIOTOKaMu
WHPOPMALIUU MEXTy KOMIIOHCHTAMH BHPTYaJIbHON
HHOPACTPYKTYPHI, a TAKKE TIO IEPUMETPY BUPTYaITbHOMN

HH(PPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3ka CepBepOB BUPTYaIM3alli1, BUPTYaTIbHON
MallKHbI (KOHTEWHEepa), CEPBEPOB YIIPaBJICHUS BUPTyaJu3aluen

3CB.6

VYrpapneHue nepeMenieHneM BUPTYaTbHBIX MalIiH
(KOHTEHHEpPOB) M 0OpabaThIBAEMbIX Ha HUX JAHHBIX

3CB.7

KonTpomis nienoctHocT BUPTYyaibHONM HHOPACTPYKTYPHI U €€
KOH(UTYypaui

3CB.8

Pe3epBHOE KONTUpOBaHUE TaHHBIX, PE3EPBUPOBAHNE
TEXHUYECKUX CPEJICTB, IPOIPAaMMHOI0 00eCreyeHHs
BUPTYaJIbHON MHPPACTPYKTYpPhI, a TAKKE KAaHAJIOB CBSI3U
BHYTPH BUPTYaJIbHOH HHPPACTPYKTYPHI

3CB.9

Peanu3anus u ynpasieHue aHTUBUPYCHOMW 3aIIUTON B
BUPTYaJIbHOH HH(PACTPYKType

3CB.10

Pa3ouenue BupTyaapHOM HHPPACTPYKTYpPHI HA CETMEHTHI
(cerMeHTUpOBaHNUE BUPTYATbHON HHPPACTPYKTYPBI) IS
00pabOTKHU MEepCOHANBHBIX JAHHBIX OTJEIBHBIM MOJIb30BATEIEM
Y (WIK) Tpynmnoi mojp30Baresneit

XII. 3amura texuuveckux cpeacts (3TC)

3TC.1

3amuTa nHGOpManH, 00padaThIBa€MOU TEXHHYECKUMHU
CpEJICTBAMHU, OT €€ YTEUKH 10 TEXHUYCCKUM KaHaJIaM

3TC.2

Opranuzanys KOHTPOIUPYEMO 30HBI, B TIpeiesiaX KOTOPOit
MIOCTOSIHHO Pa3MENIAI0TCsl CTAIIMOHAPHBIC TEXHUYECKHE
CpencTBa, 00padaTeIBaroIIHe HHGOPMAITUIO, 1 CPEICTBA
3alUThl UH(POPMAIINH, a TAKXKE CPEACTBA 00CCIICUCHUS
(YHKIMOHUPOBAHHS

3TC.3

Kontpons u ynpasnenue Gu3ndecKuM JOCTYIIOM K
TCXHUYCCKHUM CPCACTBaM, CPpCACTBAM 3allIUThI I/IH(i)OpMaHI/II/I,
cpencTBam obecrieueHus] PyHKIMOHUPOBAHUS, a TAKKE B
IIOMCIICHHA U COOPYKCHUSA, B KOTOPBIX OHU YCTAHOBJICHBI,
WCKITIOYAOIIME HECAHKIIMOHUPOBAHHBIN (DU3UUYECKUN JOCTYT K
cpencTtBaMm 00paboTKK MH(OpPMAITH, CPECTBAM 3aIIUTHI
nH(pOpMaIu U cpeicTBaM obecrieueHus: (yHKIIMOHUPOBAHUS
I/IH(l)OpMaIIHOHHOfI CHUCTCMBbI, B IIOMCHICHUA U COOPYIKCHUA, B
KOTOPBIX OHH YCTaHOBJICHBI

3TC.4

Pa3menienune ycTpoicTB BeiBoAa (0TOOpakeHus) HHPpOpMAIIHH,
HCKJIIOYAIOIIEE €€ HECAHKIIMOHUPOBAHHBIN IPOCMOTP

3TC.5

3amura OT BHEITHUX BO3ICUCTBHI (BO3ICUCTBHUI OKpYKaroIIei
Cpelibl, HECTAOMILHOCTH YNEKTPOCHAOKECHHUS,
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| KOHIMIMOHMPOBAHMS M HHBIX BHEIIHUX (aKTOPOB)

XIII. 3amuTa HHGOPMALMOHHON CHCTEMBI, €¢ CPEACTB, CUCTEeM CBsI3H U nepexayn nanubix (3UC)

3UC.1

Paznenenue B MHPpOpMaIIMOHHON crcTeMe (PyHKIHIA 1O
yIpaBIeHUIO (aIMUHUCTPUPOBAHHUIO) HH(OPMAITMOHHOMN
CHUCTEMOH, YIIPABJIEHUIO (aIMUHUCTPUPOBAHHIO) CUCTEMON
3alUThl IEPCOHAIBHBIX JaHHBIX, PyHKIUI 0 00padoTKe
MEPCOHATIBHBIX JAHHBIX M UHBIX (PYyHKIMHA HHPOPMAITMOHHON
CUCTEMBbI

+

3UC.2

[IpenoTeparieHue 3aAep>KKK WA TIPEPHIBAHKS BBITIOJHEHHSI
MPOIIECCOB C BHICOKMM IMPUOPUTETOM CO CTOPOHBI IPOIIECCOB C
HU3KUM TIPUOPHUTETOM

3UC.3

ObecrnieueHne 3alUThI IEPCOHATBHBIX TAHHBIX OT PACKPBITHS,
MOIM(HUKALNY 1 HABS3bIBaHUS (BBO/IA JIOKHOW MH(DOPMAIIH)
npu ee nepeaaye (MOArOTOBKE K Mepeayue) o KaHaiaM CBA3H,
HMMEIOLIUM BBIXOJI 32 IIPeJIeibl KOHTPOIUPYEMOM 30HbI, B TOM
yuciie 6eCpOBOAHBIM KaHAJIaM CBS3H

3UC.4

ObecneueHne TOBEPEHHBIX KaHaIa, MapLIpyTa MEXIy
aJIMHHHCTPATOPOM, TIOJIB30BATENEM U CPEICTBAMH 3AIIUTHI
uHpopMarun (GyHKIUSIMHI O€301IaCHOCTH CPEICTB 3AIIUTHI
nHOOPMAITIH)

3UC.5

3anpeTr HeCAaHKIIMOHUPOBAHHON yIaJICHHOM aKTHUBAIIUU
BUJICOKaMep, MUKPO(GOHOB U UHBIX Mepu(EepHIHBIX YCTPOKHCTB,
KOTOpBIE MOTYT aKTUBUPOBAThCS YAAJIECHHO, U ONTOBEILICHUE
M0JIb30Baresieii 00 aKTUBALIMY TAaKUX YCTPOWCTB

3UC.6

[lepenaua 1 KOHTPOJIb LETOCTHOCTH aTprOyTOB O€30MIaCHOCTH
(MeToK 0e30MacHOCTH), CBI3aHHBIX C EPCOHAIBHBIMU
JTAaHHBIMU, IPU OOMEHE UMM C UHBIMU UH(OPMAIUOHHBIMU
cUCTeMaMH

3UC.7

KoHTposnb CaHKIIMOHMPOBAHHOTO M UCKIIIOUEHHE
HECAaHKIIMOHUPOBAHHOTO UCIIOJIb30BAaHUS TEXHOJIOTUI
MOOUIIBHOTO KOZ[a, B TOM YHCJIE€ PETUCTpalus COOBITUH,
CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOTHII MOOMIIBHOTO KOAA,
WX aHaJN3 U pearupoBaHUE HA HAPYLICHUs, CBI3aHHBIE C
WCIOJIb30BaHHEM TEXHOJIOTUH MOOMIBHOTO KOJa

3UC.8

KoHTpOIb CAHKIIMOHUPOBAHHOTO M UCKIIFOUEHHE
HECAaHKLIMOHUPOBAHHOTO MCIOJIb30BAaHUS TEXHOJIOTHI NIEpEaayn
peuu, B TOM YHUCIIE€ PETUCTPALHsI COOBITHI, CBA3aHHBIX C
HCIOJIb30BaHUEM TEXHOJIOTHI NIEPENAYN PEUU, UX AHAIU3 U
pearupoBaHKe Ha HapyLICHHUs, CBSI3aHHBIE C UCIIOJIb30BaHUEM
TEXHOJIOTUH MepEIaul peuu

3UC.9

KoHTpob CaHKIIMOHUPOBAHHOM M UCKITIOUEHHE
HECAHKIIMOHUPOBAHHOM Mepeaayy BUACOMH(DOPMAINH, B TOM
YHCIIe PETUCTpalusl COOBITUI, CBS3aHHBIX C Mepeaadeit
BUJICOMH(OPMAIINH, UX aHAJIU3 U pearnpoBaHue Ha HAPYyIICHUS,
CBsI3aHHBIE ¢ Nepenadeii BuaeonHbopMaum

3UC.10

[onTBeprkaeHne MPOUCXOKACHUSI UICTOYHUKA WH(POPMALINH,
II0JTy4aeMOM B IIPOLIECCE ONPEAEIEHUS CETEBBIX aIPECOB 110
CETEBBIM UMEHAM HJIU OINPEEIICHNS CETEBBIX UMEH 10 CETEBBIM
aapecam
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3UC.11

OO6ecnieueHe MOIMHHOCTH CETEBBIX COCTMHCHHM (CEaHCOB
B3aUMOJICUCTBHS), B TOM YHCJIC JUTsI 3aIIUTHI OT MOAMEHBI
CETEBBIX YCTPOMCTB U CEPBUCOB

3UC.12

HckmrodueHne BO3MOXKHOCTH OTpHLIAHUA T10JIB30BATCIICEM (1)aKTa
OTIHPABKH IICPCOHAJIbHBIX TAHHBIX APYT'OMY I10JIE30BATCIIIO

31C.13

HckmrodueHne BO3MOKHOCTH OTpHULIAHUA TTOJIB30BATCIIEM q)aKTa
HOJYYCHHUA NICPCOHAJIBHBIX TAHHBIX OT APYIOI'0 ITOJIB30BATCIIA

31C.14

Hcnonb30oBaHuEe yCTPOHUCTB TEPMUHAIBHOTO TOCTYIA JJIs
00pabOTKH MEPCOHATBHBIX JaHHBIX

3UC.15

3amuTa apXUBHBIX (ailioB, MapaMeTpOB HACTPONKU CPEICTB
3amUThl MHPOPMAITUH U POTPAMMHOTO 00CCIICUECHUS M HHBIX
JaHHBIX, HE TIOJIeKAIIUX U3MEHEHHIO B poliecce 00paboTku
MIEPCOHAJIbHBIX JIAHHBIX

3UC.16

BrisiBienue, ananus v GIOKMpoBaHUE B MHPOPMAIIHOHHOM
CHCTEME CKPBITHIX KaHAJIOB Mepeaaynd HHPOPMAaIUH B 00X0/
peann30BaHHbBIX MEP WU BHYTPH Pa3pEILICHHBIX CETEBBIX
IPOTOKOJIOB

3UC.17

Paz6uenne nHPOPMAITMOHHON CHCTEMBI HA CETMEHTBI
(cermeHTHpOBaHNE UHPOPMAITIOHHOW CHCTEMBI) H
o0ecrieyeHre 3aIluThl IEPUMETPOB CETMEHTOB
MH(OPMALIMOHHON CUCTEMBbI

3UC.18

ObecnieueHne 3arpy3Ku ¥ UCIIOTHEHUS IPOTPAMMHOTO
obecrieueHurs ¢ MallTMHHBIX HOCUTEJIEH IEPCOHAIBHBIX JIAHHBIX,
JOCTYIIHBIX TOJIBKO JUISl YT€HUS, U KOHTPOJIb LIEIOCTHOCTH
JTAHHOT'O IPOrPaMMHOI0 00ecredeHUs

3UC.19

W3onsius npoiieccoB (BBIMOIHEHUE TPOTPaMM) B BBIICIEHHOM
o0JIacTH TMaMsITH

3UC.20

3amura 6ecripOBOJHBIX COCTMHEHUH, TPUMEHSIEMBIX B
WH()OPMAITMOHHON CHCTEME

XIV. BoisiBjieHHe HHIWAEHTOB U pearnpoBanue Ha Hux (MHII)

MHIL1

Ornpenenenne aul, OTBETCTBEHHBIX 32 BBISBIIEHNE WHLIUIEHTOB
Y pearupoBaHUE HA HUX

MHIL2

O6Hapy>KeHHe, I/I,I[eHTI/I(l)I/IKaI_II/ISI H pCTUCTpalvd HHIUACHTOB

WHIL3

CBoeBpemMeHHOE HHPOPMUPOBAHUE JINII, OTBETCTBEHHBIX 32
BBISIBJICHUE UHIIUIACHTOB U PEarupoBaHUE HA HUX, O
BO3HUKHOBEHUH WHIIMJICHTOB B MH()DOPMAITMOHHON CUCTEME
[10J1b30BATEIIMU M AIMUHUCTPATOPAMU

WHIL .4

AHaJ'II/I3 HUHIIMACHTOB, B TOM 4YUCJIE onpe)leneHI/Ie NCTOYHHUKOB 1
MPUYMH BO3HUKHOBEHUS MHILIMICHTOB, a TAK)KE OLIEHKA UX
OCJIEACTBUHU

HHIL.5

[IpuHsATHE MEp N0 YCTPAHEHMIO MOCJIECACTBUI MHLHMICHTOB

WHIL6

[InanupoBaHue U IPUHIATHE MEP IO MPEAOTBPALLIECHUIO
MOBTOPHOT'O BO3HUKHOBEHUSI MHIIUCHTOB

XV. Ynpasiaenune koupurypanueit HHGOPMAUMOHHONH CHCTEMbI U CHCTEMbI

NepCcoOHANbHBIX JaHHBIX (YK®D)

3alu

ThbIl

YK®.1

Omnpenenenne 1L, KOTOPBIM pa3peleHbl JEHCTBUS 110
BHECEHHIO M3MEHEHHH B KOHPUTYpaInio HH)OpMAIIHOHHOH
CUCTEMBI M CUCTEMBI 3aILUThI IEPCOHAIBHBIX JaHHBIX

YK®.2

VYopasineHue U3MEeHeHUsIMH KOHQUTYpauuy HHGOPMaMOHHON
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CUCTCMbI U CHUCTCMBI 3aIUMTLI IICPCOHAJIbHBIX JAHHBIX

YK®.3

AHaJIM3 TOTEHITMAIBHOTO BO3JICHCTBUS TUIAHUPYEMBIX
M3MEHEHUH B KoH(pUrypanuu vHGOpMalnoOHHONW CUCTEMBI U
CUCTEMBI 3alIUTHI TICPCOHAIILHBIX JAHHBIX Ha 00eCIIeUeHUE
3aIUThI IEPCOHATBHBIX JAaHHBIX M COTJIACOBAHKME U3MEHEHUN B
KOH(UTypaIruu HHPOPMAITHOHHOW CUCTEMBI C JIOJDKHOCTHBIM
JUIoM (paOOTHUKOM), OTBETCTBEHHBIM 32 00€CTieueHHE
0€30MMacCHOCTH IMEPCOHATLHBIX JIAHHBIX

YK®.4

JlokymeHTHpoBaHuE HH(opMaIK (TaHHBIX) 00 U3MEHEHUSX B
KOH(MUTYpaluu HHHOPMAITMOHHOHN CHCTEMBI H CUCTEMBI 3alIUThI
NIEPCOHAJIBHBIX JAHHBIX

"+" - Mepa mo obecneueHnI0 0E30MaCHOCTH MEPCOHABHBIX JaHHBIX BKJIIOUCHA B 0a30BBIH HaOOp
Mep JUI COOTBETCTBYIOIIETO YPOBHS 3alMIICHHOCTH ITEPCOHATBHBIX JJAHHBIX.

Mepsl o obecrnieueHno 06€30MacHOCTH TEPCOHANBHBIX JTaHHBIX, HE 00O3HAYCHHBIC 3HaKOM '+,
NPUMEHSIOTCS TPU aJlanTauuu 0a30Boro Habopa Mep W YTOUYHEHHH aJalTHPOBAHHOTO 0a30BOro Habopa
Mep, a TaKkKe MpH pa3padOTKe KOMIIEHCHPYIOUIMX MeEp IO 00ecredeHur0 0e30MacHOCTH NepCOHAIbHBIX

JTAHHBIX.
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